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where it makes the most sense to put 
their applications. We actually have 
customers that are taking applications 
off clouds, public or private, and 
bringing them back in-house.”

The repatriation trend can be 
attributed to cloud-related problems 
associated with overall experience, 
cost and technology issues. Gibson 
explained that managing a hybrid/
multi-cloud environment is extremely 
challenging for IT pros. “It’s not easy 
to be in IT today,” he said. “You have 
to know how to manage multiple 
platforms. It’s like, ‘How do I use my 
AWS load balancer, my Google load 
balancer, my Oracle load balancer, 
and my on-prem load balancer?’ Even 

John D. Allen, the global solutions 
architect for cloud, edge, and 
automation at A10 Networks, pointed 
out that the management challenges 
that organizations face go beyond the 
cloud, because most organizations still 
keep some resources in the data center. 
Hence, organizations are faced with 
juggling cloud resources and resources 
that are running on-premises. 

Cloud Repatriation
Allen discussed the recent trend of 
cloud repatriation, stating that he is 
“starting to hear from a lot of our 
customers that they went cloud-first, 
and now they’re kind of in the cloud 
chaos. And now they’re rethinking 

One of the major challenges with 
operating in a hybrid/multi-cloud 
environment is that each cloud 
provider has its own way of doing 
things, meaning there is no consistent 
application access method, nor is 
there a consistent cost structure or 
management experience. In a recent 
webcast, several representatives from 
A10 Networks discussed ways to 
simplify access to cloud applications, 
while also keeping costs in check.

The Rush to the Cloud
Andrew Gibson, A10’s regional 
director for cloud, began the 
presentation by discussing the 
evolution of the public cloud. 
Nowadays, he noted, most 
organizations adopt a cloud-first 
approach to IT. However, the rush 
to the cloud resulted in what he 
calls cloud chaos. “Organizations 
were suddenly faced with questions 
such as, ‘How do I keep a clear 
view of my applications across 
multiple platforms? How am I going 
to manage my applications across 
multiple platforms? How am I going 
to manage the cost, when all of these 
platforms are measuring consumption 
differently and they’re all charging 
me differently?’” Gibson added, 
“Organizations have learned that it’s 
very difficult to manage multiple 
platforms, multiple systems, and keep 
a handle on everything.”

SIMPLIFY SECURE ACCESS TO 
APPLICATIONS ACROSS HYBRID/ 
MULTI-CLOUD INFRASTRUCTURES
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though a lot of these applications might 
be doing similar things, it’s just a lot to 
learn. And that’s where the consistency 
challenge comes into play because 
there is so much disjointedness across 
the space today.”

Gibson then spoke about the 
challenge of making sure that public 
cloud consumption aligns with an 
organization’s IT budget. Gibson said, 
“I know, the OPEX model is very 
enticing, but sometimes it can be a little 
bit dangerous because you’re being 
billed based on what you’re consuming 
and you’re not getting your bill until the 
end of the month. So, at the end of the 
month, after you’ve already consumed 
the resources, then you cross your 
fingers and hope for the best.”

Allen added, “It’s very interesting 
and very telling that there’s a whole 
industry now that just sprung up 
around containing cost or forecasting 
cloud costs. I can’t tell you how many 
times I’ve heard horror stories from our 
customers about getting their first bill 
and experiencing sticker shock.”

Multi-cloud environments present 
technology challenges due to the lack 
of consistency from one cloud to 
the next. Allen said, “Consider load 
balancers that are on public clouds. 
They’re all different, right? The 
concepts are the same, they kind of 

work the same, but how you implement 
it, how you manage it and how you 
get the analytics information varies in 
every single instance.” It’s difficult to 
ensure the same levels of reliability 
and security from one cloud to the 
next, he explained.

The Ideal Solution
What would an ideal solution to these 
application access problems look like? 
The first step, according to Allen, is 
to have a consistent way to access 
applications. A second component 
of an ideal solution would be cost 
optimization. The third requirement 
is visibility. Allen said, “If we had a 
consistent way to look at traffic so that 
no matter where we put the application, 
no matter what public cloud it’s on, we 
can examine the same metrics in the 
same format, that would be obviously a 
very big plus.”

The fourth requirement for an 
ideal solution is to have a single 
management interface. “There needs 
to be one command line interface that 
can be used so no matter where an 
application is, it can still be managed 
in the same way. This addresses some 
of the skill shortage issues, because 
otherwise IT pros have to learn all the 
different tools from all the different 
cloud vendors,” Allen said.

It is important to be able to 
secure your application and to 
protect it against distributed 
denial of service attacks. 
Allen added that organizations must 
also have a way to scale applications 
when needed.

A10 Networks offers solutions to all 
of these challenges, and more. Allen 
highlighted A10 Networks’ ingress 
controller called Thunder Kubernetes 
Connector. “We also have observability 
tools to feed our metrics and analytics 
and logs into a number of different 
publicly available tools such as AWS 
CloudWatch, Azure Application 
Insights, and VMware vRealize 
operations,” he said. Allen closed by 
noting that A10 Networks supports 
Azure Resource Manager and AWS 
CloudFormation Template, as well as 
a complete Terraform provider and an 
Ansible module.

Contact A10 for a free 30-day trial.
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“We also have observability tools to feed our metrics and analytics and logs 
into a number of different publicly available tools such as AWS CloudWatch, 
Azure Application Insights, and VMware vRealize operations.”

– John D. Allen, global solutions architect for cloud, edge, and automation
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To learn more about how 
A10 Networks helps deliver 
business-critical applications 

that are secure, available, 
and efficient for multi-cloud 

transformation, visit 
https://www.a10networks.com/

solutions/multi-cloud/.
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