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How to Ensure Effective and Secure 
Application Delivery in a Hybrid Cloud World 

Introduction
Enterprises have been moving to hybrid cloud environments for years, whether for cost savings, 
data sovereignty, or geographic reasons. As IT environments grow increasingly complex, and 
security and compliance continue to present new challenges, many organizations are looking for  
a more effective approach to application delivery. “I think what we’re seeing now is that hybrid cloud 
environments are becoming more thought out in terms of what’s the right way to do hybrid cloud,” 
explains Paul Nicholson, senior director of product marketing for A10 Networks. “The sophistication 
and maturity have changed. People are trying to find ways to satisfy this distributed environment, as 
opposed to picking one or the other.”

“I think what we’re seeing now is that hybrid cloud environments 
are becoming more thought out in terms of what’s the right 
way to do hybrid cloud. The sophistication and maturity have 
changed. People are trying to find ways to satisfy this distributed 
environment, as opposed to picking one or the other.”

Applications need to be constantly accessible across private and public clouds, no matter the 
location. Data center operations continue to proliferate, with IT being tasked with maintaining 
around-the-clock global integrity across these hybrid clouds. Then there’s security to consider, with 
applications being susceptible to attacks that can’t be blocked by basic network infrastructure, 
firewalls, or sandboxing alone. And that’s to say nothing of maintaining efficient IT operations.

Slow applications and loss of confidential data can all result in lost revenue and damaged brand 
reputation.

Now more than ever, enterprises need to ensure their application delivery infrastructure can support 
hybrid and multi-cloud environments. Of course, all these mission critical applications must be 
delivered seamlessly and securely. It’s a tall order, and one that can bring unique challenges.

Application Delivery Challenges in Hybrid Cloud Environments
The capability to maintain application delivery performance in a hybrid and multi-cloud environment 
depends on several essential functions of the application delivery controller (ADC), such as the 
following:

Ensuring Availability, Security, and Responsiveness

The Challenge

“The core functionality of an application delivery controller is providing security, optimization, and 
reliability so that applications are always functioning as you would expect. That doesn’t go away in 
a hybrid cloud environment, it becomes more critical, and needs more careful planning to ensure 
overall reliability, while relieving unnecessary operational overhead on already over-burdened IT 
staff,” Nicholson says.
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Despite the increasing complexity of hybrid cloud environments, 
customer expectations are higher than ever. And network latencies and 
downtime can prove costly to a business. 

According to a recent report by Forbes, 47% of users won’t wait longer 
than two seconds for a website to load; 40% of users will leave a site if 
take more than three seconds to load; and 88% of online users won’t 
return to a site after a bad experience. And data compiled by ITIC 
indicates that for 44% of mid-sized and large enterprises, a single hour of 
downtime, can result in more than $1 million in lost business.

These are steep consequences that can have lasting impacts.

Data security breaches are often even more expensive. The average 
breach in 2022 cost organizations an average of $9.44 million in the USA, 
according to IBM. Those costs can be much higher or lower depending on 
the business and the breach that occurs.

The Solution

When a single weakness can cost millions, enterprises need a 
modernized way to manage application delivery, load balance, and ensure 
speed, reliability, and security — anytime, anywhere, and in any cloud.

A modern application delivery infrastructure will rely on multiple load-
balancing techniques to efficiently distribute workloads across servers 
while constantly evaluating application health. As a natural entry point, 
security also needs to function effectively. For example, with most online 
communications being encrypted, advanced TLS/SSL offload removes 
bottlenecks that could impact revenue operations.

This ensures accelerated content delivery and improved user experience, 
with minimal disruptions and latencies.

Accelerating content delivery matters, especially for companies with a 
global customer base. For example, one client had a voice application 
with multiple global data centers and a global user base. They wanted to 
direct users to the closest data center for optimal user experience. Using 
global server load balancing (GSLB), they were able to create faster, more 
optimal local responses on a global basis.

“They deployed the Thunder® ADC solution, so that when people come 
to the URL, they hit the application delivery controller. From there, it can 
pinpoint where these customers are located, and then work out the most 
optimal site to deliver the services from the application,” Nicholson says.

“Then it can redirect people to Los Angeles, or São Paulo, or wherever it is 
needed, to a set of servers and load balancers that are in that location. So, 
it basically can give them control of delivering a better user experience for 
competitive advantage.”

Organizations can also keep applications and data centers secure and 
compliant with advanced authentication policies, DDoS protection, and 
Web Application Firewall (WAF) capabilities.

The Results

•	 Fast and reliable application delivery

•	 Minimized latencies and disruptions

•	 Better user experience

•	 Comprehensive security for applications

•	 Users can be automatically redirected to optimal servers based on 
location

Creating Flexible, Cost-Saving Hybrid Cloud Environments 

The Challenge

Using separate ADCs for each cloud can make managing hybrid 
environments cumbersome and expensive. Growing companies often feel 
this pain as they scale applications with ever-shifting capacity needs.

Yet many companies are dealing with outdated technology. When 
surveyed by A10 and Gatepoint Research, 50% of companies said 
they were struggling with legacy technology in application delivery 
environments.

This slows down IT and DevOps teams and creates a cost burden on 
organizations to manage hybrid environments.

The Solution

Enterprises need a simple, centralized way to push policy changes and 
manage performance across clouds. Organizations should strive to have 
the same ADC across environments and manage them as one.

“So, when I push a policy out, it’s the same policy speaking the same 
language, whether I’m running in Microsoft Azure, in a VMware virtual 
machine, or on-premises hardware appliance,” Nicholson says.

One client was deploying multiple sites and didn’t know what capacity 
they’d need. Previously, they’d relied on hardware ADCs, which would 
need to be shipped, installed, configured, and tested in the real world. 
Plus, the company often found itself over-provisioning and paying for 
capacity it didn’t need.

“FlexPool gives flexibility and agility. You’re not 
locked into one cloud’s licensing scheme, forcing 
you to buy it in five different places,” Nicholson 
says. “You buy one [license] and you deploy it 
as needed in the different public clouds, private 
clouds, data centers, or wherever your workload 
may be.”
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https://www.forbes.com/advisor/business/software/website-statistics/
https://itic-corp.com/security-data-breaches-top-cause-of-downtime-in-2022/
https://www.ibm.com/reports/data-breach
https://www.a10networks.com/products/thunder-adc/
https://www.a10networks.com/wp-content/uploads/A10-EB-app-delivery-needs-to-evolve-the-state-of-cloud-application-delivery.pdf
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When Delta Dental upgraded its data center by deploying Thun-
der® ADC, it knew it needed more than just an application delivery 
upgrade. It also needed increased visibility and control to improve 
operations.

Their massive digital footprint meant their DevOps team was 
pushing a massive amount of code per year. Troubleshooting issues 
became cumbersome and visibility was needed. When application 
performance issues cropped up, they needed to do all the work 
manually.

“By deploying Thunder® ADC with Harmony Controller it enables 
centralized management and visibility, they were able to give the 
DevOps teams a view on how their applications were performing,” 
says Nicholson. “So, they could quickly conduct root-cause analysis 
and reduce the time for troubleshooting dramatically.”

Delta Dental was also able to centralize its management and 
increase collaboration between network engineers, developers, and 
other functional IT teams.

The Results

•	 Reduced troubleshooting time

•	 Centralized management

•	 Improved collaboration between teams

•	 Analytics for better application performance

•	 Automated network deployments for more efficient operations 

Delta Dental: Improving Visibility to 		
Improve Operations

Instead, they deployed a Thunder® ADC software form factor and 
changed the license requirements based on real-world traffic they saw 
on the site. That way they didn’t have to wait for hardware shipping, 
setup, and adjustment times. They could now change capacity as they 
wanted, reducing the overall cost of running their network. This agility 
from A10’s FlexPool also reduced bureaucracy; it removed the need to 
request additional budget for another purchase when the capacity was 
not enough.

 “It gives flexibility and agility. You’re not locked into one cloud’s licensing 
scheme, forcing you to buy it in five different places,” Nicholson says. 
“You buy one [license] and you deploy it as needed in the different public 
clouds, private clouds, data centers, or wherever your workload may be.”

The Results

•	 Common licensing and capacity for applications across cloud 
environments

•	 Quicker application deployment

•	 Simple licensing to change capacity as needed

•	 Reduced cost of running network  

Improving Troubleshooting Times with Increased Visibility  

The Challenge

The need to increase agility and outpace the competition has led 
organizations to adopt a continuous integration/continuous delivery 
(CI/CD) framework for faster development. “When we look at modern 
application environments, they’re pushing out hundreds of code releases 
a day from the developers — large updates here, small updates there. So, 
there’s a lot of activity happening with keeping websites and applications 
up to date,” Nicholson says.But CI/CD can create problems, especially 
when developers of varying skill levels are pushing out changes across 
different cloud environments. Plus, with separate ADCs for different 
environments, getting visibility of the entire system is a challenge.

Troubleshooting becomes time- and labor-consuming, and siloed teams 
struggle to collaborate efficiently to solve problems.

The Solution

Modern enterprises need visibility and automation to achieve efficient 
application operations. They need to automate network deployment for 
better speed and more streamlined operations. And they need a level 
of visibility that allows them to see everything that’s happening across 
environments, dramatically reducing troubleshooting times when it 
matters most.

If a developer pushes a piece of code and it doesn’t work, management 
can immediately see which server and page is having issues and fix it – 
no need to call around to different data center locations. Everything is in 
one centralized place, and real-time analytics offer actionable insights.

https://www.a10networks.com/wp-content/uploads/A10-CS-Delta-Dental-Of-Michigan-Optimizes-Applications-And-Simplifies-Operations-With-A10-Harmony-Controller.pdf
https://www.a10networks.com/products/harmony-trial/?src=www&mdm=nav
https://www.a10networks.com/products/flexpool-trial/?src=www&mdm=nav
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Industries Already Benefiting from Modernizing their 
Application Delivery Infrastructure 

Financial services 

Banks and financial institutions need to protect sensitive data on their 
applications, such as credit card and Social Security numbers. They also 
can’t afford network downtime, as it can result in a significant loss of 
business and reputation. Additionally, they deal with a huge amount of 
complexity, with so many on-premises data centers and branch locations, 
not to mention applications used by customers and employees. In areas 
like trading, where a fraction of a second lag time can make a big impact, 
ultra-low network latency is needed.

Healthcare

Healthcare is another compliance-heavy industry where organizations 
need to guarantee application performance and data security. This is 
especially important because healthcare companies often have huge 
sites with tons of data, and much of it is sensitive. Plus, at any given time, 
hundreds of healthcare workers could be using the same application. If 
that application goes down, it creates a huge operational burden across 
the entire organization.

Education

Major universities strive to maximize application delivery for student 
portals. When these educational portal applications go down, 
students and staff can’t access important features like assignments, 
communications, and research. This disrupts learning and can cause a 
massive organizational headache.

Creating a High-Performing, Secure Hybrid Cloud 
Environment

Hybrid cloud environments aren’t going anywhere. If anything, they’re only 
becoming more complex as employee and customer needs evolve. After 
all, it’s only by adopting hybrid/multi-cloud environments that companies 
can attain the application performance, business agility, and IT resiliency 
required by modern-day digital enterprises and markets.

Such complex environments bring challenges, but modernized ADCs 
offer a way to bridge any gaps, whether those gaps are in security, 
delivery, responsiveness, adaptability, or visibility and management.

Using multiple load-balancing techniques to distribute workloads 
efficiently, while constantly evaluating application health, A10 Thunder® 
ADC is poised to position itself as the ADC of the future, offering a bold 
promise of one centralized place where organizations can do it all: Deliver 
content quickly and securely, adapt to ever-changing capacity needs, and 
manage entire hybrid cloud environments from one simplified point. The 
solution also enables fast and reliable application delivery, minimizes 
latencies, and disruptions, creating better user experiences while 
providing comprehensive security for applications.

With full application control at their fingertips, enterprises can now grow 
and scale in unprecedented ways.

•	 Ensure application availability with advanced server load balancing.

•	 Accelerate content delivery and enhance user experience by minimizing WAN latencies and downtimes. 

•	 Simplify multi-cloud deployments with license portability.

•	 Boost security with advanced SSL/TLS offload, single sign-on (SSO), DDoS protection, and Web Application Firewall (WAF) capabilities.

•	 Optimize network operations, increase visibility, and improve troubleshooting with Harmony Controller.

•	 Enable frictionless policy deployment across environments with simple automation management tools. 

Key Features of a Modern ADC
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