
The COVID-19 pandemic and the 
resulting move to remote work have 

underscored the importance of having 
low-latency, reliable Internet access. 
Even so, there are still many geographic 
areas that lack high-speed Internet. ISPs  
are anxious to bring broadband connec-
tivity to these areas, but in doing so must 
cope with issues such as rising costs and 
IP address shortages.

“According to the FCC, there are an 
estimated 23 million locations in the 
U.S. that do not have access to broad-
band connectivity,” said Terry Young, 
director of service provider product 
marketing for A10 Networks, “and 
there are some analysts that say it may 
be double that amount. 

“Regardless of the actual number,” 
Young explains, “it’s more than we 
would like for it to be.”

In the webcast “Avoid Common 
Mistakes in New Rural Broadband 
Buildouts,” Young and Grady Larsen, 
director of sales for Richweb Inc., 
discuss the digital divide that exists in 
America and globally, as well as how 
things are beginning to change.

Broadband as an  
Essential Service
One of the more interesting develop-
ments over the last couple of years is 
that broadband is now considered to be 
an essential service. Previously, many 

viewed high-speed broadband as a 
luxury item that was primarily used for 
entertainment. However, the pandemic 
forced school and business closures. 
Without access to high-speed Internet, 
people may find themselves unable to 
work or to educate their children.

IP Connectivity Is Critical
All Internet connectivity leverages the 
IP protocol. There are currently two IP 
protocols in use – IPv4 and IPv6. IPv4 
addresses have been in short supply 
for over a decade, and the problem has 
been exacerbated by the proliferation 
of new devices. IPv6 seeks to solve this 

problem by allowing for a far greater 
number of IP addresses than what the 
IPv4 protocol allows. Despite all of the 
efforts to draw attention to this problem,  
however, most Internet traffic continues 
to be based on the IPv4 protocol. One 
of the main reasons for this is that IPv6 
is not backward-compatible with IPv4 
and so requires extensive reconfigura-
tion of existing networks and addition 
of a transition mechanism between the 
two protocols.

Today, since IPv4 addresses blocks 
have been fully allocated by the region-
al internet registries, service providers 
that wish to acquire IPv4 addresses 
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must typically get the 
required addresses 
through an IP address 
broker.  The scarce 
availability has meant 
that prices have steadily 
increased.  Whereas an 
IPv4 address cost about 
$6 in 2015, today’s price 
is more than five times that ($33 per 
address average in 2021 and a high of 
$60 at mid-year), with prices expected 
to climb even higher in the future. 

Those wishing to purchase IPv4 
addresses also express concern over the 
quality of the addresses. IPv4 addresses 
that are used for malicious purposes 
are often blacklisted and remain on the 
blacklist even if the address is sold to 
another owner.

Although IPv4 addresses remain in 
short supply, IPv4 and IPv6 are not 
being adopted evenly. Young explains 
that right now about a third of devices 
(36 percent in May 2021) are accessing 
Google through IPv6. This number is 
expected to grow to 65 percent by 2025. 

Less than 20 percent of Web sites are 
currently using IPv6. However, even if 
we reach a point at which 80 percent 
of Web traffic is IPv6, most people will 
still have numerous IPv4-only sites that 
they’ll want to continue to use. This 
means that IPv4 and IPv6 will need to 
coexist for some time to come.

The Carrier-Grade NAT Option
Carrier-Grade Network Address 
Translation (CGNAT) is one of the most 
effective tools for addressing the IPv4 
exhaustion issues that service providers  
are currently facing. CGNAT allows 
IPv4 addresses to be over-provisioned or 
shared by multiple users, which can help 
reduce the number of IPv4 addresses 

that a provider needs. This is especially  
important in light of rising prices, 
an uncertain supply and the issue of 
addresses potentially being blacklisted. 

Although CGNAT is primarily used 
to help providers get the most from their 
existing investment in IPv4, it can be 
deployed with IPv6 translation technol-
ogies, which can make IPv6 adoption 
easier later on.

The Importance of Low Latency
At one time, Internet latency was 
somewhat unimportant as users primar-
ily used the Internet to access static 
Web pages. Today, however, there are 
a number of tasks that would be nearly 
impossible without a fast, reliable, 
low-latency Internet connection. Some 
of these tasks include gaming, video 
conferencing, remote support and video 
streaming. Latency has become so 
important, in fact, that Larsen describes 
latency as the new currency.

The Biggest Mistakes  
that ISPs Make
IP networking is very complex and 
many smaller service providers or ones 
just entering the market, may not have 
the experience or technical skill to 
design and manage a carrier-grade net-
work. According to Larsen, the biggest 
mistakes that an ISP can make include:

 Having a single point of failure, 
which could result in an outage.

 Making yourself vul-
nerable to a shortage of IPv4 
addresses and the rising address costs. 
(It is also worth noting that low-end 
NAT edge routers can be overloaded in 
1Gb+ environments.)

 Having a network with multiple 
substations (spanning tree and Ethernet 
ring networks have inherent size limita-
tions and can only support a limited 
number of devices).

 Provisioning business customers (this 
can lead to managing lots of routers).

 Distribution/scaling the network 
growth (some substations will become 
overloaded, while others are underused).

As broadband becomes increasingly 
essential and latency-sensitive, it will 
become more important than ever for 
ISPs to look for cost-effective ways 
to expand their services, but without 
introducing latency in the process. One 
of the best options is to use a com-
prehensive carrier grade networking 
solution that includes CGNAT,  drives 
down the cost of IP addresses, com-
bined with IPv4-IPv6 transition tech-
nologies, which also make it easier to 
transition to IPv6 in the future.
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Carrier-Grade Network Address Translation (CGNAT) 
is one of the most effective tools for addressing the IP 
address issues that service providers are currently facing.
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For more information on 
carrier grade NAT and 
IPv6 migration, visit: 

https://a10networks.com/
products/thunder-cgn/

https://www.a10networks.com/solutions/service-provider/cgnat-ipv6-to-ipv4-migration/

