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Executive Summary

Domain Name System (DNS) is an 
important protocol for the overall 
functioning of the internet, translating 
domain names into IP addresses and 
vice-versa.

Enterprises and service providers typically 
provision their own DNS infrastructure to ensure 
proper operations of their own infrastructure and 
business applications. They also provide DNS-as-
a-service to their end users to gain visibility into 
the DNS traffic and thereby provide value-added 
services based on this visibility. At times, the 
requirement of having visibility into DNS traffic 
may also be driven by compliance reasons.

DNS is, however, an inherently insecure protocol, 
and thereby vulnerable to a variety of attacks. This 
poses a challenge for the teams responsible for 
ensuring uninterrupted DNS service.

This white paper examines some of the common 
security challenges associated with DNS and the 
best practices that can be used to mitigate or 
overcome these risks.

Introduction to DNS

Domain Name System (DNS), informally referred 
to as the “phonebook of the internet,” is one of the 
mainstay protocols that makes the internet work 
by translating human-friendly domain names into 
IP addresses and vice-versa. Besides enabling 
people to interact with websites and other 
network resources using domain names (instead 
of IP addresses), DNS is also critical for the 
functioning of networks and numerous business 
applications, such as email, internal websites, etc.

Given the large size of the internet, DNS 
implements a hierarchical name space, with 
names being processed from right-to-left,  
and uses a period as a separator. So, for example,  

the domain name “www.a10networks.com” 
consists of the following hierarchy:

•	 The Root Domain  
This is indicated by a dot at the end. Typically, 
this dot is implicit, so, “www.a10networks.com” 
gets completed to “www.a10networks.com.” 
(with a dot at the end). This auto-completion 
is normally done by the DNS resolver, so most 
people are unaware of it. 

•	 Top-Level Domains (TLDs)  
These are the well-known domain names  
such as “com”, “org”, “net”, etc., and include 
country-specific domain names such as “us.” 

•	 Second-Level Domains  
There are the domains names that are assigned 
to individual organizations or companies, such 
as “a10networks” in www.a10networks.com. 

•	 Third-Level Domains  
These are commonly known as subdomains  
and represent further hierarchy of the name 
space at the organization level. For example, 
in the domain name “www.a10networks.com”,  
“www” is the subdomain of “a10networks.com”.

From an implementation perspective, this 
hierarchical name space is first partitioned into 
zones, with each zone representing a portion 
of the DNS name space that is managed by an 
administrative authority. The information in 
each zone is then implemented using a set of 
authoritative name servers. These name servers 
maintain information for a given zone as a 
collection of “resource records.” 
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DNS Resolution

In simple terms, DNS resolution is the process of resolving a DNS name into the corresponding IP 
address or, in general, a DNS resource record. This resolution process begins at the top of the DNS 
hierarchy, starting from the root server,  and makes it down to the authoritative name server for the 
zone that contains this information. 

For example, suppose a client sends a request to  
its local DNS resolver asking for the IP address of 
“www.a10networks.com”. At a high level, the steps 
would be as follows:

•	 The local DNS resolver will first check its cache 
to see if it already has the answer (DNS resource 
record). If it does, it will respond back with that 
answer. If it does not have the answer in its 
cache, it will send a query to the root server 
asking the same.

•	 The root server will not have a match for  
the entire name, and so, will refer to the next 
best match, in this case the TLD name server  
for “com.” 

•	 The local DNS resolver will then query this TLD 
server for the IP address of “www.a10networks.
com.” This TLD server will not have the full-name 
match either, and so, will refer to the next best 
match, in this case, the authoritative name 
server for “a10networks.com.”

•	 The local DNS resolver will then query this 
authoritative name server for the IP address 
of “www.a10networks.com,” and assuming 
the domain name being queried is valid, the 
authoritative name server will respond with a 
resource record containing this IP address.

•	 The local DNS resolver will send back this answer 
to the client, and typically, also save the resource 
record in its local cache so that the next time 
it receives such a query, it can answer it locally 
using its cache instead of repeatedly going 
through the complete process. 

In the above example, the local DNS resolver 

fully resolved the query on behalf of the client 

and sent back a final answer. Such a DNS 

resolver is said to be operating in “recursive 

mode” and is called a “recursive resolver.”1

1 RFC 8499

What is the IP address
of www.a10networks.com

The IP address is
203.0.113.1

Root Server

What is the IP address for www.a10networks.com

Refer to the TLD name server for .com

What is the IP address for www.a10networks.com

Refer to the authoritive name server 
for a10networks.com

What is the IP address for www.a10networks.com

The IP address is 203.0.113.1

TLD Server for .com

Authoritative Name Server
for a10networks.com

Figure 1: DNS Resolution
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The Importance of Securing  
DNS Infrastructure

As mentioned, DNS is critical to the normal 
functioning of the internet. When a user types 
in the name of a website in a web browser, DNS 
works behind-the-scenes to translate it into an 
IP address, unknown to a regular user that such 
a translation is even taking place. Numerous 
software applications rely upon a functioning  
DNS infrastructure to discover and communicate 
with each other. Similarly, many security paradigms 
are based on DNS names, such as X.509 certificate 
for a website that identifies a website by its  
DNS name. 

Given the significant role played by DNS, one 
would assume that security must be a key built-
in feature of the DNS protocol and infrastructure. 
However, that is not the case. This is because 
the DNS protocol was originally designed when 
the internet was still in its relatively early stages 
of development, and hence, security was not 
necessarily of paramount concern at the time. 

For instance, in the above example for DNS 
resolution, all communication, both between the 
client and the local DNS resolver, and between 
the local DNS resolver and the name servers 
for the various zone levels, takes place in clear 
text. Moreover, there is no validation of the 
DNS response to ensure that it comes from an 
authentic source or that it has not been modified 
in transit.

This was not a problem in the early years. However, 
as the internet has evolved, so have the security 
threats, and the DNS protocol has not kept 
pace with these security threats. This inherent 
lack of security in the DNS protocol makes it an 
attractive and easy target for a variety of attacks. 
Additionally, an attack on DNS infrastructure can 
have a much greater and devastating impact, as 
compared to targeting just a specific application, 

such as web servers. 

Common DNS Attacks

To better understand the vulnerability of DNS 
infrastructure, let us look at some of the common 
attacks related to the DNS protocol:

Eavesdropping 
With DNS, both the queries and responses are sent 
in clear text. This means anyone can snoop on the 
communication and determine the various domain 
names being queried by the user. This lack of 
privacy can be especially problematic as it can be 
misused by both commercial enterprises and by 
governments. Eavesdropping can also be used as 
the first step to understand the various resources 
being accessed by a user, and then used to launch 
a subsequent DNS attack, such as a DNS cache 
poisoning attack. 

DNS Cache Poisoning 
DNS resolvers typically cache the DNS responses, 
both to save computing and networking resources, 
as well as to reduce the response time by serving 
the answers from a cache instead of repeatedly 
resolving the same query. In a DNS caching 
poisoning attack (also known as DNS spoofing),  
the DNS cache of the resolver is poisoned by 
inserting unauthorized domain names or IP 
addresses. This enables the attacker to redirect 
the user to a malicious website, which can then be 
used to steal user credentials or install malware. 

1 RFC 8499
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NXDOMAIN Flood Attack 
In DNS, an NXDOMAIN response indicates that 
the queried domain does not exist. Such an 
NXDOMAIN response is then cached by the DNS 
recursive resolver to avoid having to repeatedly 
query the same domain name. 

In an NXDOMAIN flood attack, an attacker exploits 
this behavior by sending a large number of requests 
for non-existent or invalid domain names. Such 
an attack fills up the cache of the DNS recursive 
resolver with NXDOMAIN responses, leaving no 
space to store responses for valid domain names. 
In addition, this attack also consumes computing 
resources on the authoritative DNS server by 
making it search for non-existent sub-domain 
names, thereby slowing it down or making it 
unavailable to serve valid DNS queries.

Phantom Domain Attack 
In a phantom domain attack, the attacker provisions 
domain names for which the authoritative name 
servers either do not respond to the query at all, or 
do so at a terribly slow pace, causing DNS recursive 
resolvers to wait on those queries and thereby 
slowing them down. This effectively makes the DNS 
recursive resolver unavailable to respond to queries 
for legitimate domains.

DNS Hijacking 
This attack is similar to the DNS cache poisoning 
attack in that the end goal is the same: to redirect 
the user to a malicious website by sending a 
modified DNS response. The two attacks differ in 
how this is achieved. One method to achieve DNS 
hijacking is to change the DNS server settings 
on the client device (or the local home router) to 
point to a different DNS server. This enables the 
attacker to intercept all DNS traffic from the client 
and redirect it to the attacker’s website. Another 
method is to hijack the domain name by changing 
the settings on the domain registrar to point the 
domain name to the attacker’s DNS server. The 
global DNS infrastructure hijacking campaign for 
which a warning2 was issued in 2019 by the U.S. 
Cybersecurity and Infrastructure Security Agency 
(CISA) was an example of this type of attack.

DNS Query Flooding 
DNS query flooding is a type of distributed denial-
of-service (DDoS) attack that overloads a DNS 
server by inundating it with a high volume of 
DNS queries. This results in the depletion of the 
server’s resources, such as CPU and memory, 
in addition to consuming network bandwidth 
resources. Unlike the NXDOMAIN attack, where 
the name being queried is invalid, in DNS query 
flooding, the name being queried is valid. This 
makes it indistinguishable from DNS queries 
coming from other legitimate clients. With an 
excessively large volume of attack traffic, the 
DNS server spends most of its resources and time 
responding to these queries, effectively leaving it 
with little resources to answer DNS queries from 
other clients.

DNS Reflection/Amplification Attacks 
In a DNS reflection attack, a large number of DNS 
queries are sent using a spoofed source IP (that of 
the intended victim). This results in a large volume 
of DNS response traffic being sent to the victim, 
thereby overwhelming it and making it unavailable 
to do its normal operations. In a variation of this 
attack, known as DNS amplification attack, the 
query being generated itself is small. However, 
the DNS response generated is many times larger. 
A DNS query of type ANY is an example, and this 
results in a DNS response much larger in size as 
compared to the query itself.

As evident from the above examples, DNS is 
vulnerable to a variety of attacks, and this has led 
to an increase in efforts to make the deployment 
of DNS more resilient, while maintaining or 
improving performance to ensure a high quality 
user experience. 

2 www.cisa.gov/news-events/alerts/2019/01/10/ 
dns-infrastructure-hijacking-campaign

https://www.cisa.gov/news-events/alerts/2019/01/10/dns-infrastructure-hijacking-campaign
https://www.cisa.gov/news-events/alerts/2019/01/10/dns-infrastructure-hijacking-campaign
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Solution

Just as there are a variety of attacks that can 
be launched against DNS, there is a variety of 
solutions that need to be deployed in conjunction 
to counter those attacks. This includes the 
following best practices:

DNS Load Balancing with DNS Caching  
First and foremost, deploy more than one active 
DNS server along with a pair of load balancers 
or application delivery controllers (ADCs) to load 
balance traffic to these DNS servers. This can 
ensure that the traffic is optimally distributed to 
the various DNS servers instead of overloading 
a few servers leading to ineffective resource 
utilization. 

The ADC can also perform DNS-level health-checks 
to ensure that traffic is sent to only those servers 
where the DNS service is up and running. This also 
makes it easier to perform any maintenance or 
upgrade tasks on the DNS servers (such as applying 
security patches) since the ADC will ensure that no 
DNS traffic is routed to such servers.

Additionally, configure DNS caching on the ADC to 
cache the DNS responses. With this, the ADC will 
respond to repeated requests for the same domain 
names from its cache instead of forwarding each 
request to the DNS server and thereby overloading it 
unnecessarily. This also reduces the response time 
for the DNS requests, thereby improving the overall 
user experience and application performance.

DNSSEC 
DNSSEC, originally specified in RFCs 4033, 4034, 
and 4035, provides a set of security extensions to 
the original DNS protocol to verify that both the 
source of DNS information as well as the actual 
DNS data is authentic and has not been modified.

This is useful in preventing a DNS cache poisoning 
attack that relies upon modifying the DNS response 
that is sent back by a DNS server. With DNSSEC, 
one can verify the DNS response comes from an 
authentic DNS server and that the DNS data has 
not been tampered with. DNSSEC, while providing 
authentication and integrity, does not encrypt 
the DNS data, and hence, does not provide 
confidentiality to protect against eavesdropping.  
It also does not protect against distributed  
denial-of-service (DDoS) attacks such as  
NXDOMAIN and DNS query flood attacks.

DNS over HTTPS (DoH) / DNS over TLS (DoT) 
By default, DNS traffic is sent in plain text, and 
this makes it vulnerable to snooping and even 
modification. DoH and DoT are two different 
security mechanisms that offer a secure 
communication pathway that connects the client 
to the DNS resolver. This is beneficial in protecting 
against various kinds of DNS attacks, including 
eavesdropping and DNS cache poisoning attacks.

DoH, specified in RFC 8484, maps each DNS 
query-response to an HTTP exchange, and 
secures it using HTTPS. Furthermore, it operates 
over the HTTPS default port 443, rendering it 
indistinguishable from standard HTTPS traffic. 

While this approach maintains user privacy, it 
also introduces a new security challenge of its 
own. For instance, certain web browsers, such as 
Firefox, have DoH enabled by default (depending 
on the region), and use third-party DoH providers, 
effectively bypassing the DNS service provided by 
the enterprise or service provider. This results in 
a security blind spot for these organizations and 
internet service providers as they lose visibility into 
the underlying DNS traffic. To regain control over 
DNS traffic, organizations can deploy their own  
DoH service for their users. 
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This would enable them to decrypt and inspect 
the DoH/DNS traffic to enforce the required 
security policies in addition to protecting against 
eavesdropping and DNS cache poisoning.

DNS over TLS (DoT) is described in RFC 7858 
and encrypts regular DNS over TCP traffic using 
TLS. DoT is distinct from DoH in that it employs 
a dedicated TCP port, namely 853. While this 
encryption technique still protects the privacy 
of a user’s DNS traffic, it is easier to identify and 
therefore block using a firewall due to its use of a 
specific port. Alternatively, organizations have the 
option to establish their DoT servers to decrypt 
and scrutinize DNS traffic from clients instead of 
forbidding it altogether.

It should be noted that while providing privacy  
of DNS data, DoH/DoT do not provide response 
integrity, and hence, DoH/DoT and DNSSEC  
are complementary solutions, each solving a 
different problem. 

Restrict DNS Access to Trusted Clients/Subnets 
Certain types of attacks, such as NXDOMAIN  
and DNS query flood attacks rely on an extensive 
number of infected clients to generate huge 
volumes of DNS traffic. By implementing a firewall 
that allows DNS queries exclusively from specific 
clients/subnets, organizations can minimize the 
impact of such attacks. Preventing requests from 
hosts that were not meant to be served by the DNS 
infrastructure can also aid in keeping confidential 
internal domains from leaking to external clients. 
This, in turn, can prevent external clients from 
using such information to launch other forms  
of attacks.

IP Threat Intelligence to Block Known  
Malicious Sources 
It may not always be possible to only restrict 
access to a DNS server to specific client/subnets, 
if for example, the DNS service is meant to be 
accessed by public at large. In such a scenario, 
IP threat intelligence can be used. IP threat 
intelligence can provide data about known infected 
hosts and this can be used to preemptively block 
DNS attacks originating from such hosts. 

DNS Response Policy Zones (RPZ) 
Malware-infected hosts typically contact command 
& control servers (C&C). DNS RPZ can be used to 
block communication with known malicious domain 
names, such as C&C centers, by rewriting DNS 
responses for such domains. 

A DNS response policy zone is formatted as a DNS 
zone containing policies in the form of triggers 
and actions. The trigger specifies the particular 
characteristic of a DNS query or response to 
be matched, while the action specifies the 
corresponding policy action to be taken. For 
example, DNS RPZ can be used to rewrite a 
response for a domain to be NXDOMAIN, thereby 
effectively blocking access to that domain. 
Similarly, DNS RPZ could be used to redirect clients 
attempting to access a known malicious domain to 
a walled garden, thereby enabling identification of 
such clients for further investigation. 

DNS Protocol-level Packet Validation 
While a DNS RPZ firewall blocks queries for known 
malicious domains, it does not protect against 
malformed DNS queries. A DNS server, on receiving 
such a malformed query, may consume precious 
CPU cycles trying to process such a query, or worse, 
even crash if the query is specially crafted to exploit 
known software vulnerabilities. By deploying a 
firewall, such as DNS application firewall (DAF),  
that inspects and forwards only valid DNS queries 
to the DNS servers, one can add another layer of 
protection to the DNS infrastructure.

Query-type Filtering 
Organizations may optionally want to filter 
unsupported DNS query types or those that  
could be exploited to launch an attack. For 
instance, while the DNS query type ANY is a valid 
DNS query, it generates a response that is typically 
much larger than the original query itself, and 
hence can be used in an amplification attack. As  
an additional security precaution, organizations 
may opt to filter DNS queries of type ANY to  
prevent their participation in such attacks.
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Response Rate-limiting (RRL) 
DNS response rate-limiting, as the name implies, 
rate-limits the number of DNS responses that are 
sent by an authoritative name server to a specific 
target. This can be useful to defend a target 
against DNS reflection/amplification attack, in 
which a large number of DNS queries are sent using 
a spoofed source IP (that of the target system). 
This results in the generation of a large number 
of DNS responses being sent to the target and 
overwhelming it, causing it to slow down or become 
unavailable. With DNS RRL, a limit can be set on the 
maximum number of responses that are sent by an 
authoritative name server to a target system in a 
given period.

DNS Connection Rate-limiting 
Besides rate-limiting DNS responses, one could 
also rate-limit the number of DNS queries from 
a given client. This can be useful in preventing 
DNS query flood attacks, in which a large number 
of queries are generated, causing high resource 
utilization on the recursive resolvers and 
authoritative name servers. 

Monitoring DNS Traffic 
Keeping track of DNS traffic can be beneficial in 
recognizing unusual DNS traffic patterns such 
as a sudden increase in DNS traffic volume, an 
uncommonly high number of NXDOMAIN responses, 
and any attempts to access harmful domains.  
This can help in identifying any hosts that may 
have malware infections and taking remedial 
measures to prevent them from participating 
in DNS attacks. Additionally, this can assist in 
complying with regulatory requirements by keeping 
track of clients indulging in malicious activities.

Limitations of Traditional Approaches 
to Securing DNS Infrastructure

The above security risks and the associated 
solutions are a combination of old and relatively 
new, with some of the security risks having 
emerged more than a decade ago. As these risks 
emerged and evolved, organizations responded by 
deploying new products to counter them. 

Over the years, this has resulted in a patchwork 
of products glued together to remediate the 
immediate risk, leading to an increase in the 
overhead of managing all these products and 
making them work together. Each product comes 
with its own separate management interface and 
with its own configuration quirks, adding to the 
overall complexity of the deployment. 

The move to a multi-cloud and hybrid cloud 
deployment model has only added to this 
complexity, since not all of the legacy products 
are either available or optimally suited for such 
deployments, leading to addition of yet more new 
products to the current mix. 
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How A10 Can Help

A10 Networks provides a comprehensive set of DNS solutions that enables DNS operators to secure and 
simplify their DNS infrastructure. With A10’s DNS solutions, customers get the following key benefits:
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Figure 2: Comprehensive & Consolidated DNS Protection with A10’s DNS Solutions
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•	 Consolidate DNS servers by  
offloading intensive operations
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with DNS load balancing & cache

•	 Protect critical DNS infrastructure 
from attacks and abnormal traffic

•	 Deliver subscriber privacy and  
security for differentiation

•	 Prevent DNS modification and surveillance

•	 Ensure DNS resilience against multi-vector 
DDoS attacks

•	 Authoritative DNS cache with high performance

Comprehensive and Consolidated DNS Protection 
With A10’s DNS solutions, DNS operators can  
consolidate their multiple point products, reducing 
the cost and overhead of deploying, integrating 
and managing different products. 

Additionally, with their high performance, A10’s 
DNS solutions ensure that DNS service is fast and 
responsive to meet the needs of both the ends 
users as well as applications that rely upon DNS. 
For example, with the high performance DoH/DoT 
solution, operators can offload the CPU intensive 
task of TLS encryption/decryption from their DNS 
servers to A10’s DNS solutions, leading to a more 
optimal utilization of existing DNS servers without 
compromising on performance. 

Uninterrupted DNS Service 
A10’s DNS solutions ensure uninterrupted DNS 
service through means optimally suited for that 
solution. For instance, for DNS load balancing 
solution, A10 Thunder can be deployed as an active-
standby high availability (HA) pair using A10’s 
high-availability feature called VRRP-A. Moreover, 
with A10’s DNS cache synchronization feature, DNS 
cache entries are synchronized between active 
and standby DNS load balancing nodes, further 
minimizing the impact on existing DNS sessions.

Flexible Deployment Options 
A10’s DNS solutions are available in multiple form 
factors, such as physical appliances, bare metal, 
virtual and container. This provides flexibility to 



Learn More 
About A10 Networks

Contact Us

A10networks.com/contact

©2023 A10 Networks, Inc. All rights reserved. A10 Networks, the A10 Networks logo, ACOS, Thunder, Harmony and SSL 

Insight are trademarks or registered trademarks of A10 Networks, Inc. in the United States and other countries. All 

other trademarks are property of their respective owners. A10 Networks assumes no responsibility for any inaccuracies 

in this document. A10 Networks reserves the right to change, modify, transfer, or otherwise revise this publication 

without notice. For the full list of trademarks, visit: A10networks.com/a10trademarks.

Part Number:   A10-WP-21169-EN-01   June 2023

BEST PRACTICES TO SECURE DNS INFRASTRUCTURE   |   WHITE PAPER

deploy A10’s DNS solutions in a multi-cloud or 
hybrid cloud environment and apply a consistent 
set of security policies across the different 
environments. This in turn enhances the overall 
security of the DNS infrastructure as it reduces  
the chances of configuration errors while porting 
the security policies from one cloud environment 
to another. 

Subscription-based Licensing Model 
With A10 FlexPool®, a software subscription model, 
organizations can optimize cost by allocating and 
distributing capacity across multiple sites in a 
multi-cloud or hybrid cloud environment to adapt to 
constantly evolving business and application needs. 

Centralized Visibility and Monitoring of DNS Traffic 
By using the A10 Harmony® Controller, it is 
possible to achieve centralized observation of  
DNS traffic traveling through the network. 
With user-friendly charts, such as top clients 
generating DNS traffic, one can monitor DNS 
traffic and gain actionable insights to safeguard 
the DNS infrastructure from various attacks and 
identify any potential performance bottlenecks.

Conclusion

DNS is a critical component of the internet 
infrastructure, and thus it is important that DNS 
is always up and running to ensure proper and 
normal business operations. However, DNS is also 
susceptible to a range of attacks, including snooping 
and denial-of-service attacks. Unfortunately, 
no single security method or technique can 
prevent all types of DNS attacks. As a result, an 
all-encompassing approach, including DNS load-
balancing, DNSSEC, DoH/DoT, and DNS caching, is 
required to ensure DNS infrastructure’s constant 
availability and optimal performance.

A10 Networks, with its comprehensive set of  
DNS security solutions,  enables DNS operators to  
secure and simplify their DNS infrastructure without 
compromising on performance, thereby ensuring  
a high-quality experience for the end users.

To learn more about A10 Thunder CFW, visit  
a10networks.com/products/thunder-cfw

To learn more about A10 Thunder TPS, visit 
www.a10networks.com/products/thunder-tps

About A10 Networks

A10 Networks (NYSE: ATEN) enables service 
providers, cloud providers and enterprises 
to ensure their 5G networks and multi-cloud 
applications are secure. With advanced analytics, 
machine learning and intelligent automation, 
business-critical applications are protected, 
reliable and always available. Founded in 2004, 
A10 Networks is based in San Jose, Calif. and 
serves customers in 117 countries worldwide. 

For more information, visit:  
A10networks.com or tweet @a10Networks
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