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GAME ON: FIVE METHODS
FOR STOPPING DDOS
ATTACKERS

A10 Networks uses a zero-trust defense approach to keep
online gaming platforms up and running despite near-constant
distributed denial of service assaults. By Scott Bekker
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t may seem counterintuitive that a commercial online gaming

plat-form poses more challenges for defense than any other type of

business system. Yet when it comes to distributed denial of service

(DDoS) attacks, that is the unfortunate reality. Commercial gaming plat-

forms draw most of the usual categories of DDoS attackers, but they also

attract many novel types of adversaries unique to gamer culture.

Defending an online gaming platform against DDoS attacks demands a

multi-layered defense centered on a zero-trust approach. Adhering to five

key methods from A10 Networks will help ensure that for legitimate play-

er-customers, it’s game on. Players will encounter a robust and resilient plat-

form that stays up and running, allowing them to enjoy competitive

gameplay without interruption.

A MATTER OF MOTIVATION

The online gaming industry faces a sur-
prisingly intense blizzard of DDoS
attacks. It’s not by a little but rather by a
lot that DDoS attacks dominate the types
of attacks that hit online gaming plat-
forms. While financial organizations and
retail may face a wider array of attacks,
DDoS is the tool of choice for hitting
gaming servers. Part of the reason is
immediate impact. The availability of a
platform is more visible for gaming than
for other industries targeted by DDoS.
Online players immediately notice the
gameplay jitter caused by even a partially
successful DDoS attack.

The speed and sophistication of
machines that gamers often use to com-
pete online can make them an especially
challenging adversary. Gamers who use
PCs tend to buy very powerful rigs. If they
are sophisticated about attacks, then can

do a lot of damage.

DDoS motivations that are unique to

the gaming community abound:

Booter Services
One of the biggest DDoS threats to online
gaming platforms are so-called booters
or booter services. Found on the Dark
Web, booters are DDoS-for-hire opera-
tions. Anyone willing to pay can obtain
the services to launch DDoS attacks.
Those attacks commonly take two main
forms. They tend to be either directed
attacks from a botnet of computers,
Internet of Things (IoT) devices or phones
that the booter service controls or they
are reflected amplification attacks that
send spoofed traffic to open servers all
over the Internet, which then generate
massive attack volumes. For the booter
service, the motivation is profit.

That booter profit motive goes hand in
hand with the motivations of individual

gamers, who, due to their technical
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sophistication, tend to be familiar with the
Dark Web and the booters that lurk there.
The following individual motivations
sometimes lead attackers to a booter ser-
vice, and other times lead them to launch

their own attacks.

Angry Losers

A particular breed of technically savvy
and maliciously inclined gamer can
become very dangerous once beaten
within the internal rules of an online game
world. Those players sometimes reframe
the competition as an attack on the game
itself. The objective becomes a real-world
challenge—to knock over the game serv-
er. Angry over the loss, they’ll attempt to

take the game away from everyone else.

Cheating for Cred

In addition to just being angry about
in-game losses, malicious gamers may try
to take the game away from others to
protect their status. Online gaming plat-
forms convey status benefits to individual
gamers among communities that fre-
quently number in the hundreds of thou-
sands. Being among the top few names
on a global leaderboard is a huge source
of prestige. Trying to take a gaming serv-
er offline to protect one’s position on a

leaderboard can be a huge temptation.

Cheating in Tournaments

For the security specialists and IT admin-
istrators responsible for defending an
online gaming platform, disgruntled
gamers aren’t the only source of attack-

ers. The explosion in popularity of college

esports and professional gaming leagues
brings prize money and other official
rewards into the equation for players.
With online gaming tournaments garner-
ing huge online audiences and live televi-
sion coverage, the stakes for defending
the integrity of the games for the opera-
tor and the temptations to cheat for play-

ers are both increasing.

Gambling on Tournaments

One other way the official tournaments
draw in potential DDoS interference is the
rise of sports-betting-style gambling. As
observers bet on individual gamers in
tournaments, it creates another source of
profit motive to interfere with the under-

lying gaming platform.

Bragging Rights

The original motive from the early days of
DDoS attacks was bragging rights. While
it enjoyed a renaissance of notoriety with
the rise of politically and socially motivat-
ed Anonymous attacks in the last decade,
media attention on security has shifted
toward data breaches and ransomware.
Yet within underground gamer communi-
ties, being able to claim credit for knock-
ing over a gaming server can still carry

cachet.

Devotees of Rival Games

Gaming is a fiercely personal pursuit, with
strong opinions about which games are
the best, and which are undeservedly pop-
ular. For some with a malicious bent, that
passion can lead to efforts to punish what

they view as an “inferior” game via DDoS.
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Fig. 1. The elements of a Distributed Denial of Service (DDoS)
gaming attack start with an attacker and may include a booter,
or DDoS-for-hire service. From there, DDoS attacks can follow
a number of different paths.

ANATOMY OF A GAMING
DDOS ATTACK
When it comes to defending against
DDoS, the attackers’ motivations matters
less than where and how the attacks are
coming in to the online gaming network.
The best known form of a DDoS attack
comes over the Internet, hitting the ser-
vice provider infrastructure with a mas-
sive flood of traffic. If an organization has,
for example a 10 Gbps circuit, and an
attacker can organize a 30 Gbps flood,
the attack could take the game offline.
Those so-called volumetric attacks can
be directed at the ISP level or at a game
platform’s inbound infrastructure. But
there are also other types of DDoS
attacks that attempt to overwhelm fire-
wall limitations by targeting the network
layer or the gaming application itself at

the application layer. One example of an

application layer attack could be a PCAP
replay, where the attacker captures a
packet from the game application and
sends it back into the game server. The
game server interprets the replayed
packet as legitimate traffic. The amount
of traffic generated by that kind applica-
tion layer attack might be orders of
magnitude lower than a volumetric DDoS
attack, but the precise targeting can

make it equally dangerous.

PROVIDING A ZERO-TRUST DDOS
DEFENSE

A10 Networks has been specifically
defending against DDoS attacks for five
years. Over that period, A10 Networks has
compiled an install base of more than 160
DDoS defense clients, which includes
some of the biggest titles in the online
gaming world.

Stopping attackers, who are smart and
often financially motivated, from knocking
over an online gaming platform with DDoS
attacks requires a zero-trust approach to
defense. A10’s definition of zero-trust is
taking a position of not trusting anything
coming from the Internet until it has been
able to be validated through multiple
checks. For gaming customers, there’s an
additional requirement—all the validation
and other defensive measures have to take
place at line speed.

The A10 Networks solution consists of
several elements. The workhorse of the
solution on the network is the A10
Thunder TPS (Threat Protection System),
which sits between the edge router and the
firewall and separates the good traffic from

the questionable or malicious. The Thunder
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Fig. 2. The AT10 Networks DDoS solution provides defense in depth with a number of
components, including the DDoS Weapons Intelligence Service, the aGalaxy TPS, the

Thunder TPS and the Thunder APC.

TPS is connected via API to the A10
aGalaxy TPS, which is a management
system for the organization’s DDoS
defenses. The aGalaxy, meanwhile, pulls
down an update every 15 minutes from
A10’s DDoS Threat Intelligence Service,
which tracks millions of weapons from
around the world that can be used in DDoS
attacks. Those weapons include drones
(compromised PCs, smartphones and loT
devices that can make up a botnet) or pub-
licly exposed host services that respond to
unauthenticated requests, making them

usable in reflected amplification attacks.

FIVE WAYS TO PREVENT DDOS
ATTACKS

Let’s take a look at five key ways that the
A10 Networks platform components work
together to provide a zero-trust defense
and to prevent DDoS attacks from affect-
ing the availability of online gaming

platforms.

1. Blocking via Threat Intelligence
Service.

For security professionals needing to
keep an online gaming platform up and
running, having allies on your side track-
ing the latest trends among attackers is
vital. Very few working admins have the
attention bandwidth or capabilities to
stay on top of the current methods that
booters and other DDoS attackers are
using. That’s where the A10 Networks
Threat Intelligence Service comes in.
Researchers at A10 use honeypots,
monitor attacker forums, reverse
engineer DDoS attack scripts and
employ machine learning, among other
methods, to collect information about
what tools and techniques are in use. For
example, the Threat Intelligence Service
boasts a database of more than 20 mil-
lion weapons, such as amplification
sources (open servers or routers that can

be coaxed into sending very large replies
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DEFENDING ONLINE GAMING PLATFORMS IS A
HUGE AND CONSTANTLY EVOLVING CHALLENGE.
YET A10 NETWORK'S ZERO-TRUST DEFENSE
APPROACH GIVES PLATFORM OPERATORS
MULTIPLE LAYERS OF PROTECTION.

to attack targets) and botnet drones.
Updates from the Threat Intelligence
Service are pulled down by the A10 aGa-
laxy TPS four times an hour to keep the

system extremely current.

2. Coordinating with gaming
authentication servers.

It seems obvious that a good DDoS
defense should only allow authenticated
players to access the game. Yet coordinat-
ing with gaming authentication servers to
check that every packet is coming from a
validated IP address is a huge challenge.
This stems from the scale of online games.
An access control list might have hundred
of thousands or more entries. Adding to
the challenge is the extreme requirement
in online games to minimize latency and
to provide a high-quality experience in
real time. As part of its solution, A10 Net-
works is confirming that every packet is
coming only from IP addresses that have
been authenticated. On its own, like any of
the five methods, this is not enough. Given
that the UDP traffic common in gaming is
easily spoofed, traffic from illegitimate IP
addresses can be hiding behind legitimate
ones. But it’s a proven way to narrow the
aperture of traffic flooding into the game

network.

3. Model characterization of

platform traits

A third technique used by A10 Networks
is to model the characteristics of the
gaming platform traffic and only allow
traffic that fits expected patterns and
parameters. Gaming systems have tightly
coupled platforms where the clients and
servers interact in highly structured and
predictable ways. A10 uses that data to
come up with upper bounds and lower
bounds for expected traffic types and
characteristics. The solution monitors
characteristics like maximum number of
connections, connection rates, bit rate,
packet rate, payload size, fragments,
spoof checking and spoof challenges for
expected behaviors. Only traffic that fits
the broad outlines of expected game

behavior is allowed through.

4. Adding a “Watermark”

A10 Networks’ fourth method for zero-
trust defense is assigning what it calls a
“watermark” to each individual gamer’s
individual session. This builds on the
defenses from the second method of
making sure all the IP addresses are
authenticated with the gaming server. The
gaming registration server and the DDoS

defense system agree to a time-sensitive,
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one-way encoded watermark for every
packet. Attempts to access the system
without the token or with an expired
token are blocked at the edge of the net-
work. The method has some advantages,
including allowing for different water-
marks for an individual player’s different
sessions. For example, the user may be
behaving well in one session but not in
another. It also helps differentiate traffic
from crowded IP addresses, such as a col-
lege dormitory, where Network Address
Translation (NAT) is used to share a single
IP address for hundreds or thousands of
students. In another example of the better
together nature of the five defenses, con-
sider a case where a gamer is using a
PCAP replay within the watermark’s valid
window of time to knock over a server.
While that might defeat the watermark
defense, the entire system is more robust.
Having already modeled what normal
game traffic looks like, the system can be
configured to reject the extra PCAP

replay traffic.

5. Heuristics and machine learning
Finally, A10 Networks is using heuristics
and machine learning to detect and block
zero-day DDoS attacks. Because booter
service operators tend to be technically
sophisticated and can be well-funded,
their attacks sometimes don't fit the
deterministic patterns that are modeled
by characterizing the traits of typical
attack traffic. Some of these zero-day-
style attacks are also used only once or for
a very short time and may not end up hav-

ing value in the intelligence database. Yet

protection against these types of attacks
is also vital. A10 Networks has developed a
technology called Zero-day Automated
Protection (ZAP) that relies on pattern
recognition as a last layer of protection in
a defense-in-depth approach. At a high
level, A10 Networks trains its ZAP system
on offline data. When the system is online,
it is calculating out the attack pattern ele-
ments inside the traffic to help defend
against complicated attacks that haven’t

previously been encountered.

BEAT BACK THE BOOTERS,
CHEATERS AND HATERS

Defending online gaming platforms
against DDoS is a huge and constantly
evolving challenge. Yet A10 Network’s
zero-trust defense approach gives plat-
form operators multiple layers of protec-
tion. The five key layers are blocking
known DDoS agents using the Threat
Intelligence Service, coordinating with
gaming authentication servers, modeling
regular traffic characteristics, watermark-
ing and zero-day defenses. Together
those methods help platform operators to
keep the game going despite the best

efforts of booters, cheaters and haters.
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