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Highlights from a webcast about gaming security

HOW TO DEFEND AN ONLINE GAMING
PLATFORM AGAINST DISTRIBUTED
DENIAL OF SERVICE ATTACKS

A Digital Dialogue based on a webcast featuring representatives of A10 Networks,
including Rich Groves, director of R&D, and Don Shin, product marketing manager.

he Internet has no fury like a
gamer scorned.
A particular breed of technical-

ly savvy and maliciously inclined gamer
can become very dangerous once beaten
within the internal rules of an online
game world. Those players sometimes
reframe the competition as an attack on
the game itself. The objective becomes a
real-world challenge—to knock over the
game server.

“People get angry when they’re losing,
and they pretty much just want the game
to go away for everyone that’s playing
at that point,” said Rich Groves, direc-
tor of research and development for A10
Networks. Groves was speaking during
a recent webcast addressing the biggest
challenges for the online gaming platform
operators who must defend against dis-
tributed denial of service (DDoS) attacks.

In the webcast, “S Ways to Beat
Gaming Booters with Zero-Trust DDoS
Defenses,” Groves and Don Shin, a prod-
uct marketing manager at A10 Networks,
shared some of the insights that A10
Networks has collected in the five years
that they have been specifically defending
against DDoS attacks. Over that period,
A10 Networks has compiled an install
base of more than 160 DDoS defense cli-
ents, which includes some of the biggest

For the security specialists and IT
administrators responsible for defending
an online gaming platform, disgruntled
gamers aren’t the only source of attack-
ers. With the rise of professional leagues
and college sports programs, the stakes

as booters, where anyone willing to pay
can hire the booter service to launch
DDoS attacks. Those attacks commonly
take the form of directed attacks from a
botnet of computers, Internet of Things
(IoT) devices or phones that the booter

titles in the online gaming world.
Beyond their own capabilities, hostile

gamers are familiar with the Dark Web

and the DDoS-for-hire services, known

service controls or reflected amplification
attacks that send spoofed traffic to open
servers all over the Internet, which then
generate massive attack volumes.

are getting ever higher for players to
achieve in-game results and for platform
operators to keep the gaming systems
available. The temptation is increasing
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for bad actors to use DDoS
to cheat or to affect gam-
bling and betting related

to the online competitions.
All of those incentives are
in addition to more tradi-
tional hacking motives, such
as bragging rights for taking
down a high-profile system.

The Where and How of the
Attack Matters More than
the Why
When it comes to defending against
DDoS, the attackers’ motivations matters
less than where and how the attacks are
coming in to the online gaming network.
The best known form of a DDoS attack
comes over the Internet, hitting the service
provider infrastructure with a massive
flood of traffic. If an organization has, for
example a 10 Gbps circuit, and an attacker
can organize a 30 Gbps flood, the attack
could take the game offline. Those so-
called volumetric attacks can be directed
at the ISP level or at a game platform’s
inbound infrastructure. But there are also
other types of DDoS attacks that attempt
to overwhelm firewall limitations by
targeting the network layer or the
gaming application itself at the applica-
tion layer. One example of an application
layer attack could be a PCAP replay,
where the attacker captures a packet from
the game application and sends it back
into the game server. The game server
interprets the replayed packet as legitimate
traffic. The amount of traffic generated by
that kind application layer attack might
be orders of magnitude lower than a
volumetric DDoS attack, but the precise
targeting can make it equally dangerous.
“Even though they’re comparatively small,
they’re equally devastating from an avail-
ability perspective, across the whole plat-
form,” Shin said.

Taking a Zero-Trust Approach
to DDoS Defense
Stopping attackers, who are smart and
often financially motivated, from knock-
ing over an online gaming platform
with DDoS attacks requires a zero-trust
approach to defense, Groves said. A10’s
definition of zero-trust is taking a posi-
tion of not trusting anything coming
from the Internet until it has been able
to be validated through multiple checks.
For gaming operators, there’s an addi-
tional requirement—all the validation
and other defensive measures have to
take place at line speed.

The A10 Networks solution consists
of several elements. The workhorse
of the solution on the network is the
A10 Thunder TPS (Threat Protection
System), which sits between the edge
router and the firewall and separates
the good traffic from the questionable
or malicious. The Thunder TPS is con-
nected via API to the A10 aGalaxy
TPS, which is a management system
for the organization’s DDoS defenses.
The aGalaxy, meanwhile, pulls down
an update every 15 minutes from A10’s
DDoS Threat Intelligence Service, which
tracks millions of weapons from around
the world that can be used in DDoS
attacks. Those weapons include drones
(malware compromised PCs, smart-
phones and IoT devices that can make
up a botnet) or publicly exposed host
services that respond to unauthenticated
requests, making them usable in reflect-
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“People get angry when they're losing, and they

pretty much just want the game to go away.”

—Rich Groves, A10 Networks

ed amplification attacks.

zero-trust is taking a position

of not trusting anything coming from

the Internet until it has been able to be
validated through multiple checks. For
gaming operators, there’s an additional
requirement—all the validation and other
defensive measures have to take place at
line speed.

Shin and Groves detailed five ways
that the A10 Networks platform provides
a zero-trust defense that prevents DDoS
attacks from affecting the availability of
online gaming platforms. First is block-
ing known DDoS agents using the Threat
Intelligence Service. Second is coordi-
nating, at scale, with gaming authentica-
tion servers to check that every packet
is coming from a validated IP address.
Third is to model the characteristics of
the gaming platform traffic and only
allow traffic that fits expected patterns
and parameters. Fourth is assigning a
“watermark” to an individual gamer’s
individual session to cut down on PCAP
replay and similar types of attacks. Fifth
is the use of heuristics and machine
learning to detect and block zero-day
DDoS attacks.

SPONSORED BY:

®

Find out more:
https://a10networks.com




