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EXECUTIVE SUMMARY

The world is increasingly mobile and cybercriminals are astutely aware of the attack possibilities.

Today, attacks against mobile infrastructure and subscribers are big business for cybercriminals. The
number of mobile device attacks doubled in 2018 and is expected to continue to grow at a rapid rate.' The
steady expansion of mobile threats is a cause for concern throughout the mobile operator’s organization,
from network security engineers and system administrators to senior executives—in some cases, all the
way to the boardroom—and it's not hard to see why. When attackers succeed in penetrating the mobile
network, they can steal valuable information, disrupt network services, and impact the operator’s bottom
line and subscriber base.

Increasingly, many of these attacks are launched through GTP, a protocol that is widely used throughout
today’s multi-generational networks and will continue to be relevant for 5G deployments. GTP-based
exploits are successful in part because of the inherent vulnerabilities of GTP, which lacks built-in security
features such as encryption and sender authentication.

Fortunately, operators can protect the mobile network using specialized GTP firewalls. This document
describes the challenges of securing interfaces using GTP in the mobile network, presents a set of
requirements for providing effective GTP security, and highlights some of the cybersecurity issues
relevant to 5G.

INTRODUCTION

Mobile roaming traffic has exploded in recent years, due to the elimination of international roaming price
barriers, as well as the proliferation of the number of devices, applications, and traveling subscribers. A
recent analyst report found that changes in EU regulations in the summer of 2017 led to an 600 percent to
800 percent increase in roaming traffic.?

Designed for the particular needs of mobile telephony, the General Packet Radio Service Tunneling
Protocol (GTP) is essential for the proper functioning of today’s mobile 4G/LTE networks. GTP enables
packet networks to signal and carry data between devices and applications. Within the mobile core, GTP
is the primary protocol used to exchange user and control data between serving and packet gateways. For
roaming scenarios, GTP connects the home and visited network, enabling subscribers to move seamlessly
between networks and it supports the mechanisms operators use to recoup costs from traffic generated
by non-subscribers. Because of its versatility, GTP is also used in multi-generational 3G/4G configurations
and for trusted and untrusted non-3GPP IP access.

The extensive use of GTP within and between mobile networks has made it an attractive target for
attackers. Malicious actors can eavesdrop on subscriber communications, exfiltrating sensitive
information that can be used for fraudulent purposes. In addition, attackers can launch denial of service
(DoS) exploits that prevent subscribers from using the network, damaging the operator’s brand and
increasing customer churn. These are just some of the many ways that cybercriminals are trying to gain
access to valuable information in today's 3G/4G/LTE networks.

1 Anthony Spadafora. “Mobile Malware Attacks Double in 2018." Tech Radar, March 5, 2019.
https://www.techradar.com/news/mobile-malware-attacks-double-in-2018

2 “Roam Like at Home' Impact Explained.” Juniper Research, February 2019.
https://www.juniperresearch.com/document-library/white-papers/roam-like-at-home-impact-explained


https://www.techradar.com/news/mobile-malware-attacks-double-in-2018
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The trend to multi-generational networks will continue as the industry moves to adopt 5G technology, which
is expected to coexist with 4G/LTE in mobile networks for the foreseeable future. By 2025, 5G will represent
15 percent of mobile network connections, with 4G rising to 59 percent, a 37 percent increase since 2018.
While 2G and 3G usage will still exist, it will fall to 25 percent of connections (Figure 1).
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Figure 1: Worldwide mix of mobile technologies — percent of total mobile connections, forecast

While the 5G specification makes substantial changes to control-plane signaling, GTP remains the primary
protocol for user plane traffic. The GTP-based attacks that plague 4G/LTE networks today can be expected
to continue and even intensify even as operators add 5G support to existing infrastructures and deploy new
standalone 5G networks. Therefore, the need to deploy effective GTP security in mobile networks has taken

on additional urgency.

BRIEF HISTORY OF GTP USE IN MOBILE NETWORKS

In 1997, the European Telecommunications Standards Institute (ETSI) released the Global System for
Mobile Communications (GSM), the first digital standard for mobile networks. GSM represents the second
generation of mobile standards known as 2G (the original analog standards constitute the first generation
or 1G). Although superseded by successive generations, 2G is still used in many parts of the world.

In 2000, the General Packet Radio Service (GPRS) and GTP specifications were released as part of a major
upgrade to mobile telecommunications known as 2.5G. Since then, GTP has been the primary protocol
used to carry GPRS traffic within 3G (GSM and UMTS) and 4G/LTE networks. GTP also functions as a key
enabling technology for roaming subscribers around the world, which represents the fastest-growing traffic
source for many operators. A recent analyst report found that roaming charges represent about 6 percent
of total operator revenues worldwide, amounting to $57 billion in 2018.°

3 Juniper Research. op. cit.
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While often spoken of as a single protocol, GTP is actually a family of three protocols, each performing
a specific function in the mobile network. GTP-C is the core signaling protocol, GTP-U manages data
transport, and GTP' (GTP prime) transmits usage information to network operator’s billing center

The 3rd Generation Partnership Project (3GPP), a standards organization that develops and manages
protocols for mobile telephony, is responsible for the GTP specifications (see table to links to documents).

GTP SPECIFICATION DOCUMENTS

VERSION GEN LINK TO SPECIFICATION DOCUMENT

GTPVO 2G 3GPP TS 09.60
GTPv1-C 3G 3GPP TS 29.060
GTP-U 3G 3GPP TS 29.281
GTPv2-C 4G/LTE 3GPP TS 29.274

GTP INTERFACES IN 4G NETWORKS

This section shows the GTP interfaces for local access, roaming access, multi-generational access, and
non-3GPP access (Figures 2-5). While the models are shown separately for clarity, most mobile operators
will deploy some or all of these models in the same network.

SELECTED GTP INTERFACES USED IN 4G NETWORKS

DATA TRANSMITTED

INTERFACE | FUNCTION

Transport user data between the eNodeB and the SGW.
S1-U This interface has no flow or error control or mechanism
to guarantee data delivery interface.

Transmit user and control data between trusted gateway

S?2a such as a trusted wireless access gateway (TWAG) and
the PGW.
s2b Transmit user and control data between untrusted

gateway (ePDG) and the PGW.

Exchange user and bearer information between the
S3 Mobility Management Entity (MME) and 3G SGSNs for
inter 3GPP access network mobility.

sa Provide control and mobility support between PGW and
3G SGSNs for inter 3GPP access network mobility.

S5 Provide user plane tunneling and tunnel management
between SGW and PGW.

Transmit user and control plane data between SGW of

© OO0 OO0
©OOOOO OO

S8 visited network and PGW of home network over IPX or
GRX.
S11 Transmit control data between MME and SGW.



https://www.3gpp.org/ftp/Specs/archive/09_series/09.60/0960-7a0.zip
http://www.3gpp.org/ftp/Specs/archive/29_series/29.060/29060-d70.zip
http://www.3gpp.org/ftp/Specs/archive/29_series/29.274/29274-d90.zip
http://www.3gpp.org/ftp/Specs/archive/29_series/29.274/29274-d90.zip
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Figure 2: GTP interfaces for local access in 4G networks
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Figure 4: GTP interfaces for 3G access to 4G networks
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Figure 5: GTP interfaces for non-3GPP access

THE EXPANDING GTP ATTACK SURFACE

One defining characteristic of the modern mobile network is that successive generations of standards
overlap, not replace, previous generations. Older generations of mobile technology were proprietary and
inherently difficult to penetrate, so the protocols themselves did not need additional security. As the industry
moved to IP-based technology, the lack of security in the protocols themselves became a vulnerability.
Today's mobile threats are the result of traditional IP-based threats within the all-IP 4G network combined
with legacy 2G and 3G technologies. As the industry moves to 5G—with significant overlap of 3G and 4G—
the range of new services and technologies will only expand the attack surface more.

Mobile signaling protocols have become a favorite target of cyberattackers in recent years. The creators
of these protocols paid little attention to security for the simple reason that mobile communications were
relatively free from attacks until smartphones emerged and networks became all IP. Due to the long history
of attack-free networks, mobile signaling protocols were designed without an authority model, instead
relying on assumed trust within a closed industry.

While security experts and standards organizations have long pointed out the severe vulnerabilities in the
Signaling System No. 7 (8S7), SIGTRAN, and Diameter protocols. In contrast, the industry has been relatively
slow to focus their attention on the security weaknesses in GTP. For example, a recent survey of mobile
operators found that 87 percent of respondents have implemented security for Short Message Service
(SMS)—a key use case for the SS7 protocol—while only 28 percent have implemented signaling firewalls
that protect GTP-C traffic.

4 "Signaling Security in Telecom SS7/Diameter/5G." ENISA, March 2018.
https://www.enisa.europa.eu/publications/signalling-security-in-telecom-ss7-diameter-5g


https://www.enisa.europa.eu/publications/signalling-security-in-telecom-ss7-diameter-5g 
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In recent years, the GTP attack surface has increased for three primary reasons. First, regulatory changes

in the European market and increased global competition are driving massive growth in LTE international
roaming traffic, which nearly doubled (up 95 percent) in 2018.° In addition, the extension of GTP outside the
mobile core, especially in the RAN, creates additional potential entry points for cyberattacks.

Finally, GTP is relatively easy to hack, which was demonstrated by Karsten Nohl and Luca Melette at Chaos
Communication Camp 2015.° At Black Hat USA, security researchers highlighted some of the inherent
vulnerabilities of 4G networks. The researchers used man-in-the-middle attacks to degrade the performance
of a mobile router from 27 Mbps to 3 Mbps. They also demonstrated the ability to cut down the effective
battery life of narrowband loT devices by a factor of five.” While this form of attack does not compromise
information, it can degrade |oT services and ultimately lead to loss of revenue for the operator.

ELEMENTS OF A SUCCESSFUL GTP ATTACK

The introduction of 4G/LTE technology altered the security landscape significantly. Before 4G, mounting a
successful attack on the mobile network required special equipment and in-depth knowledge of the arcane
protocols used for voice calls. In contrast, 4G networks are completely IP-based, so hacking tools designed
to penetrate internet-connected devices can be used for mobile attacks. These tools are readily available on
the dark web and require only a rudimentary understanding of mobile technology. Armed with just a laptop,
penetration testing software, and basic programming skills, an attacker can launch a subscriber DoS attack
in just hours.

As the name implies, GTP uses tunneling to communicate between nodes in the mobile network. When the
radio access network sends IP packets to the Evolved Packet Core (EPC) in a 4G network, the packets are
transmitted between EPC nodes via GTP tunnels. The receiving side of a GTP tunnel assigns a local tunnel
endpoint ID (TEID) and communicates the TEID to the transmitting side via a GTP-C message. The TEID is
one of the most useful pieces of information for cyberattackers.

As noted earlier, GTP has some important vulnerabilities that are baked into the protocol specifications.
First, GTP does not support encryption, so useful (to the attacker) information such as IMSI, integrity
session keys, and even user data are all sent in clear text. The second problem is lack of integrity
protection, meaning that a malicious actor can alter the payload of GTP messages to falsify signaling
command, user data, or charging information to the attacker's advantage. Finally, GTP has no mechanism
for sender authentication, so the recipient network element cannot distinguish between imposters and
legitimate subscribers.

Taking advantage of these flaws, would-be attackers often have little trouble obtaining key network
identifiers such as TEID, Temporary Mobile Subscriber Identity (TMSI), and International Mobile Subscriber
Identity (IMSI), either through eavesdropping or automated brute force methods. With this information in
hand, the hacker can impersonate legitimate subscribers to gain access to their personal data, request the
termination of subscriber sessions, or simply flood the network with a barrage of messages that overcome
the processing ability of the network.

5 Scott Bicheno. “4G roaming traffic doubled globally last year — BICS." Telecoms.com, January 22, 2019
http://telecoms.com/494865/4g-roaming-traffic-doubled-globally-last-year-bics/

6 Karsten Nohl and Luca Melette. “Advanced interconnect attacks: Chasing GRX and SS7 vulns." media.ccc.de, August 15, 2015.
https://media.ccc.de/v/camp2015-6785-advanced_interconnect_attacks

7 Jai Vijayan. “5G Standard to Get New Security Specifications.” Dark Reading, September 4, 2019.
https://www.darkreading.com/mobile/5g-standard-to-get-new-security-specifications/d/d-id/1335735


https://media.ccc.de/v/camp2015-6785-advanced_interconnect_attacks 

https://www.darkreading.com/mobile/5g-standard-to-get-new-security-specifications/d/d-id/1335735
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TYPICAL MOBILE ATTACKS USING GTP

The number of possible attacks is immense. The following sections discuss some of the more common
exploits that mobile operators face today.

EAVESDROPPING

An eavesdropping attack is an incident in which communications are intercepted by an individual for whom
they are not intended. In the past, most eavesdropping attacks exploited the notoriously insecure SS7
protocol, which enables the public switched telephone network (PSTN), SMS, and other services. However,
GTP-based eavesdropping is on the rise, facilitated by the fact that potentially useful information such as
IMSI, TEID, Access Point Name (APN), and even user data are sent in clear text.

GTP eavesdropping usually takes place in the context of roaming where information is transmitted over
long-distance links that are often not well-protected and vulnerable to interception. The GSMA standard
mandates encryption for GRX/IPX exchanges, but no such requirement exists for leased lines.

The attacker compromises the GRX/IPX infrastructure, then listens in to passing GTP traffic to gain
subscriber credentials that can be used to disrupt mobile core operations in a number of ways (Figure 6).

el Visited Network

Subscriber Credentials -
Billing Information

e\ Home Network

Figure 6: GTP eavesdropping

SUBSCRIBER DENIAL OF SERVICE ATTACKS

Subscriber DoS attacks have the potential to do significant damage to the operator's business, affecting
quality of service and degrading customer loyalty. The attack requires knowledge of the TEID of the
subscriber's current session, which can be obtained through GTP eavesdropping, brute force, or other
methods. Using the TEID, the attacker impersonates the subscriber to send messages such as Delete
Session Request or Delete Bearer Request to effectively end the user's session (Figure 7).

4G EPC

Lost
Connection

UE

Figure 7: Subscriber DoS attack using Delete Session Request message
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MALFORMED FACKET FLOOD

Another variation of the DoS attack sends a flood of malformed packets to the EPC, which overwhelms the
processing power of the PGW, leading to error messages, reboots, and lost connections that shut down

the network's ability to service legitimate requests. Much more pervasive than the subscriber DoS attack
described above, this form of attack can lead to widespread network disruptions and degradation of quality
for the entire subscriber base (Figure 8).

N TR G ERC
(( (v) )) Malformed GTP Messages
A B R
eNodeB T

Error messages, reboots, and lost
connections impair perfromance

1

1

!

Figure 8: DoS attack using flood of malformed packets

FRAUD

Also known as IP address hijacking and overbilling, fraud attacks take advantage of the internal trust within
the mobile network. First, the attacker obtains the IP address of a legitimate subscriber from a pool of IP
addresses owned by the mobile operator. The attacker then impersonates the legitimate subscriber to order
services. The mobile network assumes that such orders are legitimate and provides the requested services
which are billed to the unsuspecting subscriber. These exploits can go undetected for weeks or months
until the subscriber notices the overcharge and notifies the operator.

In one variation of fraud attack, the attacker requests the creation of a session from the PGW. If the request
contains a legitimate IMSI, then the traffic usage charges are billing to the subscriber. Otherwise, the costs
are incurred by the operator.

10
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ROGUE BASE STATIONS

A rogue base station (a specific form of IMSI catcher) is an attacker station that duplicates a legitimate

base station. This type of attack takes advantage of the fact that mobile devices automatically connect to

the nearest, strongest base station signal and attempts to connect using the subscriber's IMSI. Armed with

this important identifier, the attacker can use the IMSI to initiate a wide range of attacks. The rogue station

can also intercept user voice and data traffic to gather personal and confidential information of all kinds
that can be used for malicious purposes (Figure 9).

Connects to () L

strongest signal Subscriber's IMSI
| G s T

» lo—o » ()
— Rogue Base

Station

Legitamate (O)
Base Station ,5\

Figure 9: Rogue base station configuration

THIRD-PARTY (MALICIOUS PEER) ATTACKS

The typical MNO business model requires exchanging information with other business entities such as
roaming partners, MVNOs, enterprise networks, and infrastructure partners. In the past, most operators
worked with a well-defined set of peers under a mutual roaming agreement. However, the explosion in
roaming coupled with the growth in over-the-top (OTT) content has greatly expanded the number of
providers that seek access to the mobile network. These third parties may not fully adhere to mobile
network security best practices, creating vulnerabilities that attackers can use to exfiltrate valuable
information, disrupt network operations, and degrade the quality of the user experience.

When attackers are part of a peer MNO or an IPX provider, they have clear text access to all information
that passes between the operator and the third party. Messages sent by malicious peers carry a valid
source IP address, making them extremely difficult to detect. The range of potential malicious activities
in such cases is virtually unlimited, from reading user traffic and tracing user locations to mass denials
of service and billing fraud.

ROAMING loT ATTACKS

The predicted growth of 10T devices and associated applications offer enormous potential for mobile
operators but also create major challenges. The deployment of inefficient, unsecure, and sometimes
defective IoT devices on the network create security risks. Deployed globally at massive scale, loT
devices can cause exponential increases in network signaling traffic that can degrade service for other
network users or even disable the network completely.

Security requirements for loT applications differ from other devices on the mobile network due to the
different kinds of loT endpoints and the service criticality. Signaling storms can be caused by malicious
DoS attacks, but they can also be triggered by power failures, natural disasters, and coverage problems
in a particular area of service. When they lose connectivity, roaming smart meters and loT endpoint
devices attempt to roam to another network. Such a large number of simultaneous roaming requests
creates a signaling storm with adverse effects on the mobile network. In addition, IoT roaming data
transfers use GTP between the SGW of the visited network and the PGW of the home network and
therefore are subject to the same threats described earlier in this section.

11
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REQUIREMENTS FOR GTP SECURITY

As described earlier, cyberattackers increasingly use GTP to target the mobile network via the GRX/IPX,

the radio access network, and internet interfaces. The consequences of successful attacks are substantial,
allowing unauthorized third-parties to access user information such as location and encryption and
authentication keys; hijack packet data sessions from subscribers; and take control of network elements for
malicious purposes.

To prevent these consequences, mobile operators need to take strong counter measures, of which the
most important is the deployment of a GTP firewall at all key interfaces. The GSMA outlines important
operational requirements for the GTP firewall which include:

MESSAGE FILTERING
Allow only GTP message types that are appropriate to the interface and discard the rest.

EXPLOIT DETECTION
Detect message floods and DoS attacks and provide a means to rate-limit GTP-C messages with different
levels of granularity based on PGW/SGW group, roaming partner, or globally.

MESSAGE LENGTH CONTROL
Restrict message length to a configurable maximum to forestall code injection attacks.

VALIDITY CHECKING

Perform checks on GTP messages such as valid IP addresses for network elements (e.g., MME,
SGW, PGW, and UE), the presence and correct sequence of mandatory information element, and
correctness of GTP version.

PLAUSIBILITY CHECKING

Check the plausibility of information on all layers. For example, when IP addresses in layer 3 (IP header)
differ from IP addresses in respective information in the GTP message (layer 5), the likelihood of a
forged or manipulated message is high and the firewall should discard the message.

INFORMATION VALIDITY FOR ROAMING

Ensure that key information such as IP addresses, IMSI prefix, and APN all point to the same roaming
partner. For subscribers, the GTP firewall needs to check the IMSI and the Mobile Station International
Subscriber Directory Number (MSISDN) to ensure consistency.

GTP-IN-GTP ENCAPSULATION DETECTION

Detect and discard all encapsulated messages. The 3GPP specifications have no provisions for GTP-in-GTP
encapsulation, a technique that attackers can use to spoof other GGSN/PGWs and SGSN/SGWs and create
recursive processing of GTP messages that consumes network resources.

12
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DEPLOYMENT USE CASES

This section shows the recommended deployment of GTP firewalls in the most common security use
cases, including RAN, roaming, non-3GPP access, and Diameter.

RADIO ACCESS NETWORK

The RAN firewall inspects traffic that flows across the backhaul network to the EPC on the SI-U interface. An
additional firewall is recommended to protect SCTP control traffic on the S1-MME interface (Figure 11).

STMME — mm 4G EPC
* o [

S11

mEmm S5 SGi
B ﬁ T 1 oo
I

UE eNodeB S1-U

N~—_"

Figure 10: Firewalls deployed to secure GTP traffic in the RAN

ROAMING

The roaming firewall is deployed between the EPC and the gateway that connects to the GRX (GPRX Roaming
Exchange)/IPX (Internet Packet Exchange) on the S8 interface (Figure 12).

D <(Q)> Visited Network
A :

eNodeB [ |

Network :

S11.

Figure 11: Firewall deployed to secure roaming GTP traffic

13
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Q) NON-3GPP ACCESS

The non-3GPP access firewall inspects traffic that flows between the non-3GPP access network and the EPC on
the S2A and S2B interfaces (Figure 13).

GTPC -----
4G EPC
GTPU —— MME
S11.
(R =
eNodeB

WiFi AP Untrusted non-3GPP IP access

Figure 12: Firewall deployed to secure roaming non GTP traffic

DIAMETER
9

Diameter does not provide end-to-end security on the application layer for international roaming, instead relying
on security mechanisms in lower layers of the stack. For this reason, mobile operators should deploy
additional security measures for Diameter. Recommendations for Diameter security are contained in GSMA
documents “LTE and EPC Roaming Guidelines," and “Guidelines for Independent Remote Interconnect

Security Testing".

5G CYBERSECURITY CONSIDERATIONS

As is the case in 4G/LTE networks, 5G deployments will continue to rely on GTP for user-plane traffic and
therefore are susceptible to the GTP exploits discussed in this document. Fortunately, the 5G architecture
has built-in cybersecurity capabilities that exceed those of previous generations. Security functions

in 5G incorporate proven 4G security mechanisms and include enhancements for encryption, mutual
authentication, integrity protection, privacy and availability. However, operators migrating to 5G may be
vulnerable to existing and new 2G, 3G, and 4G threats, so multi-generational security is an important
consideration during and after the transition.

The specification for 5G security, 3GPP TS 33.501 defines the security architecture, features and
mechanisms for the 5G system and the 5G core. The specification also covers the security procedures
performed within the 5G system, including the 5G core and the 5G New Radio (NR).

While a complete discussion of 5G cybersecurity is beyond the scope of this document, the following sections
summarize key 5G enhancements for roaming security, network slicing security, and identity privacy.

14
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ROAMING SECURITY

In 5G networks, the home roaming partners are connected through a new function, the Security Edge Protection
Proxy (SEPP), which uses the HTTP/2 protocol. The embedded application layer encryption at the SEPP
provides additional protection against the known inter-exchange/roaming vulnerabilities that exist in SS7
and DIAMETER protocols, but a L7 firewall is still required to protect the SEPP control plane.

5G also adds native support for secure steering of roaming (SoR), which enables the home network
operator to steer its customers while roaming to its preferred visited partner networks to enhance the
experience for roaming customers, reduce roaming charges, and prevent fraud.

To authenticate the location of a roaming device in 5G networks, the home network can now verify whether
the device is actually in the serving network when a request is received from a visited network. This
addresses vulnerabilities that allowed 3G and 4G networks to be spoofed in order to request the IMSI and
location of a device, which in turn made it possible to intercept voice calls and text messages.

The Security Anchor Function (SEAF) acts as a middleman between the UE and its home network during
the authentication process. SEAF allows reauthentication as a device moves between different access
or serving networks without having to run the full authentication method. This mechanism reduces the
signaling load on the home network Home Subscriber Server (HSS) during various mobility services.

NETWORK SLICING SECURITY

The 5G standard is the first mobile architecture designed to support multiple specific use cases, each with
its own unigue security requirements. This decision is expected to spark a wide range of customer- and
vertical-specific network requirements. Operators will be able to accommodate these needs using the
network slicing feature of 5G. From the operator’s point of view, a network slice is an independent end-
to-end logical network running on top of the shared mobile infrastructure that is capable of meeting the
customer'’s service-level agreement (SLA).

Network slices can span the entire mobile network and even include part of other operators’ networks.
Security requirements will vary depending on the needs of the application. For example, even though both
technologies use video, V2X applications have real-time security requirements that greatly differ from
video conferencing.

While essential to 5G success, network slicing also expands the attack surface by multiplying the virtual
entities (slices) that attackers can target. Each slice must be protected at every potential entry point,
including the user devices, RAN, mobility edge, core, internet interface (SGi LAN), roaming interface,

and air interfaces.

15
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In 5G networks, a successful exploit in one slice can have negative impact on other slices. If the slices
are not properly isolated, a penetration of an IoT slice could migrate to a V2X or autonomous car slice,
multiplying the damage. Even if the slices are isolated from each other, an attacker can exhaust the
resources common to multiple slices, causing service degradation and subscriber denial of service.

Slice management entities in the 5G network represent an additional vulnerability. If attackers gain access
to the management interface, they can create large numbers of bogus slices to consume resources needed
by legitimate slices. An attacker can also eavesdrop on the transmission of supervisory messages and
extract information to execute attacks on running network slice instances.

IDENTITY PRIVACY

As described earlier, many mobile attacks start by obtaining IMSI information using false base stations
(IMSI catchers). In 5G networks, the Subscription Permanent Identifier (SUPI) plays a role similar to IMSI
but includes an encryption mechanism that prevents SUPI transmission in clear text. Also, 5G networks
enforce frequent changes to the Globally Unique Temporary Identifier (GUTI), which unambiguously
identifies the UE without revealing the SUPI. These two mechanisms make it more difficult for malicious
actors to steal identifies in 5G networks via a fake base station or eavesdropping.

Detecting false base stations—always a challenging task—is much easier in 5G networks thanks to a
framework developed by SA3, the 3GPP security group. Known as UE-assisted network-based detection,
this framework detects anomalies in radio environment data reported to the mobile network by UE devices.
The network analyzes this information in the context of the network cell topology and other parameters to
detect the possible presence of a false base station. At that point, the operator can take additional actions
such as triangulation to locate the anomaly source for human investigation.

HOW AT0 NETWORKS CAN HELP

A10 Networks' 5G security portfolio includes the GTP firewall to provide protection against the full range of
potential attacks in 3G and 4G/LTE networks and has extended that level of security to 5G networks and loT
deployments, as well. The A10 Thunder® Convergent Firewall (CFW) defends the mobile core against GTP-
based attacks coming in from access networks and roaming partners to support uninterrupted operations.
The A10 Thunder CFW supports integrated mobile network security features for GTP control plane,
including protocol conformance, rate-limiting, and scanning for malformed GTP packets.

To learn more, contact your A10 Networks rep today or visit www.a10networks.com/solutions/service-
provider/mobile-roaming-security/.
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ABOUT AT0 NETWORKS

AT10 Networks (NYSE: ATEN) provides Reliable SecurityAlways™, with a range of high-performance

application networking solutions that help organizations ensure that their data center applications

and networks remain highly available, accelerated and secure. Founded in 2004, A10 Networks is

based in San Jose, Calif., and serves customers globally with offices worldwide.

For more information, visit: al0Onetworks.com or tweet @a10Networks

GLOSSARY

3GPP—The 3rd Generation Partnership Project
APN—Access Point Name
AUC—Authentication Center

EPC—Evolved Packet Core

eNodeB—Element in the air interface of 3GPP LTE
GRX—GPRS Roaming Exchange
GUTI—Globally Unique Temporary Identifier
HLR—Home Location Register

HSS—Home Subscriber Server

IMS—IP Multimedia Core Network Subsystem
IMSI—International Mobile Subscriber Identity
IPX—IP LTE—Long Term Evolution
MME—Mobility Management Entity
OCS—0nline Charging System

OFCS—0ffline Charging System

MSISDN—Mobile Station ISDN Number

PGW—Packet Data Network Gateway
STAP—S1 Application Protocol
SCTP—Stream Control Transmission Protocol
SEAF—Security Anchor Function

SEPP-- Security Edge Protection Proxy
SGW—Serving Gateway

SMS—Short Message Service

SoR—Secure Steering of Roaming
SS7—Signaling System No. 7
SUPI—=Subscription Permanent Identifier
TEID—Tunnel Endpoint Identifier
TMSI—Temporary Mobile Subscriber Identity
TWAG —Trusted Wireless Access Gateway
UDP—User Datagram Protocol

UE—User Equipment
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