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EXECUTIVE SUMMARY

DDoS attackers and their competing legacy defenses have battled for nearly 20 years. Unfortunately,
attackers have tipped the scale by weaponizing our beloved 10T devices into sophisticated yet inexpensive
DDoS-for-hire services. These for-profit underground services, in effect, democratize DDoS to any
motivated novice with a little money to spend. The simplification and resulting acceleration of attacks
require that DDoS defenses get an overhaul; a refresh powered by machine learning that speeds time-to-
mitigation (TTM) through zero-day methods, eliminating manual intervention, and operating autonomously
at the point of contact.

The overhaul is needed because DDoS attacks threaten the first step in running a modern business,
availability. And when it comes to availability, continuous uptime is the only acceptable criterion even in
the face of DDoS. Traditional DDoS defenses fall short because of their reactive nature. Once invoked, the
first step applies a jarring, indiscriminate traffic clamp to prevent the service from falling over. Meanwhile,
defenders scramble to analyze telemetry data and plow through miles of packet captures searching for the
first viable filter. The first filter is usually a clumsy filter blocking the attack while also inflicting collateral
damage against legitimate users. Then trial and error cycles kick in to find the optimal blocking strategy,
burning away precious time, frustrating workers and customers in a holding pattern. This results in lost
profits and customers, a drop in productivity, and worse, reputation smeared.

Does this sound familiar and grim? Do you need a better path forward? A10 Networks' Zero-day Automated

Protection (ZAP) rebalances defense in favor of the defender. Learn how.

LEGACY DDOS DEFENSES CAN'T KEEP UP

If you are a DDoS defender, you already know that attackers' capabilities continue to grow. Malware
derivatives fathered by Mirai continue to multiply and recently discovered IoT reflected amplifiers like
CoAP, WS-Discovery expand the available weapons pool.

A10 Networks wanted to know what frontline defenders and chief security officers (CSO) viewed as their
primary DDoS defense challenges and commissioned IDG Research to find out.

The report concluded that legacy DDoS defenses are falling behind the attackers’ capabilities:

WHAT DO YOU PERCEIVE TO BE THE PRIMARY

LIMITATIONS OF YOUR CURRENT DDOS SOLUTION?

‘ Types of attacks are complex and diverse
. Need broader protection against DDoS attacks

. Attacks are coming from too many places
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This deficiency is because today's DDoS attackers don't work alone. Instead, they contract an ecosystem
of DDoS enablers. A partnership of nefarious actors includes vulnerability researchers, malware writers, bot
herders, and DDoS-for-hire platforms with staffed support lines awaiting motivated attackers with visa gift
cards, PayPal accounts, or percentage of bitcoins. These communities of well-funded bad actors build and
operate systems powered by artificial intelligence (Al) and machine learning (ML) tooling because there are
profits at the end of the trail.

In many areas of security, Al and ML have improved efficacy. However, little of these advanced
technologies have made their way to DDoS defense, until now.

/ERO-DAY DDOS DEFENSE TECHNOLOGY

Zero-day threats refer to attack vectors not seen before — attack techniques exploited in the wild without
available defense controls.

For DDoS defenders, zero-day also refers to applying dynamic filters at the point of contact. Decisions at
contact are required because most DDoS defenses are reactive. Packet-level defenses inspect suspicious
traffic after a human or flow-based detection system identifies a traffic swell as an attack. The mitigation
platform, otherwise known as a scrubber, redirects the traffic toward itself with a BGP call. Since the
scrubber did not see the peacetime behavior, it doesn't have the context of what is normal for the protected
network or application. Lack of context forces the defense system to apply a bulky policy, e.g., aggregate
traffic limit. Consequently, legacy defenses required experts to refine the filters from here.

Automated zero-day defense technology powered by ML's pattern recognition without the need for
“peacetime” learning is the better option. Zero-day defense reduces the TTM with expert system statistical
analysis and packet clustering techniques. The engine starts with the knowledge that a DDoS attack is
underway. It then searches for patterns and identifies the lack of entropy which is one of the characteristics
of attack traffic orchestrated through centralized command and control (C2).

Figure 1: Pattern recognition before and after analysis

The result is a surgical blocking filter that blocks DDoS traffic without impeding users’ access.
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ZERO-DAY AUTOMATED PROTECTION

Zero-day Automated Protection (ZAP) enables the A10 Thunder® Threat Protection System (TPS) to block
DDoS attacks while protecting legitimate users automatically. ZAP discovers and applies surgical filters

without any pre-configuring or manual intervention.

ZAP helps solve today’s top DDoS defenders’ challenges by re-balancing the economics of DDoS defense
with automated ML-powered innovations. ZAP-based defenses empower the overburdened security team
with tools that win back time during DDoS attacks and deliver these benefits:

0 Fast, automated response

o

@]

No configuration or manual intervention

Expert system helps overburdened IT staff defend service availability

0 Autonomous scrubbing scales to thousands of protected zones
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Figure 2: ZAP processing pipeline

The stages of ZAP analysis are as follows:

- Receives a combination of packet data and metadata from the TPS data plane

The best filter is applied in the data plane

If the attack vector changes, ZAP recalculates the filter

TPS then removes the filter once the attack ends

TPS monitors the effectiveness and recalculates the filter as needed

Performs PPS, BPS, density, and entropy analysis of the traffic to decide which data elements
are the best candidates for clustering

Takes the packet element candidates and executes proprietary unsupervised cluster analysis to
determine likely filter candidates

Utilizes its expert system to decide which filter will be the most effective
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ZAP DDOS ATTACK EFFECTIVENESS

Patterns are a fundamental characteristic of DDoS attacks. After all, “distributed” is the first “D" in DDoS and
attacks are orchestrated from a common C2. Attackers use botnets under the control of common malware
or spray spoofed queries toward a class of unwitting reflected amplification servers to distribute the attack.
Human-based pattern discovery can be complicated given the mix of user and attack traffic, combined with
the general noise of the internet edge.

Machine learning has promised radical improvements for security defenses. Unfortunately, the hype
hasn't resulted in as many concrete examples as promised. However, pattern recognition has proven to
be one area of ML analysis that is unquestionably effective. Once a purpose-built ML-based DDoS engine
consumes a wide range of DDoS attack data, the engine outpaces any human analysis. ZAP can find
surgical filters and mitigate attacks in seconds, not minutes or hours like manual legacy defenses.

EXAMPLE 1: MEMCACHED REFLECTED AMPLIFICATION ATTACK

Many protocols follow an established convention of using predefined ports assigned by IANA. For example, the
record-breaking 1.3 Thps GitHub attack in 2018 leveraged many of the T00K exposed memcached servers. Un-
authenticating back-end object caching servers should never be exposed to the internet. Memcached servers
communicate responses over source port 11211. The singularity of the source port makes identifying and
blocking easy. Write a rule to block all access from UDP source port 11211 toward the protected IP.
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Figure 3: Simplified 3D visualization of a Memcached amplification attack and its resulting clusters

Interestingly, ThousandEyes, an active monitoring vendor, was tracking GitHub's availability during the infamous
attack. By its analysis, the Akamai Prolexic scrubbing service took 15 minutes to detect the attack. See
ThousandEyes’ webinar recording.
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Figure 4: ThousandEyes GitHub attack view

That said, the GitHub memcached defense is a story of success. The question remains, is 15 minutes
fast enough? Fifteen minutes of downtime would hurt many businesses.

ML-based ZAP would extract the pattern signature in seconds without any manual intervention.
Internally, the engine models the attack across multiple dimensions by clustering packet elements to
discover the pattern of the attack. It then applies the best fit multi-variable filter that will thwart the
attack without impacting real users.

EXAMPLE 2: SYN-ACK FLOOD ATTACK

SYN-ACK flood is a TCP-based attack that uses reflection but does not gain intensity through response
amplification. Instead, the amplification comes from spraying spoofed SYN request from a small number of
bots to a large number of servers and IoT devices. These unwitting machines will automatically attempt to
finish the TCP 3-way handshake with SYN-ACK response to the victim IP address rather than the originating
botnet IPs. The scale of computer nodes on the internet allows for packet swells that overrun the victim’s
computing resources, its RAM, CPU, etc,, or the firewall session tables.
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Figure 5: Simplified 3D visualization of an SYN-ACK flood and its resulting clusters
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In a SYN-ACK attack, ZAP will analyze the TCP packet header fields to determine the clustering characteristics
of the attack traffic. The pattern analysis includes distinguishing ranges of packet fields, set protocol flags,
and packet dimensions to block the DDoS attack.

DEFENSE IN DEPTH

ZAP works in conjunction with AT0 Networks' actionable DDoS weapons intelligence and the five-level

adaptive policy mitigation engines. This pipeline of source-based defense provides the industry’s most
complete automated defense-in-depth protection. The multimodal defense strategy enables Thunder
TPS to effectively block all types of DDoS attacks, while protecting the users from collateral damage
commonly found with legacy DDoS defenses.
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CONCLUSION

Your business operations are on the line. Get the upper hand over DDoS attackers. Protect your critical
network and services from crushing DDoS attacks with a modern approach to DDoS defenses. Zero-day
Automated Protection, powered by machine learning speeds time-to-mitigation, eliminates costly manual
interventions with surgical precision that blocks the attackers, while protecting the network for workers

and customers.
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