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A New Threat Landscape

The use of distributed denial-of-service (DDoS) attacks to knock services, applications or businesses offline
isn't a new strategy. In fact, DDoS attacks are in such widespread use that it's practically a household term.

And while the number of attacks is growing, the more concerning trends are the raw scale and how DDoS
attacks are being leveraged in more creative manners against victims. The second half of 2016 saw new
records for DDoS size, easily pushing past 600 Gbps thresholds.

How have DDoS attacks evolved so quickly to surpass countermeasures that, until today, have been largely
successful in detecting and mitigating these threats?

It starts with Mirai. It's a new and clever malware that takes advantage of lax security standards in
connected smart devices — also known as the Internet of Things (IoT) — to build massive botnets that are
able to deploy DDoS payloads that surpass 1 Tbps throughputs.

Mirai Goes Public

In early October 2016, the source code for the IoT malware was released on a hacking community called
‘Hackforums. The malicious item, known as Mirai, was posted by a user named Anna-Senpai, who claimed that
they used this botnet to prey on hundreds of thousands IoT devices daily.

Once the system gains access to a device, the Mirai malware is capable of spreading itself to other connected
loT devices. It scans the Internet for IoT devices and systems that are protected by hard-coded usernames and
passwords and other factory defaults (as is the case in many loT systems that are already installed).

The Mirai botnet can command any number of devices such as routers, webcams, DVRs, IP cameras,
thermostats, digital video recorders and other Internet-connected easy devices.

[FREE] World's Largest Net:Mirai Botnet, Client, Echo Loader, CNC source code release

Yesterday, 12:50 PM (This post was last modified: Yesterday 04:29 PM by Anna-senpai.)

Preface

Greetz everybody,

When I first go in DDoS industry, I wasn't planning on staying in it long. I made my money, there's lots of eyes looking at IOT now, so it
However, 1 know every skid and their mama, it's their wet dream to have something besides gbot.

So today, I have an amazing release for you. With Mirai, I usually pull max 380k bots from telnet alone. However, after the Kreb DDoS,
shutting down and cleaning up their act. Today, max pull is about 300k bots, and dropping.

So, I am your senpai, and I will treat you real nice, my hf-chan.

Source: Krebsonsecurity.com

Mirai pushes malicious software onto an loT device and forces it to become a bot. Later, the compromised
machine will report to a central control server. From this central point of attack, the botnets are used to
launch massive DDoS attacks to take down servers, applications, services and websites — just as we saw on
Oct. 21 with the attacks on DNS providers.
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The loT Problem

The situation in cyberspace is troubling. The Internet is already flooded with loT devices, most of which have
no real security. Default configurations can make them vulnerable to these types of botnets.

These so-called “smart” devices either have a remote admin interface that is not protected over the Web or,
most often, have very weak usernames and limited password protection.

The publication of the botnet code is a reward for the cybercriminals; they can attack anything they desire via an
loT-powered DDoS attack. Anyone with free time and motivation can fire up their own Mirai-powered DDoS engine.

On a simple scan for easily usable DVRs and Web-powered cameras that could be used by this DDoS system, A10
Networks was able to find more than 200,000 machines that were readily available to use in an attack. Hackers, criminal
groups or threat actors just need a scanner and they can jump into the cybercrime arena of DDoS bot-herding.

Because of the nature of this type of attack — and the ease with which it can be launched — we will continue
to see these types of attacks in the near future. Combined with a ransom-type activity, an loT-based botnet
could easily power a dangerous money-making machine.

How Mirai Works

Mirai scans for open services, one of which is Telnet, an application-level protocol used for remote access. Telnet
has been used and installed on loT and other devices for decades. The botnet then uses a brute-force attack,
leveraging a series of credentials to access the device (e.g., camera, DVR, router or other connected hardware).

USER PASS USER: PASS USER PASS
admin (none) adminl password root dreambox
root pass administrator 1234 root user
admin admin1234 666666 666666 root realtek
root 1111 888888 888888 root 00000000
admin smsadmin ubnt ubnt admin 1111111
admin 1111 root klv1234 admin 1234
root 666666 root Zte521 admin 12345
root password root hi3518 admin 54321
root 1234 root jvbzd admin 123456
root klv123 root anko admin 7ujMko@admin
Administrator admin root zLxx. admin 123
service service root 7ujMko@vizxv admin pass4
supervisor supervisor root 7ujMko@admin admin meinsm
guest quest root system tech tech
guest 12345 root ikwb mother |

Source: csoonline.com/article/3126924/security/here-are-the-61-passwords-that-powered-the-mirai-iot-botnet.html

Once inside a machine, the malware will attempt to kill and block anything running on ports 22 (SSH), 23
(Telnet) and 80 (HTTP), which are standard Internet and connectivity ports. This action prevents the owner
from regaining control of the device. It also patches the device against outside malware, further enabling
threat actors to “own" the machine.
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Fingerprint Analysis

From fingerprinting some of the devices, A10 Networks was able to determine what type of software some
users were running and came to the same conclusion as everyone else: the botnet is made up mostly of
CCTV cameras running Dahua firmware or a generic management interface called NETSurveillance.

In many cases, the camera login panels or RTSP (Real-Time Streaming Protocol) feeds were exposed to the
Internet and could likely be remotely viewed using the same default passwords as were used by Mirai to
infect the device.

Mirai consists of a suite of various attacks that target lower-layer Internet protocols and select Internet
applications. The attacks include some of the following vectors:

UDP Random Floods random victim domain endpoints with spoofed UDP packets.

Flood

UDP Data Selects random victim domain endpoints and floods them with UDP packets and IP fragments.
Flood

TCP SYN Floods random victim domain endpoints with spoofed TCP SYN packets.

Flood

TCP ACK Floods random victim domain endpoints with spoofed TCP ACK packets.

Flood

TCP STOMP Intended to overcome DDoS mitigations; connects to random victim domain endpoints and floods
(Data) Flood them with TCP data.

HTTP Request Intended to overcome DDoS mitigations; connects to random HTTP endpoints in the victim’'s domain
Flood and floods them with HTTP requests.

DNS Water Floods ISP recursive DNS servers with randomized queries to a victim base domain name, causing
Torture Attack the ISP DNS servers to perform the attack on the victim's authoritative DNS servers. As victim DNS

servers become overloaded, the ISP DNS servers retransmit attack queries to other authoritative
DNS servers in the victim's enterprise.

Valve Gaming Floods random Valve streaming engine endpoints in the victim's domain with spoofed source-engine
Server Attack query packets.

GRE IP/ Floods random victim domain endpoints with spoofed GRE IP or IP-over-Ethernet-tunneled UDP
Ethernet packets.

Floods
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What Comes Next

The number of installed 10T devices is forecasted to grow dramatically; from the present-day 6 billion
devices to more than 25 to 30 billion devices in 2020'". With such vast populations of network-connected
devices, loT-based botnets will have an ability to achieve staggering traffic volumes, well beyond the 1 Thps
attacks seen to date.

Staggering growth of the Internet of Things (loT)
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Mitigation of present and future loT-based attack volumes will require solutions that are both capable and
scalable to protect assets well beyond double-digit Tbps levels.

A10 Networks" assessment and analysis of the different types of attacks that Mirai launches has found that
the majority of these attacks can be successfully mitigated using existing DDoS countermeasures. In the
near future, the A10 Networks security research team will release specialized reports on specific technical
mitigations and solutions that can be leveraged to stop these types of attacks.
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