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Disclaimer

This document does not create any express or implied warranty about A10 Networks or about its products or services, including
but not limited to fitness for a particular use and non infringement. A10 Networks has made reasonable efforts to verify that the
information contained herein is accurate, but A10 Networks assumes no responsibility for its use. All information is provided “as-
is." The product specifications and features described in this publication are based on the latest information available; however,
specifications are subject to change without notice, and certain features may not be available upon initial product release. Contact
A10 Networks for current information regarding its products or services. A10 Networks' products and services are subject to

A10 Networks' standard terms and conditions.
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Executive Summary

This white paper is for security and networking professionals who are looking to protect their networks
against the devastating effects of Distributed Denial of Service (DDoS) attacks'.

In this paper, you will learn more about the various types of DDoS attacks, the challenges that are involved
with detecting and mitigating these attacks, and the importance of validating any threat protection solution

for real-world performance.
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What Is a DDoS Attack?

A Denial of Service or DoS attack is a technique an attacker uses to render an online service inaccessible

to legitimate users. DDoS attack tools come in many shapes and sizes, all focused on overwhelming a

part of the infrastructure that delivers the service. For example, a web server that hosts a service can be
overwhelmed with an excess of fake requests, so that legitimate requests are not able to be met. Often,
these attacks come from many compromised hosts on the Internet, which are all remotely controlled by

an attacker. These compromised hosts, known as bots and distributed over the Internet, are enlisted in a
botnet. This means that the attack is launched from many different hosts simultaneously; this is known as a
Distributed Denial of Service or DDoS attack. Attack traffic accumulates to larger and larger traffic rates, all
destined for the victim’s IP address.
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DDoS Types

Technically speaking, DDoS attacks can be divided into different categories:

* Volumetric attacks, such as DNS or NTP amplification attacks, are aimed at flooding and saturating
a victim's network connection, thus rendering services unavailable. Amplification attacks use bots
that send requests with a fake or “spoofed” IP address (the victim’s IP address) to a service such as a
DNS server, which sends a response much larger than the request to the victim's IP address. All these
responses, coming from many — usually unpatched, or poorly configured — Internet servers accumulate
to large bandwidth data destined for the victim.

* Network protocol attacks, such as SYN floods, ping of death and IP anomalies are aimed at exhausting
a victim's protocol stack so it cannot respond to legitimate traffic. A SYN flood attack, for example, is
based on the fact that a server reserves resources for uncompleted connection requests. Eventually
the server times out the connection and frees up the reserved resources, but if these requests happen
at a high enough rate, the server's resources deplete, it is overwhelmed and thus cannot respond to
legitimate requests. Also, application exploitation attacks trigger undesired behavior in the application
that cause the application to fail for example.

» Application attacks such as low-and-slow techniques, HTTP GET flood or SSL-based attacks are
specifically exploiting a weakness in an application's function or trying to overwhelm the service.
The approach is similar; the attack intends to consume all resources of the application, eventually
overwhelming it.

* Multi-Vector attacks, Multi-vector DDoS attacks are when an attacker transitions from launching one
type of DDoS to another one to expose and exploit the weakest link in the network. These attacks are
either launched one vector at a time, or in parallel.

Exploit vulnerabilities in the application
Attack amplification (for NTP/DNS etc.), buffer overflows, etc.

Exhaust application resources using Application Resource
traffic that seems legitimate Attacks
Slowloris, Slow READ, R.U.D.Y, Slow POST, HTTP GET attacks, etc.

Targeted protocol attacks to Network Protocol
exhaust specific resources Attacks
TCP SYN Flood, Ping of Death, LAND attack, Fragmentation, etc.

Consume targets' bandwidth
Large-scale network protocol attacks, including DNS/NTP
Reflection attacks, UDP Flood, ICMP Flood, etc.

Network Volumetric
Attacks

Figure 2: Volume vs. complexity

www.al0networks.com 4



WHITE PAPER Validating DDoS Threat Protection

DDoS for the Masses

DDoS attacks have been around for a long time, but with the rapid expansion of connected devices, they
have become larger, and are now within the reach of an average Internet user. Whereas a decade or so
ago, the DDoS attack was a tool of devastation that was accessible only to well-connected, highly skillful
attackers, today there are “network stresser” tools readily available on the Internet for anyone to launch an

attack on anyone, for as little as a few dollars.

Dashboard MY PURCHASES MY RUNNING ATTACKS MY ATTACKS
EXCLUSIVE RESPONSIVE DASHBOARD 0 0 3 . |
v} Vote!
. Y e —
—
@ 05:41:44 pm MAX BOOT TIME (500 SECONDS)
—
MAX CONCURREMT ATTACKS (1)
—

!  GreatNews!

For the people who have Bronze Manthly
will be added to Bronze Lifetime so make
sure to make that payment.

@10:11:51 pm

Figure 3: Example of a DDoS-for-hire service
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Mitigating DDoS Attacks

Because DDoS attacks often use a distributed attack strategy, with traffic coming from multiple directions
and often using spoofed source IPs, traditional security infrastructure components such as firewalls and

intrusion prevention system (IPS) devices can be overwhelmed, due to their stateful nature.

As DDoS attacks, especially volumetric attacks, enter the network with extreme packet-per-second rates, a
mitigation solution with adequate packet processing power is required. The DDoS mitigation device needs
to be able to verify connections for their legitimacy, or determine if the traffic is scripted and initiated by a
botnet. To make that distinction, various methods can be used. For the classic but still prevalent SYN flood
attack, for example, the mitigation device can respond with a “cookie” to the initial SYN request. The cookie
is a random sequence number, which the client has to include in its response. This “proves” that the client is

not just generating packets to the service, but is likely a legitimate client.

On the application layer, similar authentication mechanisms can be used. The mitigation device responds
to a client's URL request with a cookie and a redirect instruction to the same intended URL. To pass

authentication, the client must resend the request along with the cookie to the redirect URL.

Other sophisticated “low-and-slow” attacks slow down a service
by communicating with it as slowly as possible, keeping the
session alive.

When the service continues to reserve resources for all of these connections, it eventually runs out of

resources and is unable to respond to legitimate requests.

Inspecting against all of these anomalies requires increasing amounts of CPU processing resources from
the mitigation device. Ideally, the device should leverage network processing hardware such as Field
Programmable Gate Arrays (FPGAs), which can take care of packet anomalies, reserving the CPUs for more

complex tasks such as the application-layer attacks.

DDoS attacks often are launched using multiple attack vectors simultaneously, using classic high

packet rate attacks such as SYN flood, combined with an application attack component. This is a

clever strategy, as it targets different components of the foundation that are used to enable the service
under attack. Finesse is not the goal of a DDoS attack. It only takes one critical component to render a
service unavailable. If the Internet connection is saturated, or the firewall is overwhelmed or the service's

networking stack freezes, the attack is successful.

www.al0networks.com 6
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Validating Performance for the Real World

As the previous paragraphs point out, DDoS attacks require a defense solution with a lot of horsepower

to analyze the traffic and then take appropriate action. Also, this horsepower is not always treated equally
when validating performance. DDoS mitigation vendors provide metrics to indicate the processing capacity
of their product in terms of bandwidth, or packet-per-second (pps) forwarding. These figures are typically
performed in a static lab environment, with a set traffic pattern, in a best-case scenario. When used in a
production environment, the system is likely configured with various policies and is processing various
traffic types simultaneously. Real-world performance is almost impossible to define and for a vendor

to report on, as the network conditions are always changing and it depends on the end user’s needs to

configure the system and protect only certain services from certain attacks.

One thing is often observed — the performance of a product in the real world may look different from the
datasheet figures. Datasheet performance figures provide a good indicator to match the product to your
needs, but it is advisable to test your product of interest, and validate it through a series of tests to see how

it holds up against a set of attack scenarios with your desired configuration.

The multi-vector attack trend illustrates the importance of validating performance. Running a basic attack
such as a SYN flood puts a base stress level onto the CPUs unless, of course, the attack is mitigated in
hardware. Making the system simultaneously fight a more complex application-layer attack such as an
HTTP GET flood attack could push a system over its limit. Periodic validation of your network’s security
performance is critical to ensure that your security solutions will hold up during various simultaneous

attacks, and to ensure that your network investments are up to the task in a growing, secured network.

I[==|l
g 220+ Mpps/150 Gbps

ixia = SYN Flood Attack

Attack/Bad User 4 x 40 GbE ports

9 .
(D | am S | IXia

Normal User Deliver On
A10 Thunder TPS

Web Servers
Microsoft IS

II Apache
IXIa || a Application Attacks

LOIC, HOIC, HULK,Tor's Hammer . . .
Attack/Bad User Amplification Attacks

Figure 4: Testing A10 Networks Thunder TPS under simultaneous loads
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Thunder TPS Performance Validation

According to Gartner's Key Insights document, Master These Eight Steps to Control the Damage From
DDoS Attacks?, organizations should “perform quarterly testing of DDoS mitigation capabilities.” In the
testing of A10 Networks® Thunder TPS™ line of Threat Protection Systems, various Ixia products were
used to assess the performance. For creating large streams with SYN requests from various IP sources,
IxExplorer provides a very powerful tool. PerfectStorm provides a very easy to use solution to define

massive scale, stateful Layers 4-7 application and security tests. Ixia's products have provided trusted

assurance that Thunder TPS performance is validated under multi-vector attack loads.
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Figure 5: Ixia PerfectStorm configuration for various attacks such as Slowloris, RUDY and DNS amplification
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Figure 6: Ixia GUI showcasing compounded IPv4 and IPv6 traffic streams to ensure that both protocol access types are protected
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This test was configured with up to 64 million concurrent sessions, and demonstrated that Thunder 6435
TPS could handle:

+ Application-layer attacks while mitigating large SYN flood attacks
+ Hardware-generated SYN cookies up to 223 Mpps

+ Software-generated SYN authentication up to 70 Mpps

Ixia Tested Performance
250

200

150

100

50

Throughput (Gbps)  SYN Cookie (Mpps)  SYN auth (Mpps)
Thunder 6435 TPS

Figure 7: Thunder TPS 6435 test highlights

Conclusion

Now that DDoS attacks are ever expanding in size, frequency and tenacity, and are within the reach of an
average user, organizations that rely on their online presence should carefully assess their DDoS defense
strategy. Multi-vector or compounded DDoS attacks stress the network in different segments, with the
intent of breaking any of the critical components of the service's underlying infrastructure. DDoS protection
systems such as A10 Networks Thunder TPS line of Threat Protection Systems leverages many hardware
acceleration components to distribute attack traffic where it can be mitigated most effectively. A10 Thunder
TPS provides high-performance, network-wide protection against DDoS attacks, and enables service
availability against a variety of volumetric, protocol, resource and more sophisticated application threats.

Ixia products such as PerfectStorm provide the ability to combine authentic DDoS traffic with your network’s
real-world mix of application traffic. Ixia's test solutions show the effects DDoS attacks can have on

your applications, individual devices, networks and data centers. Validating performance under various,
continuous loads provides a better indication how a solution holds up in the real-world environment that

is your network, ensuring that your DDoS protection strategy can scale against the largest and most
sophisticated DDoS attacks, now and in the future.
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About A10 Thunder TPS

A10 Networks Thunder TPS product line of Threat Protection Systems provides high performance, network-
wide protection against distributed denial of service (DDoS) attacks, and enables service availability against
a variety of volumetric, protocol, and more sophisticated application attacks. To learn more about the

Thunder TPS capabilities, please visit https://www.al0networks.com/products/thunder-series/thunder-tps-

ddos-protection.

About A10 Networks

A10 Networks is a leader in application networking, providing a range of high-performance application
networking solutions that help organizations ensure that their data center applications and networks remain
highly available, accelerated and secure. Founded in 2004, A10 Networks is based in San Jose, California,
and serves customers globally with offices worldwide. For more information, visit:

www.al0networks.com
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A10 Networks, Inc North America

3 West Plumeria Ave. sales@al0networks.com
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