A10 Networks, Inc.
Statement regarding EU DORA Compliance

Thank you for your inquiry regarding A10 Networks’ readiness to support compliance with the EU Digital
Operational Resilience Act (DORA). To explain what A10 does to comply with EU DORA requirements and
support your EU DORA compliance obligations, please see the “A10 Networks Data Processing”, which we have
separately provided.

Please also see below additional information about A10 Networks, our data processing operations, and our data
security measures. This document is not intended for any other persons or entities and shall not create any third-
party beneficiary rights. This document contains competitive, and confidential, information reflecting our trade
secrets. You must hold such information in strict confidence and only use and disclose this information to your
employees and advisors as necessary to address your EU DORA compliance needs.

About A10 Networks

Founded in 2004 and headquartered in San Jose, California, A10 Networks provides secure, scalable application
solutions for on-premises, cloud, and edge-cloud environments. Our portfolio includes software and hardware
solutions designed to enhance cyber protection and digital responsiveness across dynamic IT and network
infrastructures. Serving over 7,700 customers worldwide, including leading enterprises and service providers, we
are dedicated to ensuring that business-critical applications and networks are secure, available, and efficient.

Our Limited Processing of User Data

We manufacture and sell load balancing, software and securities products that facilitate customer network
operations. Our customers use our products to process their data (“User Data”) for security and application
delivery (DDoS, Firewalling, encryption/decryption processes, and application monitoring). We generally do not
have access to User Data, unless customers knowingly and intentionally share User Data with us, such as for
limited and incidental purposes in the context of technical support.

When our technical staff service our products, they do not have any need to view or access User Data flowing
through, or stored on A10 Networks products. Our staff do not view or download any User Data in the context of
regular servicing. We recommend that our customers not make sensitive User Data available to our support staff
in the context of servicing. If you provide access to limited User Data in the context of support requests as a
necessary element of servicing, our personnel are expected to protect such data and treat it as an incidental
element of its response to the service request and hold it in strict confidence per our data privacy and security
practices. Although you may choose to provide us with limited User Data to support the provision of technical
and other support, all such information will be limited to information you choose to provide to facilitate
management of such requests and, likely, will be related to the contact information of your personnel, not your
customers. Although we cannot control the nature of the User Data that you choose to submit to us, we do manage
such data in accordance with our practices as stated at https://www.alOnetworks.com/company/legal/privacy-

policy/.

Our Data Security Measures

Further to our data security obligations under Article 30 of EU DORA, please see Section 12 of our A10
Networks Data Processing Addendum. In addition, for ease of reference, we have attached our statement of
technical and organizational measures.
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TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND
ORGANISATIONAL MEASURES REGARDING THE SECURITY OF THE DATA

A10 maintains a comprehensive Information Security Management System based on the ISO/IEC 27001:2022
standard (“Security Management System”). The Security Management System is used to manage information
within A10 that includes administrative, technical, and physical safeguards designed to protect the confidentiality,
integrity and availability of User Data. A10’s Security Management System includes the following elements which
are independently reviewed and certified on a yearly basis:

1. Policies and Procedures

A10 maintains policies and procedures intended to protect the confidentiality, integrity, authenticity and availability
of User Data and protect it from accidental, unauthorized or improper disclosure, use, alteration or destruction. A10
has implemented policies on risk analysis and information system security, and policies and procedures to assess
the effectiveness of cybersecurity risk-management measures.

2. Access Controls
A10 maintains policies, procedures, and operational processes intended to:

2.1.  limit physical access to User Data and the facility or facilities in which it is stored to properly
authorized persons;

2.2.  ensure that all members of the A10 workforce (including contractors) who require access to
User Data have appropriately controlled access, and to prevent those workforce members and
others who should not have access from obtaining access;

2.3.  authenticate and permit access only to authorized individuals, including multi-factor
authentication or continuous authentication solutions, where appropriate;

2.4.  prevent members of the A10 workforce from providing User Data or information relating
thereto to unauthorized individuals;

2.5.  assign a unique ID to each person with computer access to User Data;
2.6.  restrict access to User Data to only those people with a “need-to-know” for a permitted purpose;

2.7.  regularly review the list of people and services with access to User Data, and remove accounts
that no longer require access;

2.8.  maintain and enforce “account lockout” by disabling accounts with access to User Data when
an account exceeds a threshold number of consecutive incorrect password attempts;

2.9.  regularly review access logs for signs of malicious behavior or unauthorized access.
3. Security Awareness and Training

A10 maintains an ongoing security awareness and training program for all members of A10’s workforce (including
contractors and management).

4.  Security Incident Procedures

A10 maintains policies and procedures to detect, respond to, and otherwise address security incidents, including
procedures to monitor systems and to detect actual and attempted attacks on or intrusions into User Data or
information systems relating thereto, and procedures to identify and respond to suspected or known security
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incidents, mitigate harmful effects of security incidents, and document security incidents and their outcomes. If A10
becomes aware of any security incident that leads to a data breach impacting User Data, A10 will:

4.1.  notify User without undue delay;

4.2.  reasonably cooperate with the impacted User to investigate (which may include reasonable
cooperation with User led threat-led penetration testing (“TLPT”) testing) and remediate the
breach and mitigate any further risk to User Data;

4.3.  reasonably assist with any User obligation to report the incident to, and provide reasonable
cooperation with, a governmental authority; and

4.4. provide reasonable cooperation to User to facilitate an orderly and efficient transition of ICT
services to a third party designated by User in the event of a full or partial termination
compelled by the legal authorities.

5. Contingency and Continuity Planning

A10 maintains policies, procedures, and operational processes for responding to an emergency, or other occurrence
(for example, fire, vandalism, system failure, and natural disaster) that damages User Data or systems that contain
User Data. A10 has implemented measures intended to preserve business continuity, such as backup management
and disaster recovery measures.

6. Device and Media Controls

A10 does not permit User Data to be downloaded, or otherwise stored on laptops or other portable devices, unless
they are subject to all of the protections required herein. Such protective measures include, at a minimum, that all
devices accessing User Data are encrypted and use up-to-date anti-malware detection prevention software.

7. Audit Controls

A10 maintains hardware, software, services, platforms and/or procedural mechanisms that record and examine
activity in information systems that contain or use electronic information, including appropriate logs and reports
concerning these security requirements and compliance therewith.

8. Storage and Transmission Security

A10 maintains technical security measures to guard against unauthorized access to User Data that is being
transmitted over an electronic communications network. A10 will:

8.1.  maintain a working and up-to-date network firewall to protect data accessible via the Internet;
8.2.  use anti-malware software at all times and will keep the anti-malware software up-to-date;

8.3.  use secured voice, video and text communications and secured emergency communication
systems, where appropriate;

8.4.  maintain technical and security measures to encrypt User Data in transit and at rest;
8.5.  regularly review access logs for signs of malicious behavior or unauthorized access;

8.6.  use commercially reasonable efforts to keep A10’s systems and software up-to-date with the
latest applicable upgrades, updates, new versions and other modifications necessary to provide
security of User Data.
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9.  Assigned Security Responsibility

A10 has a designated security official responsible for the development, implementation, and maintenance of the
Security Management System.

10.  Testing

A10 regularly tests key controls, systems and procedures of A10’s Security Management System with the goal of
ensuring that they are properly implemented and effective in addressing the threats and risks identified.

11.  Third Party Vendor Management

A10 may use third party vendors in support of A10’s services to User. A10 performs a security and privacy risk-
based assessment of prospective vendors before working with vendors to validate that they meet A10’s privacy and
security standards. A10 has systems in place to address security in network and information systems acquisition,
development and maintenance, including vulnerability handling and disclosure.

12.  Disclosure by Law

In the event A10 is required by law, regulation, or legal process to disclose any User Data, A10 will (a) give
customer, to the extent possible, reasonable advance notice prior to disclosure so customer may contest the
disclosure or seek a protective order, and (b) reasonably limit the disclosure to the minimum amount that is legally
required to be disclosed.

13.  Updates

A10 continually monitors, evaluates, and adjusts, as appropriate, the Security Management System in light of any
relevant changes in technology or industry security standards, the sensitivity of the User Data, and internal or
external threats to User Data.
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