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INTRODUCTION

The task of closing the digital divide in the U.S. is falling largely

to a diverse group of internet service providers (ISPs) including
regional and rural broadband providers, electric utilities and
co-ops, satellite operators, and others. Although far smaller than
the Tier 1 giants, these providers face the same technology and
business challenges—but with fewer resources or scale, and fewer
subscribers per investment dollar.

For these ISPs, closing the digital divide offers tremendous
opportunities for growth. An estimated 42 million U.S. consumers
currently lack broadband internet service—a vast pool of potential
customers. Meanwhile, government-led initiatives are pumping
billions of dollars into rural broadband programs to offset the
considerable capital required to extend service to previously
unconnected communities, which can amount to roughly $1,800
for each fiber-to-the-home (FTTH) location.

The initial buildout investment is only the beginning; annual
operating expenses for FTTH average $53 per subscriber. Regional
ISPs must invest wisely in both the initial buildout and ongoing
operations to keep services affordable, attract subscriber adoption,
and ensure a business-viable service for these communities over
the long term. IP connectivity is a critical element of this calculation,
playing a fundamental role in the efficiency of the core network.
And that means solving the challenges posed by IPv4 exhaustion
and IPv6 migration.
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To gain insight into how the companies leading efforts to close

the digital divide are managing IPv4 exhaustion and IPv6 migration,
A10 Networks and Gatepoint Research conducted a survey of
senior decision-makers at regional ISPs, mobile network companies,
FTTH providers, regional telcos, and web and cloud hosting
companies. We asked these executives about their current plans,
concerns, and priorities.

Questions included:

* What s their annual rate of growth in number of subscribers,
endpoints, devices, homes?

» How soon do they expect to run out of IPv4 addresses
in meeting that growth?

* How did they acquire their current public IPv4 address
pools that serve subscribers?

* How quickly can they transition to IPv6?

* What concerns do they have about the transition to IPv6?

The results of the survey show increasing pressure on
organizations to accelerate their IPv6 migration as they
approach the exhaustion of their IPv4 addresses. Respondents
also cited concerns about cost, service disruption, and
resources—even as business growth remains their top priority.


https://broadbandnow.com/research/fcc-broadband-overreporting-by-state
https://www.fiberbroadband.org/d/do/3686
https://www.fiberbroadband.org/d/do/3686
https://www.fiberbroadband.org/d/do/3686
https://www.a10networks.com/blog/communications-service-providers-dont-let-ipv4-exhaustion-stop-your-growth/
https://www.a10networks.com/blog/despite-ipv6-adoption-ipv4-still-hangs-in-there-maybe-forever/

THE CONTEXT:
IPV4 EXHAUSTION AND IPV6 MIGRATION

As regional and rural service providers expand coverage to unconnected communities

and accommodate the exponential growth of connected devices, they quickly confront

two interrelated issues related to IP address connectivity: how to deal with looming IPv4
exhaustion, and how to approach eventual transition to IPvé. On one hand, free IPv4
addresses have been fully allocated by the American Registry for Internet Numbers (ARIN)
and other regional RIRs, so additional address space can usually be acquired only by leasing
it on the open market—at considerable cost. On the other hand, easily available IPvé
addresses can vastly expand capacity, but the new standard lacks backward compatibility
with its predecessor, raising issues of interoperability with existing IPv4 infrastructure.

How telecom leaders will address IP connectivity is one of the most fundamental
technology decisions they’ll make. It's also a critical business decision. After all, a
network won’t run without IP connectivity. Compounding the complexity of the issue,
IPv4 content—which currently accounts for a large majority of online content—can only
be delivered over an IPv4-compatible network. That means that as long as customers
want IPv4 content, operators have to continue to support IPv4 connectivity.

IPv4 Clients IPv4 Clients

1 |

—

No Access

IPv4 Servers IPv4 Servers

Multiple Content Types Call for Multiple Types of IP Connectivity

In fact, even as operators contemplate the inevitable migration to IPvé, many organizations
must still invest in additional IPv4 capacity to meet the demands of their growing subscriber
base while maintaining secure, high-quality service standards. Along the way, unexpected
costs of IP connectivity can quickly exhaust budgets and erode profitability.
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https://www.arin.net/

THE REGIONAL ISP MINDSET:
BUSINESS GROWTH IS JOB ONE

Efforts to close the digital divide, given heightened urgency by the COVID-19 pandemic, have
contributed to strong growth in broadband connectivity across the communication services
industry. After a year of record growth, U.S. broadband subscribers reached 135.5 million at
the end of the first quarter of 2021, including 26.5 million FTTH subscribers, 87.4 million cable
broadband subscribers, and 19 million DSL subscribers.

In the wireless sector, mobile broadband subscriptions currently make up 83 percent of all mobile
subscriptions. Fixed wireless access (FWA) is booming as well; as noted in the Ericsson Mobility
Report, “FWA will play a key role in closing the digital divide where the pandemic has exposed large
gaps for education, remote working and small businesses.” By 2026, the company anticipates
more than 360 million 5G subscriptions in the North American region.

Continuing this growth trend is the top objective cited by over half of the executives surveyed
by A10 Networks and Gatepoint Research—more than improving their subscribers’ experience,
strengthening security, making new investments, and reducing costs combined.

Which one business objective is top-of-mind for you and your organization this year?

21%

Sustaining business growth 51%

Improving subscriber experience

Strengthening network security 12%

Extending existing investment 8%

Reducing infrastructure costs 6%

Other 2%
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Top Priority:
Sustaining Growth



https://www.broadbandtrends.com/post/north-america-broadband-sustains-growth-in-1q21
https://www.ericsson.com/4a03c2/assets/local/mobility-report/documents/2021/june-2021-ericsson-mobility-report.pdf
https://www.ericsson.com/4a03c2/assets/local/mobility-report/documents/2021/june-2021-ericsson-mobility-report.pdf
https://www.ericsson.com/4a03c2/assets/local/mobility-report/documents/2021/june-2021-ericsson-mobility-report.pdf

Such efforts build on considerable positive momentum by these companies in the number
of subscribers, endpoints, devices, homes, and other metrics. A full 89% of respondents say
that they are experiencing good growth rates, ranging from 3% growth reported by more
than a quarter of respondents, to more than 20% growth in some cases.

What is your annual rate of growth in number of subscribers, endpoints, devices, homes, etc?

B Lessthan 3%

M 3%to5%

W 6% to11%

B 11%to 20%

Il More than 20%

89% of respondents say they are experiencing good growth rates,
ranging from 3% (reported by 28%) to more than 20% reported by 5%).
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This expansion is
good news for revenue,
but it also exacerbates

the issues around IP
connectivity. The faster
an ISP’s subscriber
base grows, the larger
and more urgent
its IPv4 exhaustion
challenge becomes.




COMBINING ACCESS TECHNOLOGIES,
ESPECIALLY FTTH, TO PROVIDE SERVICE

Closing the digital divide is a group effort encompassing multiple types of businesses as well
as multiple access technologies. In the Rural Digital Opportunity Fund Phase | auction held by
the Federal Communications Commission in December 2020, the 180 companies competing
successfully for funding included cable operators, electric cooperatives, incumbent telephone
companies, satellite companies, and fixed wireless providers.

In most cases, regional ISPs combine several access technologies to provide service, a mix
that usually includes FTTH. When asked what kind of local access technology they use for
their subscriber-facing network, respondents named:

Nearly three fourths of Of respondents

740/ respondents have fiber 49 O/ have fixed wireless
0 to the home. (0 to the home.

Mobile/cellular is least

Have wireline, the third
42 0/ most popular network 2 5 O/ used, provided by just one
0 in production 0 fourth of those surveyed.

What kind of network(s) do you have for your production (subscriber-facing) network?

49%
42%

Wireline

Fixed Wireless

25%

9%

Mobile/Cellular
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FTTH Leads Among
Access Technologies



https://www.fcc.gov/auction/904/round-results

EXISTING IPV4 ADDRESS SPACE FOR
REGIONAL ISPS IS RUNNING OUT, FAST

IPv4 exhaustion isn't a theoretical issue for most regional ISPs. It's a clear and immediate business
problem. When asked how soon they expect to run out of the IPv4 addresses needed to meet
anticipated growth, 53% saw a three-year horizon at best. Only 21 percent felt comfortable they
have sufficient allocation for the foreseeable future.

How soon do you expect to run out of IPv4 addresses to meet expected growth?

13% © 7% © 23%  26% - 21%

Within the Within Within © More than © Wehave enough for
Next Year : 1-2 Years : 2-3 Years : 3 Years . theforeseeable future

While 75% of respondents still have an allocation of available IPv4 addresses, 21% have
already turned to a strategy of leasing public IPv4 addresses from another service provider.
The economics of this strategy can be challenging to say the least. At current market prices,
IPv4 addresses now average $32 each, or $320,000 to support 10,000 subscribers. For the
same amount, an operator could build out 178 more FTTH locations.

These costs will only rise. At the current annual growth rate of 13% over the past three years,
the average cost of IPv4 addresses may reach $60 by 2026. In fact, prices this high have already
been seen in some cases depending on current demand and block size, such as the $60 per IPv4
commanded by a /24 block in mid-2021.

For service providers seeking to extend the value of their existing IPv4 investments, carrier-grade
NAT (CGNAT) technology can ease the limited supply of IPv4 addresses. By mapping multiple
internal addresses to a single global public address and vice versa, CGNAT makes it possible to
share existing IPv4 addresses to 64 or more subscribers per IPv4 address. With this approach,
10,000 new subscribers could be connected using only 150 IPv4 addresses. By reducing IPv4
acquisition costs up to 80%, CGNAT allows ISPs to redirect funds to business growth, and even
sell unused IPv4 addresses to capture additional revenue.

In addition to solving IPv4 exhaustion, carrier grade networking solutions can enable address
translations between IPv4 and IPvé. In this way, operators can gain time for more gradual IPvé
adoption side-by-side with continued support for IPv4, while maintaining a seamless and secure
subscriber experience.
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Operators See a
Short Horizon for
IPv4 Exhaustion



https://auctions.ipv4.global/prior-sales
https://www.a10networks.com/blog/what-is-carrier-grade-nat-cgn-cgnat/
https://www.a10networks.com/blog/what-is-carrier-grade-nat-cgn-cgnat/

PRESSURE IS GROWING TO TRANSITION TO IPV6

While most regional ISPs are already preparing for IPvé, with a plan in place to complete
their IT, network, and customer equipment transition within the next five years, a surprising
number—over 25%—have yet to move forward on the issue at all.

How quickly do you expect to complete your IT, network, and customer equipment transition to IPv6?

14%
22%
Of respondents say

More than a 1/3 of respondents
3 é 0/ are pushing to transition to : 2 2 0/ it will take 3 to 4 years
(0] IPvé within 2 years. (0] to complete.

Of respondents
/I 40/ anticipate 5 or more years 2 8 0/ Of respondents
0 to complete. : O do not have a transition

plan for IPvé6 at all.

1to 2 years

3 to 4 years

5 or more years

No transition plan
at this time

While a shorter timeline to IPv4 exhaustion roughly correlates to a quicker IPvé transition
among ISPs, this isn't always the case. Among respondents anticipating that they will run
out of IPv4 addresses within the next year, 15% still have no plans to transition to IPvé.

Most ISPs
Are Preparing for

Regardless of how quickly they transition their own infrastructure to IPvé, service providers

will still need to support the co-existence of IPvé and IPv4 for years to come. Less than 20% of
websites currently use IPv6, while almost two-thirds of Google queries access the internet use IPvé6—But Not All
IPv4. As long as customers want IPv4 content, ISPs will have to support IPv4 connectivity.
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IPV6 TRANSITION REQUIRES
CAREFUL PLANNING AND EXECUTION

The conversion of existing IPv4 infrastructure to IPvé is a costly, long-term, and risky project
that can include numerous challenges such as:

* Inventorying and evaluating all existing * Managing customer communication
network elements and devices - Risking the disruption of service and
+ Reconfiguring routers and firewalls applications, and impaired quality,

* Changing out incompatible customer due to the complexity of the project

premises equipment (CPE)

Survey respondents cited a similar range of concerns about their move to IPvé. Nearly
half—46%—were worried about subscriber service. Thirty-nine percent named high equipment
replacement costs, while a similar number felt hampered by a lack of resources or expertise.
Other areas of concern included budget, SLA maintenance, logging for law enforcement,

and security.

Which of the following concerns are impacting your inevitable move from IPv4 to IPv6?

Service disruption to subscribers
Costly equipment replacements
Lack of resources or expertise

Lack of budget

Effective/efficient logging for quick
response to law enforcement queries

Maintenance of service level agreements

Security
Other

Given these challenges, regional ISPs need to take a considered, methodical, and gradual
approach to the transition. They need a way to avoid disruption and maintain quality while
bridging to IPv6 and address IPv4 exhaustion at the same time.
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Service Quality, Cost,
Resources, and
Skills Raise Concerns
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NETWORK TRANSFORMATION FOCUSES
ON BOTH PERFORMANCE AND EFFICIENCY

While CGNAT can help operators solve the challenges of IPv4 exhaustion and IPvé migration,
any changes made to the network must still meet essential operator requirements. When
asked which criteria they consider important when evaluating changes in network equipment
and operations, the top-four named by regional ISPs were:

* Network performance » Cost savings
+ Customer satisfaction

» Efficiency improvements |

]
i
:
1

What criteria do you consider important when evaluating changes in network equipment and operations?

77%
66%
56% 55%
38%

Network Efficiency Cost Customer Resource Investment |
Performance  Improvements Savings Satisfaction Allocation Protection Performance and
....................................................................... Efficiency Considerations
Say Efficiency Gains Guide Network

0 is the mostim
: portant
; ; O/O é é /0 when evaluating changes. Tech ﬂOlogy ChangeS
Say Cost Savings
5 é% is the most important : :

when evaluating changes.

Respondents state maintaining peak
Network Performance is paramount : Say Customer Satisfaction

whgn evaluating changes to network 5 5% is the most important
equipment and operations. : when evaluating changes.
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METHODOLOGY

Between May and August 2021, Gatepoint Research invited
selected IT executives to participate in a survey themed,
“Approaches to Managing IPv4 Exhaustion & IPvé Migration.”
Candidates included a diverse range of both business types
and management levels.

Companies including smaller internet service providers,
mobile network companies, regional telcos, FTTH providers,
and web and cloud hosting companies.

A10 Networks’ Solutions for

IPv4 Exhaustion and IPv6 Migration [—]_
A10 Networks provides CGNAT technology that enables
service providers and other organizations to extend

depleted IPv4 address pools and infrastructure, build a

seamless transition path for IPvé6 migration, and secure
growing volumes of vulnerable IPv6 addresses.

Learn More
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https://www.a10networks.com/solutions/service-provider/cgnat-ipv6-to-ipv4-migration/

ABOUT A10 NETWORKS -

environments at hyperscale. Our mission is to enable service providers and enterprise
applications that are secure, available and efficient for multi-cloud transformation ¢
better business outcomes that support investment protection, new business models a
infrastructures, empowering our customers to provide the most secure and available dig

A10 Networks is based in San Jose, Calif. and serves customers globally.

For more information, visit A 10nctworks com and follow us @ A0 Networks,
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