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Introduction

As organizations pursue hybrid cloud to bolster digital resiliency, they are
finding that foundational infrastructure can make or break the realization of
their plans. Occasionally overlooked, but essential to success, is application
delivery infrastructure, which invariably must be reassessed and modernized
to support effective cloud migrations and hybrid cloud initiatives.

In evaluating application delivery infrastructure for support of digital
resiliency and hybrid cloud, organizations should consider whether their
current load-balancing and application delivery controller (ADC)
infrastructure possesses the automated agility, flexibility, elastic scalability,
comprehensive application security, multiple form factors, and flexible
licensing that have emerged as key requirements for application
developers, DevOps, SecOps, and ITOps.

Hybrid Cloud and Digital Resiliency

AT A GLANCE

KEY STATS

32% of organizations cited integrated
network and security management as a
permanent NetOps change made during the
pandemic.

WHAT'S IMPORTANT

Modernized application delivery
infrastructure is essential to hybrid cloud
success.

KEY TAKEAWAY

Organizations need to ensure that their
application delivery infrastructure can
support cloud-centric requirements.

Organizations worldwide are adapting to a hybrid world where applications are distributed across on-premises
environments and one or more public clouds. COVID-19 highlighted and accelerated the reliance on applications and the
digital environment, showcasing the need for resiliency through engaging user experience, availability, and security.

In response to questions in IDC's Enterprise Networking: Emergence of the New Normal Survey (December 2020), 32% of
respondents identified "more integrated network and security management" as the network operations change they
made in 2020 that will become permanent in their organization (see Figure 1). More than 28% cited improved network
management (including automation, analytics, and visibility), and 25% emphasized a shift to flexible consumption models

and increased use of cloud applications.
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FIGURE 1: Integrated Network and Security Management and Improved Automation/Visibility
Top Permanent Changes
Q What are the most important changes to your network operations in 2020 in response to
COVID that will become permanent changes to your organization?

More integrated network and security management [ NNININELEIE 3.0

Improved support for remote/work-from-home employees | NRNRREREREBSMS I 206

Improved network management tools for automation,
visibility, analytics

I, 23.4

Shifting to more flexible consumption/network-as-a-service
models

Increased use of cloud services/applications (1aaS, SaaS) | NRNRNNEIGgEN 243

I, 5.2

Increased focus on end-user and application experience | I 235

Increased reliance on unified communications and
collaboration (UC&C) platforms

I 1.4

(% of respondents citing permanent change)
n =250 U.S. respondents

Source: IDC's Enterprise Networking: Emergence of The New Normal Survey, December 2020

Notwithstanding the far-reaching implications of the pandemic, enterprises are pursuing a hybrid posture for reasons that
include enabling business agility, improving digital experience and engagement, obtaining potential cost savings, ensuring
that applications run where they can provide the greatest business benefits, and — more recently — achieving business
resilience. Indeed, IDC's Digital Resiliency Investment Index found that investments in digital resilience increased steadily
throughout the crisis, resulting in greater adoption of clouds and an acceleration of digital transformation projects.

Nearly every organization is striving to leverage clouds as a way of securely delivering applications and services that are not
only agile but also profoundly engaging for customers and employees. Companies need to pursue these objectives while
making no compromise on security; a lapse there could not only disrupt the business but also severely hurt its brand.

It is no wonder, then, that the transition to hybrid IT is far from simple, with the biggest challenges relating to
management complexity spanning hybrid cloud infrastructure and operations. While organizations have embraced cloud
for its agility, the management complexity entailed by hybrid environments and the need to adopt cloud-centric
operations effectively compromises and inhibits cloud's promise of agility.

There is no question that the broader distribution of applications and workloads across heterogeneous application
architectures compounds the complexity challenge. The infrastructure and services that support distributed applications
are becoming more complicated, too, with application delivery infrastructure and security functions such as DDoS
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protection moving to software form factors (VMs, containers, etc.) and to cloud-based delivery and service models.
Indeed, IDC predicts that 80% of enterprises will focus on overhauling infrastructure costs and reducing operational
complexity by 2024.

The challenges extend beyond supporting multiple form factors. Ensuring that applications are served by the right sets of
technologies is also an important consideration. Organizations looking at refreshing or modernizing their existing ADCs
must consider how requirements evolved in relation to functionality such as PFS/ECC and TLS 1.3 encryption standards,
continuous integration/continuous delivery (CI/CD) or blue/green traffic control, IPv6, and protocols such as QUIC and
HTTP/3. IT buyers and operators must ensure that these requirements, as well as form factors and clouds, are carefully
and continually considered to ensure that no adverse effects are incurred in relation to SLAs and compliance. Greater
observability fills a need as well, especially in environments that are distributed, diverse, and therefore inherently
complex. Given the dynamism of digital business and application portfolios, flexibility is another factor that must be
considered. On this front, flexible and portable licensing that can support consumption-based pricing and elastic
scalability has emerged as a significant requirement for many organizations. The demand for flexibility is also served by
application delivery infrastructure scripting to tailor application behavior and popular automation tools such as Ansible
and Terraform.

These challenges are the reasons why the push for simplicity has become so acute. Enterprise IT departments need to
find a way to support and expedite agility and flexibility while simplifying management and maintaining control. They
require application delivery infrastructure that gives them the ability to define and enforce consistent policy across
hybrid environments, from applications in on-premises datacenters to the growing number of workloads residing in
public clouds. In this context, automation that facilitates speed of deployment is important, but so is automation that
improves the agility and effectiveness of day-to-day operations throughout the network life cycle (Day 0 and Day 1 but
also Day 2 and Day N).

Additionally, this approach to intelligently automated application delivery infrastructure should align with DevOps
principles and the needs of application developers. This means providing automation that conforms with CI/CD pipelines,
elastic autoscaling, and code pushes. Although autoscaling has been synonymous with laaS clouds, it is increasingly
making its way into on-premises environments, where the demand for a cloudlike experience — for both operators and
employees — has become pervasive. Software-based offerings can provide such autoscaling, ensuring that application
delivery infrastructure can accommodate dynamic demand profiles.

As noted, visibility that confers actionable insights offers significant value, too. Such visibility should extend all the way up to
the application layer to facilitate automated policy-based traffic steering as well as full-stack application insights that can
provide observability for CI/CD, root cause analysis, and faster remediation of issues that threaten application availability.

Application delivery infrastructure across this hybrid environment must be represented in various form factors (hardware,
multitenant, or software appliances, including virtualized, containerized, bare metal, and cloud services) to reflect
heterogeneous application architectures. Centralized management for consistent policies and operations is essential,
ensuring both agility and flexibility spanning on-premises environments as well as major clouds. Centralized management
also supports objectives related to governance and compliance, and it provides role-based access controls (RBACs), with
relevant observability functions, so that DevOps, SecOps, and NetOps obtain the services and insights relevant to their
mandates and requirements.
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In addition, both local load balancing, also known as local traffic management (LTM), and global server load balancing
(GSLB), also known as global load balancing/global traffic management (GTM), should be supported. Indeed, the salience
and applicability of GSLB have grown as hybrid and multicloud have become more prominent. That trend was intensified
by the COVID-19 pandemic, which drove a need for resilience that extended to networks that could maintain application
and service continuity as workloads and data were distributed geographically.

Increasingly, organizations perceive value from cloud-delivered and cloud-managed platforms for networking and
security. Having that option available can help many organizations achieve efficiencies and reduce costs associated with
having to run platforms on premises. Also, businesses that do have large datacenter investments should explore modern
approaches, typical in cloud offerings, that can be mirrored to drive on-premises efficiencies.

Benefits

Deployment of modern application delivery infrastructure, capable of addressing all the previously mentioned
challenges, delivers the following benefits:

»  Agility with control and without compromise. Nearly every organization wants to be quicker and more agile, but
they want to achieve those ends with control and discipline. In other words, they want to move in a faster and
more cloudlike way that suits their own approach to control in areas such as compliance and security.

» Operational efficiencies, with centralized management and consistency policy reducing the complexity of
managing across heterogeneous infrastructure and clouds while ensuring user experience. This benefit involves
optimizing staff efficiencies through automation, reducing human error, and leveraging technology investments
that bridge skills gaps.

» Better support for business objectives and outcomes. This advantage derives from having a platform that can
support workload heterogeneity and hybrid cloud.

» Better alignment between developer and operator requirements. Alignment can be achieved through RBAC and
associated application observability.

»  Flexibility, which derives from ensuring that existing and future workloads and existing infrastructure and
investments can be leveraged as application delivery infrastructure requirements evolve. Flexibility also derives
from being able to utilize flexible licensing (and license portability) and consumption so that organizations are not
inhibited from running application delivery functions and infrastructure wherever they are needed, spanning form
factors and clouds.

»  Ability to meet compliance requirements in hybrid environments. This benefit is associated with having the
flexibility to place, support, and customize workloads where they can provide the greatest possible value.

» Reduced operational overhead and costs. These result from centralized and automated operations.
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A10's Approach to Secure Hybrid Application Delivery Infrastructure

The A10 product portfolio is designed to help enterprise organizations modernize their application delivery, whether it takes
place on premises or in a hybrid or multicloud environment. A10 has developed its products to serve as flexible, scalable
solutions that enable applications to be continuously available, secure, and optimized to provide engaging digital experiences.

The application delivery portfolio includes flexible, scalable ADCs available in all form factors: software, virtual edition,
bare metal, hardware appliance, and containers and Kubernetes (cloud native).

Integrated with the ADC portfolio is A10's Harmony Controller, which manages and orchestrates A10 ADCs, spanning all
form factors in heterogeneous application environments. This orchestration also extends to other A10 products,
including the Thunder CGN, SSLi, and CFW. The Harmony Controller brings automated intelligence to the entire life cycle
of application delivery infrastructure, starting with centralized provisioning and management, which simplifies application
and policy deployment across on-premises datacenters, private clouds, and public clouds. It also provides analytics for
actionable insights that simplify and focus effective operations, helping boost operational efficiency and agility.
Additionally, granular, real-time, per-application analytics provide detailed visibility into application traffic, helping
achieve fast root cause analysis and accelerated troubleshooting and remediation.

The Harmony Controller is available as a centralized cloud service (SaaS) or as software that can be deployed on premises.
Organizations can choose a trial using the cloud service and then decide whether to go into production the same way or with
an on-premises deployment. Having this option provides choice and flexibility, reducing barriers and inhibitors to adoption.

In the same vein, A10's Polynimbus ("many clouds") represents a holistic approach to secure application services that
addresses on-premises datacenters and clouds as an integrated hybrid environment. With the Polynimbus philosophy,
A10's goal is to recast application delivery to facilitate greater simplicity, agility, consistent operations, and pervasive
security across a multicloud application landscape to meet business and application requirements.

Comprehensive Application Security and Shared Intelligence

A10 recognizes that security exploits and vulnerabilities are constant threats to application availability and integrity.
Accordingly, the company offers a secure service stack that encompasses SSL/TLS offload, web application firewall (WAF),
single sign-on and CAPTCHA capabilities, embedded anomaly detection and layered DDoS protection, a datacenter
firewall, and other application security capabilities. A10 Threat Intelligence Service, available on a subscription basis,
leverages reputation data to assess and proactively block known DDoS attacks. A10's approach to connected and shared
intelligence involves data sharing between services, which is intended to provide detailed application security insights.

The centralized intelligence for A10's application security is the Harmony Controller, which orchestrates and manages
security policies across the entire application delivery and security infrastructure. It also manages policy and intelligence
governing geosensing and geolocation data, helping obviate and mitigate regional security threats and minimize issues
that could impair application availability.

The company also offers enhanced support for modern TLS/SSL ciphers and TLS 1.3 and delivers high-speed TLS/SSL
performance while meeting PFS/ECC requirements. The capabilities are useful as organizations continue to refresh and
upgrade older implementations for compliance and as they strive to continually meet customer security and
performance expectations.
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Focus on Enhancing User Experience

Support for enhanced user experience helps simplify and speed the work of ITOps while adding to the engagement and
satisfaction of application users. To maintain application availability and experience, A10's portfolio includes integrated
GSLB, which provides global traffic management to support application resilience and continuity through faster, localized
server response to end-user requests. Moreover, cloud redundancy also supports user experience and application
continuity, providing proactive resilience in the event of cloud or network transport outages, prohibitive cloud subscription
costs, or other unforeseen events. Enhanced user experience is also supported through content caching, compression, and
TCP optimization, which combine to accelerate content transfers and optimize application performance.

Ecosystem and Integrations

Most enterprises want to protect and fully leverage, wherever possible, existing investments they have made in
technologies and supplier relationships. For example, many organizations have deployed and are using networking,
security, cloud, and automation platforms that are used by NetOps, SecOps, and DevOps teams. Recognizing the
multivendor nature of hybrid IT environments, A10 has established technology partnerships with vendors such as
HashiCorp, Dell, Microsoft, Nutanix, Oracle, Red Hat, and VMware.

Scripting is key for integration, in addition to the aFleX (TCL) traffic scripting capabilities. It also supports third-party
automation tools designed to manage infrastructure as code, such as Terraform, and provides full interface parity
enabled by autogenerated APIs (aXAPI) to provide consistent, efficient operations across heterogeneous infrastructure
and hybrid environments. Discovery and operational insights are also available through native integration with popular
open source projects such as Grafana and Prometheus, and automatic SSL certification renewal is supported by an
integration with Let's Encrypt.

A significant vendor partnership for A10 Networks involves Dell Technologies, which OEMs A10 software and runs it on
purpose-built Dell Technologies hardware appliances for a variety of application delivery and security use cases. The A10
on Dell Technologies Single Service Platform (SSP) is designed for optimized performance and to allow customers to run
A10's Thunder ADC, SSLi, or CGN on Dell hardware. Meanwhile, A10 on Dell Technologies Multi-tenant Virtual Platform
(MVP) enables consolidation of multiple separate appliances on one Dell hardware appliance through the
implementation of up to eight virtual instances of Thunder ADC, SSLi, and CGN.

For customers invested in Dell infrastructure, an additional benefit of these A10 on Dell offerings is the integration with
Dell OpenManage, which allows for consistent and centralized management to increase reliability.

Flexible, Inclusive Licensing

To address the need for agile and flexible cloud-centric architectures and operations, A10's FlexPool features capacity
pooling of ADC resources so that customers can procure application delivery infrastructure on demand and then allocate
and redistribute those resources as required across hybrid and multicloud application environments. FlexPool's benefits
include the choice and flexibility that derives from a consumption-based software model as well as the agility and speed
that accrues from elastic scale. FlexPool's licensing terms include a full feature set, and no additional licensing is required.
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Challenges

A major challenge for enterprises involves gaining an appreciation for how to mitigate the inherent complexity of
delivering and securing applications across a hybrid or multicloud landscape. Many organizations find themselves
overwhelmed by the enormity of the challenge, and they retreat from addressing it comprehensively. Instead, they deal
with a seemingly endless stream of disparate problems and issues on a disconnected, piecemeal basis, failing to devise or
implement a unified plan for infrastructure and operations that could facilitate a concerted, orchestrated approach to
application delivery and application security with newer and evolved approaches.

This challenge is sometimes compounded by disconnected digital business initiatives and shadow IT, with applications
and workloads being taken to multiple clouds without centralized IT oversight and management. Such activity can result
in considerable complexity, costs, and operational inefficiencies as well as an impaired approach to business resilience.
For vendors such as A10 seeking to serve enterprises, this represents a challenge, too, with separate buying centers
moving along parallel paths, sometimes unaware of applications and related investments being developed and occurring
elsewhere in the organization.

Conclusion

Hybrid IT is a reality for enterprises today, and a growing number of enterprises are Hybrid IT is a reality
embracing a future that will include multicloud. Nonetheless, many challenges — for enterprises
spanning architecture, infrastructure, and operations — remain. today

A comprehensive and orchestrated approach to cloud-centric, consistent, and secure

application delivery infrastructure should be strongly considered by any organization

pursuing hybrid IT in connection with digital transformation. If A10 continues to execute

on its approach to provide centrally orchestrated hybrid and multicloud application delivery infrastructure, it will be well
placed to meet the challenges cited in this paper and to help enterprises simplify the daunting complexity associated with
transitioning to successful hybrid IT.
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