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Executive Summary

You and your data center are a target. Once that concept sinks in, organizations can plan around 
proper security methodologies to ensure optimal uptime and resiliency. Modern connectivity 
requirements have given organizations many new services and challenges. 

With the increase in cloud and colocation utilization comes a real increase in security threats. 
There’s little doubt that as the size, frequency, and complexity of distributed denial of service 
(DDoS) attacks continue to rise, data center and cloud service providers must have solutions in 
place to protect the availability of their infrastructure and services. Now, there are three specific 
types of attacks that attackers can utilize to bring a system to a halt:

▶▶ Volumetric Attacks

▶▶ TCP State-Exhaustion Attacks

▶▶ Application-Layer Attacks

Just how extensive are some of these attacks? Microsoft recently mitigated a 3.47 Tbps attack 
and two more attacks above 2.5 Tbps. This was five times larger than the record-breaking  
623 Gbps attack from the Mirai botnet attack in 2016. 

This paper will dive into the challenges of managing and securing a modern digital infrastructure 
against emerging DDoS attacks. We will also explore how DDoS has evolved, the monetization of 
the data, and using new tools to fight back against some of the largest DDoS attacks. 
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Introduction

First, look at the data center industry and its rapid 
expansion. A new report from Fortune Business 
Insights indicates that the global demand for more 
efficient IT technologies combined with the economic 
advantages of modern, consolidated connectivity 
applications has contributed to the exponential rise 
in the scale and power of data centers. As the report 
points out, the global data center infrastructure 
market size is projected to reach $142.31 billion by 
2027, compared to 2019, when the global market 
value stood at $94.56 billion. 

That’s quite a bit of growth. Coupled with this 
expansion of digital infrastructure are emerging 
threats against critical systems. Distributed Denial of 
Service (DDoS) attacks aren’t anything new. The first 
known distributed denial of service attack occurred 
in 1996 when Panix, now one of the oldest internet 
service providers, was knocked offline for several 
days by a SYN flood. This technique has become a 
classic DDoS attack. Over the next few years, DDoS 
attacks have become common, and Cisco predicts 
that the total number of DDoS attacks will double 
from the 7.9 million seen in 2018 to something over 
15 million by 2023.

So, what happens when it all goes down? According 
to Uptime Institute’s 2022 Data Center Resiliency 
Survey, the vast majority (80%) of data center 
managers and operators experienced at least one 
outage in the last three years. And Forrester’s Costs 
of Planned and Unplanned Downtime Report found 

that 41% were hit with unexpected downtime every 
week or month. How much does this ultimately cost 
you? Uptime Institute’s 2022 Outage Analysis Report 
found that downtime costs continue to rise:

▶▶ �Over 60% of outages cost more than $100,000,  
an increase from 39% in 2019.

▶▶ �15% of outages cost more than $1 million,  
an increase from 11% in 2019.

This is why it’s essential to have direct visibility into 
all assets and aspects of your data center operations. 
It becomes even more critical as your cloud, edge, 
and data center systems become further distributed.

Remember, an outage due to a DDoS attack 
doesn’t just impact the bottom line; there are also 
reputational and legal ramifications. So, how scary 
are DDoS attacks for the data center and colocation 
industry? The latest AFCOM State of the Data Center 
report states that DDoS attacks have grown in 
size and ferocity. For example, the FBI is alerting 
healthcare data center technology leaders to the 
rise in DDoS attacks against their most critical health 
service systems. As the report points out, DDoS 
attacks are in the Top 6 Security Threats for data 
center leaders, with 34% calling it a direct threat 
against their digital infrastructure. 

But how many leaders have a plan and the technology 
to protect against DDoS? A recent A10 blog post 
published the results from the Gatepoint Survey of 
Data Center providers in North America which found
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https://www.fortunebusinessinsights.com/data-center-infrastructure-market-104659
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https://www.cisco.com/c/en/us/solutions/collateral/executive-perspectives/annual-internet-report/white-paper-c11-741490.html
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https://www.businesswire.com/news/home/20220608005265/en/Uptime-Institute%E2%80%99s-2022-Outage-Analysis-Finds-Downtime-Costs-and-Consequences-Worsening-as-Industry-Efforts-to-Curb-Outage-Frequency-Fall-Short#:~:text=According%20to%20Uptime%27s%202022%20Data,between%2070%25%20and%2080%25.
https://www.ibm.com/downloads/cas/L57KW7ND#:~:text=Due%20to%20its%20nature%2C%20our,loss%20of%20productivity%20and%20money.
https://www.ibm.com/downloads/cas/L57KW7ND#:~:text=Due%20to%20its%20nature%2C%20our,loss%20of%20productivity%20and%20money.
https://www.businesswire.com/news/home/20220608005265/en/Uptime-Institute%E2%80%99s-2022-Outage-Analysis-Finds-Downtime-Costs-and-Consequences-Worsening-as-Industry-Efforts-to-Curb-Outage-Frequency-Fall-Short#:~:text=According%20to%20Uptime%27s%202022%20Data,between%2070%25%20and%2080%25.
https://datacenterworld.com/sites/default/files/AFCOM_State of the Data Center_FINAL_2021_5-10-21.pdf
https://healthitsecurity.com/news/fbi-alerts-to-rise-in-ddos-attacks-via-exploited-built-in-network-protocols
https://www.a10networks.com/blog/data-center-operators-react-to-threats-with-ddos-mitigation/
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that 42% don’t have any DDoS protection offerings 
for their customers, and only 26% have an enhanced 
solution capable of mitigating the largest types of 
DDoS threats. In these situations, providers usually 
have some DDoS protection for their infrastructure. 
However, they don’t offer it as a separate service for 
their customers or tenants. We’ll discuss this further, 
but in these situations, providers could provide 
customers with a robust DDoS mitigation offering as a 
managed service by upgrading their DDoS protection.

And it’s not just the number of DDoS attacks that is 
increasing. Threat actors are creating ever larger 
botnets — the armies of hacked devices used to 
generate DDoS traffic. As the botnets get bigger, the 
scale of DDoS attacks is also increasing. A distributed 
denial of service attack of one gigabit per second is 
enough to knock most organizations off the internet. 
Today, we’re seeing peak attack sizes in excess of one 
terabit per second generated by thousands of devices 
recruited from the millions of available suborned 
devices. 

A final important point. It’s critical to look at DDoS 
attacks not just in size but also in their persistence. 
Most DDoS attacks are not large volumetric attacks; 
many are less than 10 Gbps. While these are not 
a threat to data center availability because these 
attacks fly “under the radar” due to their small size, 
they still threaten the individual tenants of the data 
center provider. Here’s what you can expect from 
these smaller but persistent attacks:

▶▶ �They continually annoy data center providers 
and tenants alike — even if they don’t threaten 
availability, they chew up resources. 

▶▶ �Persistent DDoS attacks are 
becoming more prevalent 
due to the easy availability of 
DDoS-for-Hire resources that 
encourages anyone to launch 
a DDoS attack for any reason.

▶▶ �With these persistent 
threats, there is a cost 
or consequence for DDoS 
attacks, even if they don’t 
“take the data center down.”

Let’s take a pause here and  
take this all in. We know that 
the number of connected points 
we use every day continues  
to increase, and we also 

understand that the threat footprint against these 
connected points is also growing. That said, it’s 
time for some reflective questions. How prepared 
are you against a Layer 7 DDoS attack? What about 
a volumetric attack that takes down your network 
entirely? Do you have the tools to mitigate some of 
the most significant DDoS attacks to date? It’s time to 
review modern DDoS threats and the tools you use to 
protect your business and customers. 

Finally, we’ll examine a few real-world data center 
leaders who successfully fought against DDoS and how 
this impacted their business. 

In This Paper
This paper will explore critical new 
considerations as leaders design the future  
of digital infrastructure. Specifically, we’ll  
cover the following:

99 The state of cybersecurity and DDoS

99 �Why DDoS today is far more dangerous  
than ever before

99 �New tools to fight back against DDoS  
and emerging network security threats

99 �How data center leaders and managed  
service providers are enhancing service 
solutions through DDoS protection

Source: Gatepoint Research Pulse Report, “DDoS Trends in the Data Center”

Do you offer DDoS detection and mitigation services  
to your customers?

32%

26%

26%

16%

Yes, we include basic DDoS 
protection to our customers 

at no additional charge

Yes, we include enhanced 
DDoS protection to our 

customers for an additional 
fee

Just 32% of those surveyed 
offer basic DDoS protection at 
no charge.

26% charge a premium for 
protection.

Some (16%) plan to offer 
protection in the future, but 
26% offer no protection.

No, we do not offer any DDoS 
protection to our customers

Not yet, but we plan to
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Section 1: The State of Cybersecurity: The DDoS Threat

As we look at the digital landscape, we quickly see 
that data is growing in proportion to how much 
it’s worth to the bad guys. According to Cisco, the 
current market around cybercrime ranges between 
$450 billion to $1 trillion per year, and further 
estimates expect this number to increase. How do 
the bad guys keep making this kind of money? Simple. 
Hackers, cybercriminals, hacktivists, and nation-
states have learned to monetize their opportunities. 
While researching the Dark Web, researchers were 
able to find out how much your data is worth.  
And they learned what it costs to do things like  
DDoS-as-a-Service:

▶▶ Social Security Number: $1
▶▶ �DDoS as a Service: A DDoS attack service typically 
ranges between $7-$25 an hour. However, 
depending on the target and size, prices are highly 
variable. A DDoS attack can cost from $5 for a  
300-second attack to $400 for 24 hours or more. 

▶▶ Medical Records: >$50
▶▶ Credit Card Data: $0.25 - $60
▶▶ �Bank Account Info: >$1,000 (Depending  
on the type of account and balance)

▶▶ Mobile Malware: $150
▶▶ �Malware Development: $2,500  
(commercial malware)

▶▶ �Spam: $50 for about 500k emails (depending  
on the number of emails and destination)

▶▶ Custom Exploits: $100k – $300k
▶▶ �Facebook Account: $1 for an account with  
at least 15 friends

Almost anyone (even novice hackers) can hire a 
malicious actor or download the tools and aim it 
against a network or an individual organization. 

However, beyond script kiddies who can deploy 
simple DDoS attacks, the current security state is 
far more complex. New attacks aim to go beyond 
traditional means of disrupting a network via DDoS. 
For example, a recent Google Cloud customer was 
targeted with a series of HTTPS DDoS attacks,  
which peaked at 46 million requests per second.

To shed some perspective, this was the largest  
Layer 7 DDoS attack to date. And it was at least  
76% more significant than any previously reported 
Layer 7 DDoS attack. 

Here’s why these types of attacks are so challenging 
to overcome. Not only was there a very high volume 
of traffic, but there were also more than 5000 source 
IPs from over 130 countries. The attack leveraged 
encrypted requests (HTTPS), which would have taken 
added computing resources to generate.

To overcome this attack, Google had to go to the 
edges of its network. To support their customer, they 
needed to detect the DDoS attack early in its life 
cycle, analyze its incoming traffic, and generate an 
alert with a recommended protective rule–all before 
the attack ramped up.
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New Security Threats are Real.  
Hope is Not a Good Strategy
In a world where slow is the new down, we must 
move away from hope to implementing actual 
strategies around protection.

From a data center provider’s perspective, these 
attacks are dangerous. The challenge becomes the 
multiple threat vectors that emerge from a DDoS 
attack. Outside of the infrastructure damage, the 
damage to business and the client base may be even 
worse. Data center colocation providers must ensure 
the safety of their telecommunications and network 
operations. 

Maintaining constant connectivity is paramount to a 
business’s success as a critical infrastructure industry. 
However, with new DDoS threats, ensuring uptime 
becomes more challenging. 

Although we’ll cover this later in our paper, it’s 
important to note that specialized DDoS protection 
systems provide enhanced protection. This is 
specifically true when enabling techniques to 
mitigate these attacks, such as actionable  
(large-scale) threat lists pulling from multiple  
threat databases, traffic anomaly inspection, finding 
traffic baseline violations, using artificial intelligence 
(AI) and machine learning (ML), and more.

With all of this in mind — let’s focus on you, the  
data center operator, and how DDoS impacts the  
daily lives of data center professionals.

Section 2: Why DDoS is More Dangerous for Cloud  

and Data Center Providers

Here’s an important point many don’t realize. 
Distributed denial of service (DDoS) attacks are  
now an everyday occurrence. Whether a small 
non-profit or a huge multinational conglomerate, 
the organization’s online services — email, websites, 
anything that faces the internet — can be slowed  
or completely stopped by a DDoS attack. 

Let’s pause here and explore why DDoS attacks  
are dangerous.

For the data center, colocation, hosting, and other 
service providers, DDoS attacks threaten the network 
and service availability infrastructure to all its 
tenants, subscribers, and customers and can target 
the most valuable customers.

A successful DDoS attack can seriously damage a 
brand’s reputation and cost hundreds of thousands or 
even millions of dollars in revenue. Moreover, DDoS 
attacks are sometimes used to distract cybersecurity 
operations while other criminal activity, such as data 
theft or network infiltration, is underway.

Another critical reason DDoS is more dangerous today 
than ever revolves around geopolitical tensions. 
Recent events in Ukraine have demonstrated the 

efficacy of both state-sponsored and grassroots 
cybercriminals in launching politically-motivated 
DDoS attacks against critical infrastructure and 
government agencies. 

Data Center Providers: Take this  
Warning Seriously
Just for a moment, let’s break down the fourth 
wall and have a conversation. As the author of this 
paper, I have a unique understanding of DDoS and 
cybersecurity threats and how they impact data 
centers. As an executive at a leading hyperscale 
and data center company, our ability to deliver 
consistently available connectivity and infrastructure 
services is paramount to success. However, one key 
trend I’ve noticed is that our customers are becoming 
even more dependent on connectivity and the 
underlying infrastructure supporting their business.

The threat of a DDoS attack has grown exponentially 
as reliance on critical infrastructure has grown. 
Believe me when I tell you that your data center and 
your critical infrastructure are always a target. The 
other significant trend I’ve seen is that DDoS attacks 
continue to grow in intensity, breadth, and complexity. 

It’s important to note that specialized 
DDoS protection systems provide 
enhanced protection. 
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Suppose you have a DDoS solution, great job.  
You’re already ahead of the game. However, 
established solutions, which rely on ineffective, 
signature-based intrusion prevention or traffic  
rate-limiting, are no longer adequate. Please 
consider that entire statement. As a reflective point, 
when was the last time you reviewed your DDoS 
solution? Is it adequate? 

Taking a step back, it’s key to also look at cloud 
providers. Remember, the dominant workload 
delivery model today is hybrid and multi-cloud. 
So, if your workloads are split between cloud and 
colocation, we need to discuss a few things. Cloud 
providers currently offer DDoS mitigation services 
directly to their tenants. However, while many 
tenants benefit from such services, others require 
additional DDoS protection options, particularly when 
they are targeted directly by complex attacks.

The reason for this is threefold:

Cloud and data center providers’ DDoS 
mitigations aim to primarily protect their 

tenants against L3/L4 DDoS attacks, leaving them 
susceptible to L7 DDoS attacks.

These L3/L4 countermeasures are generally 
deployed on a reactive, as-needed basis,  

which can delay the DDoS protection from kicking  
in by 1 – 2 minutes and are not inline.

Cloud and data center providers generally 
offer a one-size-fits-all DDoS mitigation option 

that applies to every business vertical, lacking 
application-specific DDoS countermeasures.

As a result, various 
businesses (e.g., gaming, 
finance, etc.) need 
additional customized 
DDoS mitigation solutions 
that provide more 
comprehensive and 
efficient coverage. For 
example, Microsoft Azure is 
closing this gap by allowing 
customers to add inline 
DDoS protection through 
network virtual appliances 
(NVAs) available in the 
Azure marketplace. This  
is made possible by using 
Azure’s Gateway Load 

Balancer (LB) feature. The Gateway LB ensures that 
relevant NVAs are injected into the ingress path of 
the internet traffic as it heads toward Azure-hosted 
applications and services.

We’re now thinking beyond the traditional security 
parameters and focusing on new and emerging threats. 
However, there is a significant challenge we have to 
overcome. How do you know if you have a legacy  
or modern solution protecting you from DDoS?

DDoS: Legacy vs. Modern Protection
By nature, DDoS attacks are largely brute force; 
they are often perceived as crude. Legacy DDoS 
defense solutions were designed to protect network 
infrastructure from attacks, leaving legitimate users 
without a connection to the online resources they 
need. Maintaining service availability for users during 
a DDoS attack is the primary reason to deploy a  
DDoS protection solution. The solution has failed  
if legitimate users can’t access the necessary 
tools. The focus should be on legitimate users and 
protecting network infrastructure.

Remember, effective DDoS defenses must be precise, 
with the ability to intelligently distinguish legitimate 
users from attacking bots. Solutions that focus on 
strategies like Remote Triggered Black Hole (RTBH) 
and service-rate limiting to detect attacking botnets 
fall short because they are indiscriminate and can 
block access for legitimate users. Meanwhile, legacy 
DDoS defense solutions rely primarily on bits per 
second (BPS) and packets per second (PPS) thresholds 
to protect infrastructure.
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Source: A10 Networks blog, "Introducing L3-7 DDoS Protection for Microsoft Azure Tenants"
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Here’s the big question, how do you know if your 
solution is still legacy? Consider this checklist: 

99 �Your DDoS solutions rely on RTBH and  
traffic shaping

99 �You are prone to false positives and  
false negatives

99 �You have too many screens to analyze and  
suffer from the ‘swivel chair analysis’ problem

99 You lack actionable threat intelligence

99 �The solution is ineffective against sophisticated 
targeted network and application layer attacks

99 �You still require extensive manual, reactive 
analysis, and intervention

That last point is key to understanding. We need  
to talk about automation and improved intelligence. 

No organization has unlimited people or resources. 
Because of that, efficiency is imperative. Yet legacy 
DDoS defense requires a lot of manual intervention 
during wartime. It also involves a lot of people to 
resolve network challenges and takes away from 
other critical business and technology priorities.  
This is unsustainable for any organization. Not only 
does a DDoS attack diminish availability, but it also 
takes people away from valuable work. Instead of 
working on tasks that benefit the business, people 
are pulled into a firefight. 

Organizations need automated DDoS protection 
strategies that eliminate the manual intervention 
often required to defend against attacks. Leveraging 
automation based on pre-set policies maximizes 
effectiveness while minimizing the chances of false 
positives, thus preserving resources by keeping them 
focused on essential tasks and not battling DDoS.

Another critical point is creating a defensive DDoS 
strategy in your primary locations and at the edge.

DDoS Defense at the Data Center and 
Cloud Edge
To overcome legacy DDoS protection challenges, look 
for solutions that scale to defend against the DDoS 
of Things and traditional zombie botnets. Further, 
your solutions must detect DDoS attacks through 
high-resolution packets or flow-record analysis 
from edge routers and switches. Unlike outdated 
DDoS defense products, modern DDoS defenses 
include detection capabilities across crucial network 
elements, including application delivery controllers, 
load-balancers, virtual network services, and more. 
These capabilities provide the context, packet-level 
granularity, and visibility needed to thwart today’s 
sophisticated attacks.

Let’s pause here for a second and review. We’ve 
discussed how DDoS attacks have evolved into 
modern threats impacting applications, services, 
cloud providers, and data center colocation 
businesses. We’ve also examined how DDoS attacks 
have evolved over the years. Now, we’ll shift our 
focus from experiencing these attacks to defending 
against them.

Section 3: Fighting Back! Industry-Leading Tools  

to Mitigate DDoS Threats
So far, we’ve covered the evolution of DDoS and  
how it impacts data centers and cloud ecosystems. 
Now, let’s dive into specific DDoS attacks and how  
to defend against them.

There are three types of DDoS attacks on which  
we will focus. 

Volume-Based Attacks. The strategy here is 
to flood networks with heavy volumes of data. 

Think of it as a pileup on a freeway. This massive 
amount of additional network traffic will consume 

bandwidth, shut down services, prevent users and 
customers from accessing essential services and sites, 
and bring a business down to a crawl. For data center 
providers, a massive DDoS attack could slow down 
several clients sharing bandwidth. There are various 
ways a volumetric attack can happen, including 
botnets, reflection, and amplification, and the 
attack often uses connectionless UDP as the delivery 
method. While this attack can be easy to detect,  
it can get very challenging to mitigate. 

1

Not only does a DDoS attack diminish 
availability, but it also takes people away 
from valuable work. 
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Network Protocol Attacks. Network protocol 
layer attacks aim to exploit your network’s 

protocol weaknesses. You could be in trouble if you 
have poorly configured layer 3 and 4 policies. Simple 
attacks can include SYN floods or pings of death, and 
more sophisticated attacks go after higher-layer SSL 
handshake renegotiations. 

Application Layer Attacks. At the application 
layer, we use many services to allow the app to 

run. The Application layer attacks aim at application 
platforms, web servers and services, APIs, libraries, 
and even the application itself. These attacks are 
usually a lot more targeted and planned out in 
advance. Malicious actors will do their homework  
to understand the application, user interaction,  
app behavior, and potential weaknesses. 

As a data center provider, you already have much 
to worry about. However, keeping your networks 
safe is a crucial business aspect you can’t ignore. 
Telecommunications and network management have 
come a long way. And our ability to lock down and 
segment networks has advanced as well. However, 
right alongside are the malicious actors advancing 
their tactics as well. 

For data center providers, DDoS attacks are now 
more dangerous than ever. Malicious actors want  
the data that data centers store. So, what happens 
when a DDoS attack is just the tip of the spear? 

Now that you have a solid framework on DDoS 
threats, it’s key to broaden our perspective on these 
attacks. Specifically, what happens when a DDoS 
attack is only a distraction? 

DDoS as a Smokescreen
To begin, there will usually be a motive for an attack. 
In today’s connected world, a DDoS attack may be 
launched for more reasons than just taking down a 
website or a service. We mentioned smokescreens 
in a previous section. Usually, a malicious actor, 
sometimes a nation-state, will launch a DDoS attack 
to remove security resources and use the attack as 
a smokescreen to access other parts of the network. 
When DDoS is used as a smokescreen, these other 
activities may be happening:

▶▶ �Infrastructure reconnaissance. While you’re 
fighting back a DDoS attack, malicious actors might 
be pocking at infrastructure and network pieces 
to understand your security posture better. They’ll 
look for vulnerabilities, out-of-date equipment, 
unpatched systems, and more. 

▶▶ �Malware deployment. While a DDoS attack is 
ongoing, malicious actors can take the time to 
deploy malware to user devices or parts of your 
infrastructure. The goal could be a bigger target 
where malware and DDoS are used to deprecate 
further a company’s threat detection, mitigation, 
and response capabilities.

▶▶ �Data loss and exfiltration. Losing data is one 
of the most stress-inducing security events that 
could happen. Unfortunately, data exfiltration 
is the ultimate goal of a malicious actor. During 
a DDoS attack, malicious actors may leverage 
vulnerabilities or previously deployed malware 
to remove confidential data, PII, proprietary 
information, and customer data. 

3

2
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Volume-Based Attacks

1. UDP Flood
2. ICMP Flood
3. �Spoofed-Packet 

Flood

Protocol-Based Attacks

1. SYN Flood
2. Ping-of-Death
3. �Smurf DDoS
4. �Fragmented 

Packet

Application Layer 
Attacks

1. Slow|oris
2. Zero-Day DDoS
3. �Apache
4. �Windows
5. HTTP-Get
6. DNS NXDomain
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How Do You Detect Malicious Traffic?
There are two critical methods for detecting 
malicious traffic. DDoS attack traffic should be 
mitigated as close to the network edge as possible. 

Analyzing the metadata of traffic flow data— 
best for volumetric attacks

Packet inspection — effective for all three types 
of attacks 

To detect these attacks, consider the following:

▶▶ �Volumetric Attacks. Remember, this attack focuses 
on flooding your network with traffic. A good edge 
router with a flow-based analysis strategy is an 
excellent way to detect these attacks quickly. 

▶▶ �Network Attacks. These attacks aim at your 
network’s weaknesses, and a good traffic 
monitoring system will allow you to spot anomalous 
traffic patterns. Usually, lopsided SYN to FIN 
packets is a good indicator of detecting a network 
layer attack. 

▶▶ �Application Layer Attacks. Attacks at the 
application layer are sophisticated and dangerous, 
and they will exploit the logic of your application 
or an application hosted by one of your tenants. 
Outside of solid development practices, detection 
might require the analysis of a packet’s payload 
(GET vs. PUT) to detect if an attack is happening 
against an application or an app service. 

Finally, there are two ways to deploy mitigation 
strategies.

�Proactive Approach: One of the best ways to 
ensure proactive mitigation is through in-path 

packet inspection. This will help detect and mitigate 
the three types of attacks we discussed. However, 
this becomes more challenging the larger you are. 
The larger the pipe, the more expensive it becomes 
to scan ingress and egress traffic. Usually, this kind 
of service is deployed to protect specific applications 
like DNS. 

�Reactive Approach: While this method is 
excellent for detecting volumetric attacks, it’s 

not as great with network layer attacks and even less 
effective with application layer threats. Reactive 
DDoS mitigation involves analyzing out-of-band traffic 
metadata and flow data (NetFlow, sFlow, IPFIX) 
alongside on-demand mitigation. These flow-data 
deployments work well because they provide a full 
meta-data-level view of the network. You can then 
over-subscribe and apply demand to only one portion 
of the network under attack. This model is deployed 
to protect colocation services and provide DDoS 
scrubbing services. 
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Source: A10 Networks, “Dodging and Defeating DDoS Attacks: Data Center  
Provider Guide”
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Data Center 
Backbone

•  DNS amplification

•  NTP amplification

•  UDP flood 

•  Fragmentation

•  SYN floods

•  SSL renegotiation

•  Slowloris

•  HTTP floods

•  DNS NXDOMAIN attack 

https://www.a10networks.com/resources/ebooks/dodging-defeating-ddos-attacks-data-center-provider-guide/
https://www.a10networks.com/resources/ebooks/dodging-defeating-ddos-attacks-data-center-provider-guide/
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What Should I Be Looking for in a DDoS 
Solution? 
There’s never a silver bullet regarding the security 
of an entire infrastructure. However, there are vital 
considerations when selecting a solution for DDoS 
protection. Narrowing it down a bit, here are three 
critical considerations for data center providers when 
choosing a DDoS solution:

▶▶ �Aim for precision. Working through false positives, 
negatives, or other detection errors is a huge 
time constraint. Also, you might miss something 
important. Without accuracy, you’re susceptible 
to missed attacks, legitimate users experiencing 
issues, and even service downtime. One way to 
improve precision is through machine learning and 
AI. These tools act as real-time DDoS weapons that 
help sharpen your solution and keep it on target. 

▶▶ �Can you scale? The amount of newly connected 
devices accessing the typical networks has grown 
on a massive scale. Within the data center, we see 
the convergence of IT (information technology) and 
OT (operational technology) as more devices within 
critical infrastructure come online. With so many 
IoT and connected devices, it’s sometimes hard to 
have a DDoS solution that can scale alongside your 
requirements. Be sure your DDoS solution can grow 
as quickly as your connections. 

▶▶ �Efficiency during an emergency. Suppose you’re 
under attack, every single second counts. You 
will need a solution that can be as automated as 
possible. In cases of an emergency, you want to 
have as few manual processes as possible. Look 
for policy-driven DDoS solutions with automated 
escalation capabilities, detecting attack patterns 
and leveraging machine learning to improve 
mitigation effectiveness.

If you’re a data center, service provider, or an 
organization that’s rapidly scaling out, there are two 
additional points to consider:

▶▶ �Intelligent automation. Look for detection and 
mitigation capabilities. The critical difference is 
that these need to be automated to relieve scarce 
security resources of routine tasks. Intelligent 
automation will also enable quick identification of 
more sophisticated and constantly evolving attacks 
and enable auto-learning and reporting.

▶▶ �Subscriber and service provider visibility. For 
data center and colocation service providers to 
create in-depth DDoS visibility, you will need a tool 
that quickly sees service impacts to infrastructure 
and enable tenant/subscriber visibility. For those 
offering DDoS protection as a value-added service, 
providing a portal that the tenant/subscriber can 
access will increase your value to that tenant.

As mentioned earlier, the best way to see how DDoS 
impacts cloud and data center providers are to see it 
all in action. Let’s examine a real-world data center 
provider use case where modern DDoS solutions impact 
network protection and creates a business opportunity. 

Five quick steps to address  
DDoS challenges

Please review all of your services, 
document and classify them. Remove or 
isolate any services that could generate 
an attack.

Leverage tools that will allow you 
to investigate unusual traffic flow 
proactively. Strange traffic patterns 
could indicate amplification or 
reflection attacks. Looks for UDP 
services, traditional protocols like 
DNS, NTP, etc., and less standard 
protocols like ARD, CLDAP, etc. Using 
data intelligence tools that monitor the 
network can help.

Check all your critical infrastructure 
components and ensure they are all 
up-to-date. Attacks usually come 
against systems where there are known 
security holes. 

Ensure that your security and DDoS 
architecture comply with best practices 
guidelines, including CISA, your security 
vendor, and so on.

Have a robust set of procedures in place 
against cyber attacks. Remember, DDoS 
attacks can be used as smokescreens to 
distract from other attacks. So, be sure 
to monitor all activity on your network.
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https://www.pbs.org/newshour/world/european-parliament-website-under-a-sophisticated-cyberattack
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Section 4: Security and New Revenue Opportunities: Data Center 
Leaders That Have Adopted DDoS Protection Services

Data center operators are experiencing increasing 
DDoS attacks on the data center infrastructure and 
their enterprise customers/tenants, threatening 
service availability, revenue, and brand. As we 
discussed earlier, outdated DDoS mitigation and 
detection technologies are often inadequate for 
today’s threats or to meet higher requirements  
from customers.

The A10 defenses are fully automated 
solutions that leverage machine learning 
with intelligent automation to mitigate 
DDoS attacks without manual intervention.

The other reality is that outages and downtime 
are far more expensive than ever. Service outages 
and downtime lead to lost revenue, and unsatisfied 
customers increase churn and raise operational 
and marketing expenses to retain and attract new 
customers. Most importantly, however, it damages the 
data center’s brand and reputation. Your customers 
can lose over $1M with any outage, according to a 
recent Uptime Institute report. 

Data center operators must rethink how to protect 
their infrastructure and that of their customers/
tenants. They must build scalable, profitable DDoS 
defenses that can surgically distinguish an attacker 
from a legitimate user for thousands of customers. 

The best way to understand how these solutions 
work is to see them in practice. Solutions like A10 
Networks Thunder® Threat Protection System (TPS®) 
mitigate DDoS risks by providing high-performance, 
network-wide protection against DDoS attacks.  
It also enables service availability against various 
volumetric and more sophisticated application 
attacks. As we’ll read more below, the A10 defenses 
are fully automated solutions that leverage machine 
learning with intelligent automation to mitigate 
DDoS attacks without manual intervention. Thunder 
TPS provides the context, packet level granularity, 
and visibility needed to thwart today’s sophisticated 
DDoS attacks. Thunder TPS’ scale and zero-touch 
intelligent automation architecture with aGalaxy 
management interface maximize ROI and enable 
profitable DDoS protection services. 

Creating a sound strategy around DDoS helps data 
center and cloud service providers focus on data 
security and business operations. A recent Gartner 
Peer Insights study of data center providers, primarily 
in North America, indicated that most data center 
providers experience frequent DDoS attacks against 
infrastructure. 24% indicated that DDoS attacks 
happened weekly, and 58% said they happened 
monthly. As part of their growth strategy, data center 
leaders try to incorporate security with their revenue 
growth opportunities better. The report states that 
49% of data center leaders are working to establish 
new revenue streams. And DDoS protection services 
are certainly a means to accomplish this, and it also 
helps create direct competitive advantages. 

Let’s explore how data center leaders have created 
meaningful security changes around DDoS and how 
this created all-new revenue streams in the process.

Colocation Leader Creates New Revenue 
Stream with On-Demand DDoS Prevention 
Service
This data center and colocation provider is a large-
scale service provider that works and partners with 
telecommunications, cloud, and data center leaders. 
They had three critical challenges to overcome:

�Answer customer need for distributed denial  
of service (DDoS) attack prevention

�Create new revenue-generating, differentiating 
services

�Offer clients cost-effective DDoS defense service. 

However, the most significant challenge for this 
provider is that the existing DDoS prevention market 
was not meeting its client’s exact needs. Customers 
were charged for an annual license whether they 
used DDoS prevention one time or one hundred times. 
For customers, that all-or-nothing model wasn’t  
cost-effective.

The company needed a security solution that would 
be cost-efficient but also high-performance and 
effective. The solution had to be purpose-built and 
customizable, and programmable through APIs. It also 
had to ensure uptime during crucial periods, such as 
online testing windows.
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https://uptimeinstitute.com/2021-data-center-industry-survey-results
https://www.a10networks.com/resources/reports/how-effective-is-your-ddos-protection/
https://www.a10networks.com/resources/reports/how-effective-is-your-ddos-protection/
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Choosing a Solution to Build the Business 
and Improve Security
This colocation and data center provider decided  
on the A10 Thunder® Threat Protection System (TPS) 
appliances to offer DDoS prevention to its clients as  
a service. 

“Once we sat down with the A10 team and looked 
at the cost per gigabit defended in conjunction 
with the effectiveness of the technology, it was 
a no-brainer for us. We were able to create an 
on-demand DDoS as a service offering.” 

Not only was it cost-competitive, but it also  
created a new revenue stream for the provider.  
By deploying A10 Thunder TPS to launch its 
on-demand DDoS prevention service, the data center 
provider created a competitive new revenue stream 

and boosted client satisfaction. Thunder TPS delivers 
high-speed DDoS protection purpose-built to thwart 
sophisticated modern multi-vector attacks and scale 
defenses against attacks of any size. At the same 
time, Thunder TPS offers extensive programmability 
through flexible APIs. Automating DDoS defense 
services made Thunder TPS a straightforward fit in 
the provider’s environment.

“This has helped us establish a beachhead with 
clients we wouldn’t have been able to do business 
with in the past. We charge for the services we 
provide through A10 products. If we’d gone with 
a competitor’s solution, we couldn’t do this. No 
other product would allow us to offer the same 
cost, performance, and level of threat prevention 
in a way that was profitable for our company.”

Final Thoughts and a Look into the Future

DDoS attacks continue to find their way into 
headlines, from attackers leveraging the Log4j 
vulnerability to Microsoft mitigating one of the 
largest DDoS attacks ever recorded to the use of 
DDoS attacks as the prelude to the Russian invasion 
of Ukraine. Protecting businesses and critical 
infrastructure from these devastating attacks should 
be on everyone’s mind. 

For data center operators, the strategies that  
worked to protect their infrastructure may not 
have the flexibility, granularity, or scale to protect 
individual tenants profitably. The DDoS protection 
may not have kept up with the growth in threats and 
the higher expectations of tenants/customers — an 
oversight with potentially devastating consequences.  
DDoS protection is both a business advantage and 
business-critical.

This paper discusses the three main types of DDoS 
attacks: volumetric, network, and application layer 
attacks. We also discussed ways to detect these 
threats, including analyzing the metadata of traffic 
flow data, which works best for volumetric attacks, 
and packet inspection, which is effective for all three 
types of attacks. Beyond the technical aspects of 
DDoS, we covered just how much has changed in our 
connected world and how emerging threat vectors 
are everywhere.

It’ll be critical to deploy scalable (even at 
the hyperscale level), highly configurable 
DDoS mitigation solutions for data center 
operators trying to maintain the integrity of 
their facility or provide advanced protection 
for their tenants and customers.

A new paradigm must be developed for data center 
and cloud leaders to secure clients’ networks, 
maintain uptime, and ensure business stability. 
Beyond security, these solutions and partnerships 
with security leaders like A10 enable new revenue 
streams. Moving forward, it’ll be critical to deploy 
scalable (even at the hyperscale level), highly 
configurable DDoS mitigation solutions for data 
center operators trying to maintain the integrity of 
their facility or provide advanced protection for their 
tenants and customers. The best way to understand 
the impact of these solutions is to try them out.  
As a final point in this paper, having a reflective 
moment on your DDoS and security solutions is 
essential. Are you keeping up? Are you confident in 
the protection and integrity of your clients? Malicious 
actors are evolving their threat vectors. It’s time that 
you evolve your DDoS and security strategy as well. 

https://www.a10networks.com/blog/the-log4j-exploit-and-botnets/
https://www.a10networks.com/blog/the-log4j-exploit-and-botnets/
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