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Introduction
As part of this new age, customers have pushed more financial activities to application-based 
services. For example, cashless transactions are being increasingly used in the name of safety. This 
compounds with existing needs for greater agility, accelerating financial enterprises’ transition to 
cloud-based networking in order to support their digital needs. In particular, they are moving their 
data and applications to multiple clouds, in order to reap the benefits of multi-cloud infrastructure.

A multi-cloud strategy offers several advantages for financial companies, allowing for better applica-
tion accessibility and scalability.

With this, there still persists a general conception that on-premises network solutions are safer. In 
fact, there are regulations that require data to be on-premises in private servers for enterprises with 
sensitive data, limiting the extent to which they can deploy a multi-cloud strategy.

However, on-premises servers are not necessarily safer or more secure. On-premises servers or data 
centers can give enterprises a false sense of security and cause them to neglect enforcing security 
policies that they normally would in a cloud. The JP Morgan breach of 2014, for example, leaked 
millions of pieces of confidential data from on-premises servers and is considered one of the most 
devastating data breaches in recent years.

The weak point in the system was a single, unsecured, on-premises server that administrators had 
failed to update with a two-factor authentication system — an update that could have been applied 
holistically to all servers in a cloud solution.

Financial organizations are taking this unified approach to heart. In 2020, 49% of financial enterprises 
surveyed by Gatepoint Research reported already hosting applications on a public cloud.

The flexibility of multi-cloud environments and financial organizations’ security concerns are not 
necessarily at odds with each other. As more financial institutions move towards using public clouds, 
they are finding that with the correct security strategy and management system, they can take full 
advantage of the benefits of the cloud without compromising their data.

Financial Networks and Multi-Cloud
Today is a new age for financial companies and it demands changes. Financial 
networks are experiencing tremendous amounts of pressure in the wake of the 
COVID-19 pandemic. Financial enterprises reported a surge in malware attacks 
while multiple analyst firms and government entities are warning enterprises to 
increase their network security with the push to remote work.

“Security in the multi-cloud hybrid environment is very, very important 
for [financial enterprises]. They have to carefully design and plan their 
security to protect their customers, and they have to manage multiple 
disparate services across various different clouds.”

— Takahiro Mitsuhata, senior manager of technical marketing for A10

https://www.nytimes.com/2020/07/06/business/cashless-transactions.html
https://www2.deloitte.com/nl/nl/pages/risk/articles/cyber-security-privacy-gdpr-update-the-impact-on-cloud-computing.html
https://www.businessinsider.com/jpmorgan-hacked-bank-breach-2015-11
https://dealbook.nytimes.com/2014/12/22/entry-point-of-jpmorgan-data-breach-is-identified/
https://www.gatepointresearch.com/
https://news.bloomberglaw.com/banking-law/phishing-attacks-against-banks-jump-with-pandemic-used-as-lure?usertype=External&bwid=00000171-ea55-d816-aff3-fbdf31490000&qid=6902782&cti=LFVL&uc=1320010312&et=FIRST_MOVE&emc=bnnw_bf%3A7&access-ticket=eyJjdHh0IjoiQk5OVyIsImlkIjoiMDAwMDAxNzEtZWE1NS1kODE2LWFmZjMtZmJkZjMxNDkwMDAwIiwic2lnIjoiRzlnUDJHY1lGSDhsdW9zL0VzQmZiV0o1bndZPSIsInRpbWUiOiIxNTg4ODQ2NDM0IiwidXVpZCI6Inp0NkxQcVVRTUVjbFBKSHVXOGNSZnc9PWNKWlFvRTFRY1hhY3lvbkJkMitrVHc9PSIsInYiOiIxIn0%3D
https://www.pwc.com/gx/en/forensics/gecs-2020/pdf/global-economic-crime-and-fraud-survey-2020.pdf
https://sloanreview.mit.edu/article/cybersecurity-for-a-remote-workforce/


The Landscape of Financial Service IT Operations
Over the first half of 2020, 47% of financial institutions have seen an 
increase in application service traffic from customers, according to 
the Gatepoint survey. Of that 47%, 1 in 10 said they saw a considerable 
increase in traffic — between 50 to 100%.

Security remains a top need for financial institutions — customer data 
security is directly tied to brand trust, and 58% of respondents in the 
Gatepoint survey named compliance as a critical factor in running a hybrid 
cloud environment, said Paul Nicholson, senior director of product market-
ing at A10 Networks.

“[A high priority] is meeting the compliance mandates,” Nicholson said. 
“That’s obviously a critical item for financial organizations, more than 
some others, because there are many more mandates and laws which 
they have to be conformed to.”

Privacy laws such as the European Union’s General Data Protection 
Regulation (GDPR), California’s Consumer Privacy Act (CCPA), and other 
federal and local laws mean that certain data types — such as personally 
identifiable information — must be kept on-premises, or within the same 
geographic region as the customer in question. 

All this means that financial companies have to be diligent when using 
multi-cloud or hybrid cloud solutions and strategies. Managing a multi-
cloud environment can present a security challenge, since managing 
multiple clouds exposes a greater attack surface area, says Takahiro 
Mitsuhata, senior manager of technical marketingfor A10.

“Security in the multi-cloud hybrid environment is very, very important for 
[financial enterprises],” Mitsuhata said. “They have to carefully design and 
plan their security to protect their customers, and they have to manage 
multiple disparate services across various different clouds.”

Concerns over safety and privacy have pushed many financial institutions 
to keep their data on-premises, even if it can be served from the cloud. 
The benefits of the cloud — such as improved accessibility — simply aren’t 
seen as worth the risk to some institutions. 

Some applications, however, may remain as where are due to the specifics 
of the applications and the need for customization and control of the entire 
environment where they are. An example of this is a low latency trading 
environment.

“They’re not going to move to a standard public cloud,” Nicholson said, 
“because what they require in their environment is exceptional low latency. 
They’re willing to invest the money to do it, because of the magnitude of 
the return in being able to do things microseconds faster than someone 
else can give much bigger rewards. Some organizations are going to 
rapidly change with cloud adoption, and other organizations are not going 
to change as much. It really depends on what the organization is actually 
doing and its business requirements.”

The Shift to Multi-Cloud
While some financial institutions have yet to see the benefits of the cloud 
(or don’t have a strong enough use case for it), many have already begun 
the process to move to the cloud. Public clouds can be just as secure as 
on-premises solutions, as long as organizations follow through with estab-
lished security policies and practices.

“It is a shared responsibility model,” Nicholson said. “Organizations need 
to know where the line is between what the service provider will do, or the 
public cloud provider would do, versus what their responsibility is. They’ve 
got to be cognizant of if the service the cloud providers are offering 
doesn’t meet the security mandates that [organizations] have in place and 
then take appropriate actions to be secure.”

On the part of the enterprise, this means having robust front-end security, 
ensuring that legitimate traffic accessing their cloud-based applications 
and data is monitored, encrypted, protected from distributed denial of 
service (DDoS) attacks, and passes through a firewall. Keeping in line with 
the CIA triad (data confidentiality, integrity, and availability) sets a standard 
for data security in the cloud.

As well, it means training employees to follow security best practices. This 
includes password hygiene and enforcement, following internal protocol 
for cloud and server access, and knowing how to detect social engineering 
attacks such as phishing emails. 

Training and enforcement like this create a robust security framework that 
creates redundancies supporting system safety. The cloud also offers the 
benefits of automation; particularly, automated traffic management and 
monitoring. 

Application delivery controllers (ADCs) in particular are key to availability, 
security and visibility. ADCs can inspect, identify, and direct traffic based 
on load and priority while enforcing security policy because they are at a 
natural chokepoint in the traffic flow. 

This process is entirely automatic and transparent, ensuring servers deliv-
er uninterrupted service and stay online during peak traffic times, as well 
as ensuring robust security, enforcing authentication policies, mitigating 
the impact of DDoS attacks, and preventing sophisticated attacks with a 
web application firewall.

Though multi-cloud offers several benefits, many financial services are 
staying with a hybrid cloud model. In the Gatepoint survey, 5% of respon-
dents said that they were actually moving some cloud-based applications 
to on-premises servers.

“This can actually be a good thing,” Nicholson said. “There are certain 
reasons, especially in the financial sector, where privacy and application 
demands require a custom implementation which can be better served 
by bringing certain applications back from a public cloud provider. This 
smaller repatriation trend won’t slow down multi-cloud adoption, however, 
but it does show the need to be able to manage hybrid operations. It’s all 
about what’s the best business outcome; picking the right environment for 
application and the privacy concerns you have.”
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For a multi-cloud strategy to be successful for a financial institution, 
application security and availability must be ensured consistently to 
meet business needs and compliance requirements. And the best way to 
ensure that security and availability, says Paul Nicholson, senior director 
for product marketing at A10 Networks, is to take a unified approach to 
hybrid and multi-cloud operations with a Polynimbus Secure Application 
Services approach.

Managing multiple clouds with multiple security services is not only a 
complicating factor, but can open a network to gaps in compliance and 
best practices, especially if the security services across different cloud 
providers are varied in their features and functionality. If these differ-
ences are not accounted for, ensuring that your financial applications 
— whether for online banking, trading, mortgages, or loans — are safe 
and compliance is difficult, if not impossible. Each financial application 
may have differing needs to account for, for example, web-based online 
banking, mobile fintech applications for micro-payments, or low latency 
FIX protocol operations for real-time exchange of securities transaction 
information.

A10’s Polynimbus Secure Application Services blueprint establishes 
an architecture that unifies cloud providers, and the multiple financial 
application services used within them, on a holistic level, allowing for 
unified security and availability management through centralized auto-
mated management of services, policies, orchestration and visibility. 
This architecture also extends to your on-premises solutions as well in a 
hybrid model.

“The biggest benefits to financial organizations with the Polynimbus 
approach is simplifying and automating the multi-cloud financial applica-
tion services environment with the peace of mind that your security and 
policies are consistent to meet your business requirements,” Nicholson 
said. “This encompasses being able to deploy the same advanced appli-
cation services to provide the security services, and also the application 
delivery and load balancing services in each cloud with confidence, 
regardless of the maturity of a specific cloud provider’s abilities. For ex-
ample, if you push a policy out to protect your financial web applications, 
you can push it out once and it will update all your application delivery 
controllers [ADCs] that you use on each cloud provider world-wide and in 
your on-premises environments [as well].”

This unified approach prevents gaps in security that can result in 
devastating consequences. And as previous breaches have shown, a 
single server with out-of-date security software or policies can create an 
entryway for attackers, leading to regulatory fines, brand damage, and 
financial loss.

Automation in particular takes much of the complication out of operating 
a multi-cloud environment, as day to day tasks and monitoring is simpli-
fied regardless of shifts in network traffic. A10 uses Thunder ADC, their 
full stack application load balancer, combined with the A10 Harmony 
Controller to ensure automation and consistency with their Polynimbus 
blueprint for this purpose.

“The user can also utilize multiple data centers using GSLB [global server 
load balancing],” says Takahiro Mitsuhata, senior manager of technical 
marketing for A10 Networks. “IT operations can monitor and control user 
traffic across multiple clouds. They can intelligently redirect traffic to 
the nearest location, or to lightly loaded financial application instances. 
And it can do this geographically across the globe. The key advantage 
is when the financial organization is working on a global multi-cloud de-
ployment; they can fully utilize the best available resources as needed.”

Being able to tackle the issue of security from a consistent and unified 
standpoint will become even more critical in the coming months. 

As attacks on financial institutions continue to mount, and as multi-
cloud becomes the main strategy for enterprises around the globe, 
simplifying and strengthening their security strategy is a top priority for 
financial institutions looking to protect their applications and customers’ 
data.

“When we’re talking about financial organizations, they’ve got to be 
extra diligent when protecting against threats coming in as they are a 
top target,” Nicholson said. “It’s not just one threat vector — there are 
hundreds. And there are obviously multiple different security devices 
[those institutions] are using. When they move to the cloud environment 
it compounds this issue and makes it more complicated. Organizations 
don’t have an unlimited amount of resources to do it, so being able to 
do it efficiently and consistently with a polynimbus approach is the new 
imperative for financial application delivery success in the cloud.”

The A10 Approach

Ultimately, successfully managing a hybrid or multi-cloud environment 
requires:

•   A simplified, centralized framework for ease of management 

•   Understanding the shared responsibility model

•   Accounting for the security needs, context and location of the cloud, 
data, and applications being supported.

Mastering a hybrid and multi-cloud environment requires a financial insti-

tution’s solutions to be polynimbus, not just in the cloud and on-premises, 

but centrally-controlled and consistent regardless of where the application 

is delivered. 

This ensures operations are efficient, secure, and streamlined while oper-

ating within a multi-cloud environment, giving institutions the best of both 

worlds for security and efficiency.
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