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Introduction

For A10 Network’s director of ser-
vice provider and 5G product mar-
keting Terry Young, to overcome
the barriers of the digital divide is
to help people.

“The pandemic drove the point
home that there is a serious socio-
economic divide in the U.S, and in
the world. Fixing the digital divide
is one way to address those inequal-
ities,” she said. “Broadband] can
give people a better life and pro-
vide them with necessary tools.”

Without broadband, people are
quite literally unconnected, and
during the pandemic, this reality
was felt more deeply. Those lacking
sufficient connectivity struggled
to access medical care, to educate
their children and to keep their jobs.

“I heard about people driving to
stores [with internet access] and
sitting outside in their cars, so their
kids could go to school,” Young said.
“That is heartbreaking.”

It is heartbreaking, but it also
brought the criticality of broadband
into sharp focus, and it forced gov-
ernments around the world to take
an honest and hard look at closing
the digital divide, once and for all.

Because one of the biggest bar-
riers to closing the digital divide,
according to network operators,

has been the high cost of install-

ing infrastructure and the either
delayed or nonexistent return on
investment (ROI), governments
have begun to address the prob-
lem with funding.

“The pandemic drove the point
home that there is a serious
socioeconomic divide in the
U.S., and in the world. Fixing
the digital divide is one way to
address those inequalities.”
Terry Young, Director of Service
Provider and 5G Product
Marketing, A10 Networks

In the U.S, for instance, the Biden

administration has designated
as much as $65 billion to provide
broadband to every home and busi-
ness in America, with a heavy em-

phasis on fiber. There are multiple
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federal funding programs that
target broadband, but one of the
most important programs already
underway is the Federal Commu-
nication Commission’s (FCC) Rural
Digital Opportunity Fund (RDOF),
which will award $9.23 billion in its
first phase of funding in support of
high-speed rural broadband deploy-
ment, with service tiers ranging
from a minimum of 25/3 Mbps and
up to gigabit speeds.

The funds, as stated by the FCC,
will be used in 49 states and one ter-
ritory to connect nearly 5.3 million
locations in 61,766 eligible census
block groups. Furthermore, 99.7%
of these locations will be receiving
downlink speeds of at least 100/20
Mbps, with more than 85% getting
gigabit-speed broadband. Deploy-
ments will come as a combination
of wireline, fixed wireless and

space-based internet service.
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With billions of dollars being fun-
neled into rural broadband imple-
mentation and expansion, the con-
cerns around ROI are less pressing,
but is this the entire story?

This report takes a close look at
how C Spire, a regional network op-
erator in the U.S, has tackled that
question, as well as the challenges
of connecting the unconnected
that remain, challenges that cannot

be solved with funds alone.

C Spire

Established as a wireless compa-
ny in 1988 under the name Cellular
South, C Spire primarily provides
broadband

most of Mississippi and parts of

service throughout
Tennessee and Alabama.

“Starting in 2012, and then more
in 2014,
Dave Miller, C Spire’s senior manag-

aggressively explained

er of media relations, “we started to
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diversify our businesses because we
recognized that not only was wire-
less one of the most competitive in-
dustries in the world, but to contin-
ue to grow, we needed to diversify.”

As a result, broadband became a
significant focus for the company.
In 2013, the provider selected sev-
eral communities in Mississippi for
its “initial foray” into fiber-to-the-
home (FTTH), and since then, has
expanded that service to roughly
20 markets and more than 30,000
single family residences, according
to Miller.

He added that this commitment to
broadband is only deepening with a
billion-dollar investment dedicated
to its expansion, as well as the im-
plementation of 5G.

Miller shared that the ability to
pivot quickly and address customer
needs is essential, and that during
the pandemic, it was the companies
able to deliver on that front that
proved successful.

“Those
what they could do and what they

companies understood
couldn’t do, but also considered
their customers’ needs,” he added.

Crowdsourcing model
One approach that C Spire took in
addressing the needs of its custom-

ersin Alabama was a crowdsourcing
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C Spire’s primary broadband market coverage

model, where the carrier actively
solicited interest in improved broad-
band internet service among rural
and suburban communities. In this
business model, adoption of services
is driven directly by homeowner,
business and renter demand.

Jared Baumann, who was the se-
nior manager of innovation and
emerging products at C Spire un-
til the end of 2018, spoke in detail
about the crowdsourcing model
during an interview with Dave
Miller, quoted previously.

Baumann told Miller that histori-
cally, C Spire focused on providing
fiber optics to hospitals, schools,
businesses and large industries that
require lots of internet bandwidth,
while its sister company Telapak

Courtesy of BroadbandNow

Networks focused on bringing such
services to smaller, underserved
communities around the state.

“[C Spire was] never able to make
a model work for the masses until
we considered the crowdsourcing
model,” he continued. “When we
looked at the crowdsourcing mod-
el it allowed us to really say, ‘who
really wants this infrastructure?’
Instead of using the traditional
model, which most of the telecom
industry has used for forever,
which was ‘build it and let’s see
who comes, it was a model of ‘tell
us who wants it most and that’s
where we'll build it first.”

He added that because last-mile
fiber optic infrastructure is so ex-

pensive to deploy, it was invaluable

to begin the process already know-
ing that these neighborhoods and
communities had enough interest
to make it profitable.

“It’s really opened up a whole new
world of opportunity for us to pro-
vide these services,” he said. “With-
out that crowdsourcing model, we
wouldn’t have been able to do it.”

‘Speed isn’t everything:’ The growing
awareness of network security

For a long time, network speed
has dominated the broadband con-
versation, but for Young, the bigger
question has become about network
security. Rural locations—hospi-
tals, schools, banks and so on—are
often considered to be more vul-
nerable to cyberattacks, including
DDoS attacks, simply because they
are more critical to local communi-
ties, but less monitored due to few-
er security resources.

“If you look at the larger industry,
network speed is becoming less and
less of a key component for the val-
ue proposition,” she argued, adding
that moving forward, subscribers
will be less concerned about hav-
ing the fastest network and instead
will focus on the security features
that an internet service provider
(ISP) can offer.

C Spire’s Vice President and Chief




Information Security Officer Con-
rad Bell agreed that there is a grow-
ing awareness of the importance of
network security, particularly fol-
lowing the recent and highly publi-
cized hacks and data breaches such
as the May 2021 Colonial Pipeline
incident, which temporarily halted
the distribution of fuel products up
and down the East Coast.

“Our approach to security chang-
es daily,” Bell shared. “We look at
these different attacks and make
sure we are not susceptible to the
methods used and if we find gaps,
we fill them, because we don’t want
to be the next one.”

How C Spire handles rural broad-
band security, specifically, said Bell,
depends on the situation because
more important than the technol-
ogy used to connect rural commu-
nities, he stated, is the type of data
moving across the network.

He explained further: “When it
comes to broadband, we’re only
talking about transport. There
is nothing that increases from a
point of view of vulnerabilities,
so the approach depends on how
we are using that broadband con-
nection. Each site may have its
own unique threat level, so our ap-
proach is determined by how we
actually connect each site to the

network. For instance, a typical
site, connected through our core,
will have DDoS and other basic
security features already in place,
but if it’s a corporation with more
sensitive data, we will sell addi-
tional security services, like man-
aged firewalls.”

Hackers are relentless, and Bell
said that security must change as
their tactics change, adding that as
the industry moves towards a cloud
environment and as the workforce
becomes more remote, C Spire is
focused on evolving its approach
to security while maintaining the
business’ larger objectives.

“As CIO, I am in every line of
business meeting, I brief the board
monthly and I'm in the twice-a-
week senior leadership meetings,”
he stated. “This is not because I am
speaking on security; it’s because
security needs to be aware of where

the business is going.”

The Rural Broadband Consortium

In a two-year research project, C
Spire led a group of companies that
included Nokia, Microsoft, Facebook
and others to explore the challenges
of cost-effective rural broadband
deployment, as well as what tech-
nologies and additional business
model changes might help.
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“Security needs to be aware of
where the business is going.”

Conrad Bell, Vice President and
Chief Information Security Officer,
C Spire

“[Rural broadband is] something
that no one does particularly well,”
said Ivy Kelly, who is responsible
for C Spire’s technology strategy
and who led the research. “We asked
‘How do we approach it? What does
it mean to do it? Why is it a problem
in the first place?”

Kelly explained that she and her
research team tried to look at the
problem of rural broadband holis-
tically — the technology, the busi-
ness case, the tools, adoption and
so on. So while C Spire’s insights as
a rural network operator helped in-
form the research, the consortium
ultimately concluded that multi-
ple technologies, from 5G to satel-
lites, and third-party business and
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public-private partnerships, are the
key to supporting faster, more effi-
cient rural broadband deployment.

“It’s not just about what technolo-
gy is used,” she continued, “it’s also
about economics and adoption and
those come into play around what
the markets look like because the
markets are very different. Differ-
ent tools and technologies need to
be mixed and matched to find the
best solutions for each market.”

In fact, the report concluded that
“broadband access to rural house-
holds can be a unique engineering
feat requiring multiple technology
solutions. The design challenges to
serving rural markets due to envi-
ronmental variation also manifest
in a provider’s business model.”

A10’s Terry Young agreed with this
finding, stating, “All available tech-
nologies play a role [in rural broad-
band]. There is this industry battle
between wireless and wireline, but
5G isn’t always the answer, and fi-
ber isn’t always the answer.”

The communications industry is
organized around different types
of technologies — the cellular folks,
the fiber folks, the satellite folks
and so on — keeping equipment and
service providers siloed in their
efforts to eradicate the digital di-
vide. But what we really need, both
Young and Kelly—on behalf of the

consortium —argued, is something

more cooperative.

‘The missing piece:’ The third-party
enablement model

According to a white paper pub-
lished by the Rural Broadband Con-
sortium, the most common business
model for broadband is that of an
“operator-only ISP,” in which a sin-
gle operator designs, builds, oper-
ates and maintains the network. In
this model, the operator is also re-
sponsible for customer acquisition,
and therefore, receives all the reve-
nues from those customers.

In such a model, stated the paper,
“each ISP uses its own expertise for
technology design and feasibility
and analyzes its resources (techni-
cal and physical) to determine how
they can be reused or expanded to
serve the new area. If the area does
not meet the ISPs’ criteria for busi-
ness case viability, the ISP moves on
to a different area.”

The limited revenue offered by
rural markets compared to more
populated urban markets com-
bined with how easily the cost of
serving rural communities can
skyrocket—from spectrum costs
to tower costs to backhaul, just to
name a few—it can be nearly im-
possible to make the business case
for bringing broadband internet

service to these locations.

“A single company, no matter how
large and financially sound,” the re-
port said, “is not likely to take on the
challenge of connecting millions of
rural users when there are still tens
of millions of urban users that are
waiting to be served at a much low-
er cost point.”

As a result, the consortium of-
fered an alternative business model
called a “third-party enablement
model.” In this model, there would
which
two parties collaborate to provide

be different iterations in

service, allowing “shared costs, dif-
ferent levels of expertise and more
efficiencies in areas where owning
the whole process is challenging.

“What if a company that does one
thing well is paired with another
company that does something else
well, and together, try to solve the
rural problem?” offered Kelly. “This
seems to have a lot of value but
would mean we have to turn the
idea of how to do wireless service on
its head and be willing to partner in
new and different ways. That’s the
missing piece.

The report explored three poten-
tial partner-types for operators:
“Local stewards,” such as a business
owner, homeowner association or
even individual consumers who

can be creative and flexible in
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“We have to turn the idea of

how to do wireless service on
its head and be willing to part-
ner in new and different ways.
That’s the missing piece.”

Kelly Ivy, Distinguished Member of
Technical Staff, C Spire

helping to establish broadband ser-
vice; infrastructure providers such
as local governments, utility com-
panies or cooperatives who have
assets that can aid in deployment;
or partnering with an emerging or
established ISP to share capabili-
ties and toolsets in an arrangement
in which could make increasing
connectivity more cost-effective
for both parties.

For its part, C Spire has shared
these findings with public policy
makers at the local and state lev-
els as a way to open up a deeper
conversation about how to better,
and more collaboratively, address
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Third party enablement model examples

Engagement Models

Operator-
Only

Market Selection/Boundary Definition
Network Design
Backhaul
Core
Access
Construction
Backhaul
Core
Access
Customer Acquisition
Customer Equipment Installation
Provisioning
Billing {O55/BS5)
Maintenance + Operations
Netwerk Menitoring
Equipment Replacement

Operator Provides
Partner Provides

Both Provide

rural broadband.

“There is no one size fits all,” he
continued, “and if youre going to
provide access in rural areas where
the economic model doesn’t work,
there isn’t really an existing model
in place. You have to get creative
and develop a different approach.”

Conclusion

The bipartisan infrastructure
bill was just passed by the U.S.
Senate, paving the way for bil-
lions and billions of federal and
state funding for broadband, with
much of it aimed at providing high
levels of fixed and mobile services

to rural America.

Infrastructure
Provider

Local
Steward

Established | Mascent
ISP ISP

Courtesy of C Spire

The influx of cash and political
effort will go a long way in bridg-
ing the digital divide that has long
plagued the U.S, but networks, both
of large and small operators, will
still have to navigate a series of si-
multaneous technology transitions
and changing user demands and
expectations. As operators juggle
all of those transitions while trying
to substantially expand into chal-
lenging service areas, they will also
have to consider additional service
offerings around security and cus-
tomer care, as well as new business

and partnership models. («»)

Editor’s note: RCR Wreless News Executive
Editor Kelly Hill contributed to this report.
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enterprises to ensure their 5G networks and multi-cloud applications are secure.
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critical applications are protected, reliable and always available. Founded in 2004,
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worldwide. For more information visit: alOnetworks.com or tweet @A10Networks.
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