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Introduction 
Broadband networks of all access types are facing unprecedented 
challenges. Network traffic is growing at an accelerating rate, driven by 
several factors such as the increasing appetite for work from home, remote 
learning requirements, an insatiable appetite for streaming video, and the 
increasing demand for online gaming. In particular, the expectation that 
home broadband performance will become an extension of the office 
environment has ushered in a new paradigm in terms of network 
performance and security that has implications across access, transport, 
and core domains for wireless, wireline, and converged service providers. 

The number and complexity of use cases that service providers (SPs) are 
required to support has also exploded, and this trend will continue as the 
Internet of Things (IoT) market expands deeper into a variety of vertical 
markets that service providers will target for new revenue opportunity. A 
June 2023 IDC survey shows an appetite for IoT deployments in several 
markets. The infrastructure and technology services segment (comprising 
the information technology, transportation, mining, utilities, agriculture, 
forestry, and fishing and hunting industries) and the manufacturing 
industries are at the forefront with 46% of IT decision makers confirming 
plans to invest in IoT. The distribution, professional services, and financial 
services industries plan to invest in IoT in the next year, as indicated by 36%, 
34%, and 33% of the respondents, respectively. 

  

As security vulnerabilities increase, IoT use cases expand, and security vulnerabilities 
increase, service providers should update, secure, and modernize their core networks. 

KEY TAKEAWAYS 
» Service providers will want to spend time 

focusing on building an optimal core 
network to ensure that security and 
privacy vulnerabilities are locked down. 

» Service providers are faced with the 
issue of how best to affordably secure 
and modernize their networks to keep 
pace with ever-growing demand.  

»Distributed denial-of-service (DDoS) 
attackers range from financially 
motivated, opportunistic criminals to 
ideologically driven, organized 
syndicates. Key industries such as 
telecom, energy, and public safety are 
particularly vulnerable.  

» Protection from the current era of 
cybersecurity threats requires broad 
visibility combined with advanced 
detection analytics. 
 

AT A GLANCE 
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An example of how IoT affects one industry in particular is agriculture. Smart agriculture use cases of the future will pose 
unique requirements for both tier 1 network operators and regional service providers that operate in rural, remote 
locales. Some emerging use cases include: 

» Broad acre farming — Farms can use cellular IoT modules and data analytics to reduce human monitoring 
requirements and dramatically improve efficiency in fertilizer, pesticide, and water distribution, resulting in 
healthier crops and healthier profits. 

» Controlled environment agriculture — Data intelligence from connected devices and applications can reduce 
consumption of water and other inputs, identify and prevent/control disease outbreaks, and determine the 
harvest time that will produce the best yields. 

» Animal agriculture — IoT sensors can help improve feed practices, enable farmers to reduce or eliminate the use 
of troublesome antibiotics, and help address chronic labor shortages. Similarly, farmers can use remote cameras to 
monitor animals' vital signs, behavior, and production metrics as well as environmental conditions that impact 
animal health, welfare, and the ability or willingness to reproduce. 

This is just one example of how industry verticals may rely on service providers. Service providers need to respond to a 
variety of different needs from different verticals. 

New Opportunities, New Challenges 
Of course, with all these emerging opportunities come new risks and new threat vectors. DDoS attacks that are already 
pervasive are likely to become even more so with new IoT deployments, and the tools to launch them are readily 
available on the dark web for anyone with a bitcoin account. The massive distribution of endpoints envisioned by 
emerging IoT use cases will exponentially increase the number of attack vectors, with domain name system (DNS) servers 
particularly vulnerable to attack.  

The pervasiveness of DDoS attacks and other cyberthreats has led to regulatory pressure for service providers to ensure 
customer data is locked down. This is most true in Europe, where the EU's General Data Protection Regulation (GDPR) 
comes with strict rules and stiff penalties for noncompliance. In the Unites States, the regulatory landscape is less well 
defined, meaning that service providers must comply with a variety of federal and state-specific regulations governing 
data security.  

It's worth noting that DDoS attacks come with implications that extend far beyond production networks to impact 
external websites that engage with them, in addition to internal IT systems. All of this can negatively impact service 
availability and subscriber experience, resulting in disgruntled customers and potential churn. 

In addition to the growing security challenge, service providers are faced with the issue of how best to modernize their 
networks to keep pace with the ever-growing demand without going broke in the process. While access networks will 
continue to drive significant capex outlays, they will need to be accompanied by a core network upgrade with an eye 
toward automation, baked-in security, and scalability. 

Globally, wireless, wireline, and converged service providers are faced with increased competition and pressure to 
conform to regulatory requirements, all while trying to grow their businesses. Meanwhile, as a whole, internet and 
communication service providers consistently underperform other industries when it comes to measuring customer 
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satisfaction, reporting Net Promoter Scores near the bottom when compared with other customer-facing industries such 
as insurance, ecommerce, retail, and financial services. Creating value from within, through a sound core network 
upgrade strategy, positions carriers to transform themselves from pure connectivity pipe providers into more viable 
connectivity platform partners with a sustainable business focused on improving customer experiences and 
strengthening customer relationships.  

The Time Is Now for Rural Operator Upgrades 
The availability of federal funding means that the time has never been better to move forward with core upgrade plans, 
especially for rural and regional service providers. The Infrastructure Investment Bill and American Jobs Act passed by 
Congress in 2021 allocated $65 billion to funding broadband projects that can help address the digital divide. It is also 
worth noting that these funds need not be limited to traditional carriers per se but may also extend to rural utilities and 
cooperatives that already have the physical infrastructure, IT systems, and business systems needed to support a 
broadband network as well as fiber deployment experience and an existing base of customers. For these utilities, 
broadband represents an intriguing new business opportunity. 

While these rural and regional providers will, of course, need to devote significant focus and investment to building out 
access infrastructure (including some combination of fiber and fixed wireless), they will also need to devote significant 
resources on core upgrades to maximize the return on their investments and ensure long-term competitiveness and 
customer satisfaction. 

A Standardized Approach Is Vital in Supporting Core Network Enhancements 
With more and more IoT devices coming online and networks being extended to previously unserved locations, network 
administrators continue to grapple with ways to acquire additional IP addresses to meet the demand. Unfortunately, the 
inherent numerical design of IPv4 limits the number of available addresses, and while IPv6 provides unlimited capacity, 
the uneven adoption of the two protocols presents a challenge for service providers who wish to monetize IoT or simply 
support more subscribers. Driven by this industrywide challenge, Carrier-Grade Network Address Translation (CGNAT) 
emerged as a way to extend the life of IPv4 addresses, and when deployed with one of the multiple available transition 
technologies, it can be used to securely expand the number of subscribers served and help the migration from IPv4 to 
IPv6. 

CGNAT is a standardized, carrier-grade approach to network address translation (NAT) that enables one public IPv4 
address to serve multiple subscribers or devices. In a network, legacy IPv4 addresses can then be used in combination 
with IPv6 to support an exponentially larger number of devices, including the rapidly growing subset of IoT devices 
running on the network, new subscriber locations, and the multiple IoT devices behind the home gateway. In other 
words, IPv6 deals with a connected world that didn't exist a decade ago. However, the reality is service providers that 
must provide connectivity to both IPv4-only and IPv6 destinations will still require solutions for some time that can both 
extend the available pool of IPv4 addresses (CGNAT) and enable carriage of both IPv4 and IPv6 traffic through the 
network. 

Further, CGNAT can be used in conjunction with a number of transition mechanisms (DS Lite, dual stack, NAT464, MAP-T, 
and NAT64/DNS64, etc.) to both address the IPv4 exhaustion challenges and drive the transition from IPv4 to IPv6.  
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That said, service providers also face multiple security vulnerabilities during IPv4-to-IPv6 migrations. In addition to the 
potential exposure of IPv6 address, existing IPv4 address pools and the NAT gateway itself can often be the target of 
DDoS attacks, causing service disruptions or outages. Service providers require advanced carrier-grade firewalls, including 
those encompassing core network upgrades, to protect numerous threat vectors from being exposed to cyberattacks.  

Benefits to Upgrading Core Networks 
While access networks generally comprise the bulk of capex outlays across a service provider footprint, upgrading the 
core network infrastructure can benefit service providers operationally and financially. In today's world of flat-to-down 
ARPUs and margin accretion across service provider networks, investments must deliver tangible benefits including 
improvements in total cost of ownership (TCO) and the following: 

» CGNAT solutions: With IPv4 addresses exhaustion presenting a very real problem, unit economics has driven the 
cost of acquiring new IPv4 addresses up rapidly. The price of IPv4 addresses on the open market is quite volatile, 
and the supply is uncertain. Deploying CGNAT protected by firewalls can extend the life of an existing IPv4 address 
pool while supporting the migration to IPv6, often driving cost savings on day 1.  

» Security: A more resilient and secure core and IT infrastructure ensures greater customer satisfaction and protects 
sensitive customer proprietary data, especially as service providers look to expand their customer set into the 
enterprise and industrial space. Even so, whether consumer- or enterprise-based traffic, the core network can 
provide critical security checks to ensure that all data is securely routed and delivered. 

» Resilience: Maintaining network and service availability during DDoS or other cyberattacks is equally important. 
Both network infrastructure and customer systems must be protected to ensure the quality of service now 
demanded by consumers and enterprises. 

» TCO reduction: Security infrastructure today can be delivered as multiple form factors (physical, virtual, cloud-
native, etc.) from a single solution. As service providers move along this transformation journey, modern and 
converged security solutions that offer a combination of firewall , CGNAT, application delivery control, global server 
load balancing (GLSB), traffic steering, DNS protection, and deep packet inspection can reduce TCO by improving 
control, reducing complexity, and limiting overhead from deploying point devices across the network. 

Trends Worth Considering 

Today's service provider initiatives generally span the desire to introduce new services to generate more revenue or 
simply invest in new solutions to keep costs in line. Either way, network investment can have significant implications for 
how service providers pursue emerging opportunities. It is imperative for service providers to recognize these trends, 
which include an increasingly diverse set of IoT endpoints connecting to the network. As such, while the access network 
requires special attention to address shifting traffic demands, the core network is also important to consider. Without a 
holistic approach to address both current and emerging trends, service providers may find themselves allocating more 
spending to address challenges later.  

The following trends should be considered before investing in network upgrades: 

» The consumer profile is changing. In the consumer market, the customer profile is shifting. In the past 10 years, 
IDC has witnessed the average household grow from a few connected devices (e.g., smartphones) to several 
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dozen, which can include connected appliances, cloud-based security systems, advanced gaming systems, and 
virtual systems, to name a few. The impact on network traffic is exponential, often creating significant challenges 
for service providers to address a raft of new IoT devices requiring connectivity while challenging how the network 
is secured. 

» The enterprise workforce is undergoing its own shift. The enterprise market is no different as worker trends, 
including an increasingly hybrid and remote workforce, drive new peaks and valleys in service provider network 
traffic. In addition, enterprises are increasingly adopting new collaboration platforms, often hosted in the cloud. 
Meanwhile, the massive growth in hybrid work environments has created new requirements for robust, secure 
connectivity in suburban and rural locales to mirror connectivity found in the office. All these factors add even 
more unpredictability to network planning. 

» Network traffic is undergoing its own evolution. Network traffic is evolving, driven by use cases that are latency 
sensitive such as streaming, videoconferencing, and gaming. Thus service providers should also consider the impact 
to the core network, which can contribute to performance issues if not properly upgraded to handle such traffic. 

» The fixed-mobile convergence is likely to be a requirement down the line. Today's service providers are 
increasingly using a mix of access solutions in tandem, ranging from traditional wireline (e.g., fiber) to LTE, 5G fixed 
wireless access, and Wi-Fi. This has driven more interest in a fixed-mobile convergence strategy, particularly in the 
core network. As such, we expect more than ever that security embedded at the core network will help service 
providers manage network traffic from a hybrid set of access technologies. 

» Cyberthreat landscape expansion requires security to take center stage in planning. With cyberattacks on the rise 
globally, it is clear that bad actors continue to target ways to take advantage of new threat vectors enabled by a 
continued shift to digital-based solutions and the data being produced. Service providers are not immune, as they 
increasingly deploy their own set of digital-based networks and IT infrastructure. As such, like any large enterprise, 
understanding the best practices — which potentially includes embedding security from sensor to edge to core — 
should be top of mind when investing in network upgrades. 

Overall, we expect service providers to enrich both consumer and enterprise services to preserve market share and 
enhance competitiveness. The enterprise market, in particular, will be a target as service providers look for new ways to 
create revenue streams and boost bottom-line results. 

Considering A10 Networks 
A10 Networks is a leading provider of service provider core network security technology, underpinned by its intelligent 
automation approach and machine learning (ML). This next-generation approach will be not only what operators 
increasingly demand from their security vendors but also what is required to cope with security threats as networks 
transition to next-generation technologies. The A10 portfolio focuses on those critical core network functions that 
directly affect the subscriber experience for security, speed, and availability. 

As network operators are in differing stages of transformation, A10's portfolio breadth reduces network complexity by 
delivering security and scalability, regardless of form factor. For example, both wireless and wireline service providers are 
increasingly driven by the need to invest in high-performance hardware to support both a higher and more diverse set of 
network traffic. Further, as these operators increasingly adopt virtual and cloud-native solutions and introduce new 
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containerized architectures, A10's virtual solutions can be introduced to deliver hardened security as the network 
evolves. 

The A10 product portfolio is designed to help service providers modernize their network infrastructure across a 
multigenerational, hybrid, or multicloud landscape. A10 has developed its products to serve as flexible, scalable solutions 
that enable service provider networks to be continuously available and secure. A10's Thunder portfolio — including 
Thunder Carrier Grade Networking (CGN), Thunder Convergent Firewall (CFW), Thunder Application Delivery Controller 
(ADC), and Thunder Threat Protection System (TPS) — meets all the security requirements of a forward-focused operator 
including high performance, scalability and automated processes for DDoS detection and mitigation, firewalls, DNS 
protection, application delivery control, global server load balancing, intelligent traffic steering, carrier-grade networking, 
orchestration and management, and GPRS Tunneling Protocol (GTP) support. Further, A10's solutions combine multiple 
network functions to reduce network latency, maximize deployment flexibility, and reduce TCO. In addition, A10's road 
map accounts for hybrid network architectures that are likely to become the norm as operators maintain critical 
investments in core while simultaneously deploying new networks and launching new services.  

Specific to the IPv4-to-IPv6 migration and core network upgrades, A10's Thunder CGN solution addresses both IPv4 
exhaustion (with CGNAT) and the transition from IPv4 to IPv6 — a key challenge shared by all service providers, 
regardless of locale. Harmony Controller provides centralized management and analytics across traditional datacenters 
and hybrid cloud environments for increased operational efficiency. For internal IT requirements, the A10 load balancing 
and application delivery solution (ADC) ensures internal business applications are secure, consistent and highly available 
in any multi-cloud environment and its Thunder CFW provides high performance and security for datacenter firewalls, 
secure web gateway, IPsec VPN, and mobile networks.  

These characteristics have given A10 an advantage in over 200 service provider networks globally, including commercial 
contracts with tier 1 and regional operators in North America, Latin America, Japan, South Korea, the Middle East, and 
other regions. A10 has a technology partnership with Ericsson including the Ericsson integrated packet core firewall 
solution, powered by A10 Networks, which gives mobile operators moving to 5G standalone environments increased 
and integrated protection. 

Challenges 

Service provider network transformation efforts entail a complex set of technical, process, and skill changes within the 
CTO organization of communications service providers. The race to deploy 5G, expand broadband access, and defend 
market share against new competitors will only stress operators further. Forward-thinking operators are discovering that 
a well-designed and secure core network that incorporates AI/ML can play a significant role in the success of network 
rollouts. Decision makers should work toward building intelligent networks that leverage the power of AI and ML to 
enable new levels of visibility, control, and automation across the production network and IT infrastructure, which can 
thus help guarantee unprecedented levels of performance and lock down security in support of a host of new, 
monetizable, consumer and enterprise use cases.  



 

 

 

 

 
Page 7 #US51040823 

SPOTLIGHT The Time Is Right for a Holistic Approach to Service Provider Network Modernization and Security 

Conclusion 
As broadband buildouts continue across the globe to bridge the digital divide and the 5G 
era advances to its second phase, broadband network providers see a multitude of new 
use cases on the horizon. Increasingly, rural capacity and performance will be vital, as 
consumers expect the same level of service at home as they do in the office and as new 
rural-focused use cases emerge in a variety of vertical markets. That said, all service 
providers are likely to see new challenges in scaling their networks to meet this emerging 
demand. Network security vulnerabilities pose significant challenges as threat vectors 
increase and malicious actors use even more sophisticated methods to break in or 
disrupt service. 

All of this calls for a holistic approach to network buildouts across access, transport, and 
core network domains. In particular, service providers will want to spend as much time 
focusing on building an optimal and secure core network  to ensure that security and 
privacy vulnerabilities are locked down in the network design and deployment phases. And with the prospect of 
broadband funding available to help service providers make the right investments to prepare for the future, the time to 
make those decisions has never been better. 

 
  

Network security 
vulnerabilities pose 
significant 
challenges as threat 
vectors increase, 
calling for a holistic 
approach to 
network buildouts. 
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