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Introduction AT A GLANCE

Applications have never been more important to business success.

Although applications have long provided back-office functionality and KEY TAKEAWAYS

business value, modern applications are now the face of digital business, » As applications become indispensable to
enabling agility and providing engaging digital experiences for customers, the success of digital business, deploying
employees, and partners. Applications are synonymous with digital comprehensive and full-featured
business. application delivery infrastructure grows

in importance and value.

What's more, applications are also more distributed than ever, residing not | » Organizations must consider not only how
just in on-premises datacenters but also in clouds, colocation facilities, and application delivery infrastructure

edge environments. IDC research indicates that enterprises worldwide PUEIEIEs ERaeiti) MeRniall e Seauisy

. o ) services for applications spread across
have embraced hybrid IT and that a majority have now adopted multicloud increasingly complex hybrid cloud and

strategies. According to a recent IDC survey, about half of enterprise multicloud environments but also how
workloads will be on premises in 2024, with the other half continuing to well this infrastructure enables the agility
proliferate, apportioned to public cloud environments. and operational efficiencies associated

with an effective cloud operating model.

As organizations develop and refine their multicloud capabilities, they are
intent on running applications where they belong, specifically where they
provide optimal business benefit and value to their organizations. These organizations do not want to be locked in or
otherwise constrained from having the flexibility to choose where a given application should reside. IDC finds that
organizations want to optimize cloud costs and efficiencies through strategic workload placement and architectural
decisions.

These organizations are also seeking to eliminate or rationalize underutilized IaaS resources and optimize cloud
consumption. While most enterprises intend to continue to migrate workloads to laaS environments for the business
agility and related benefits, they are interested in becoming far more efficient in their utilization of public cloud
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infrastructure. In a recent IDC survey, 64% of enterprise respondents indicated that they

were spending more on cloud than they had originally allocated in their budgets. As a The need for
result, many organizations are seeking to optimize their expenditures on cloud througha  modern a pp lication
variety of measures, including cross-cloud architectures, centralized management and delivery

orchestration, and better observability into hybrid cloud and multicloud workloads.

) ) . ) ) o infrastructure is
Effective security across clouds is also cited as an important consideration.

driven by the

As enterprises migrated workloads to the cloud, they have also become enamored with on goi ng evolution
the business benefits of an agile and flexible cloud operating model, which informs an
overall hybrid cloud strategy for multicloud deployment, management, and
orchestration; operational efficiencies; and ubiquitous security. IDC defines a cloud development
operating model as an approach to IT that implements a data-driven, actionable culture architectures.

using a multicloud strategy inclusive of automation, operations, governance,

orchestration, cost insights, analytics, and self-service capabilities. It should result in

efficient operations that support agile service delivery for optimized digital business and customer experience. One can
easily appreciate how and why modern application delivery is an integral element of a successful and sustainable cloud
operating model.

in application

The need for modern application delivery infrastructure is also driven by the ongoing evolution in application
development architectures. Monolithic applications are being displaced by modern cloud-native architectures
characterized by loosely coupled containers and microservices. This architectural transition contributes further to the
increasingly distributed nature of applications and workloads. IDC is increasingly seeing single applications that have a
back-end database in one cloud (or an on-premises environment) and business logic residing in one or more other
clouds. While this workload dispensation is not widespread, it is the shape of things to come, particularly in light of the
rise of generative Al and associated advances.

In this context, the infrastructure that is nearest in proximity to applications — known as application delivery infrastructure
—becomes critically important. ADCs and load balancers ensure that applications perform optimally, delivering the
availability, responsiveness, reliability, security, and elastic scalability to support the increasingly distributed applications
at the core of digital business. In practical terms, what this means is that application delivery infrastructure must be
centrally and intelligently orchestrated, software defined, highly automated, elastically scalable, and flexibly pooled and
capable of supporting all forms of application infrastructure (VMs, bare metal, and containers) and all major cloud
environments (public clouds and dedicated private clouds). Certain aspects of agility, once exclusively the domain of
cloud vendors, can now be found in application delivery infrastructure software and in on-premises options, notably API
support, scale-out and centralized orchestration, and analytics, observability, and management.

To provide optimal network and security benefits, application delivery infrastructure should also incorporate advances in
AlOps, which can deliver compelling benefits in operational efficiency, including the mitigation of human error (in
configurations and policy changes) and faster and better-informed troubleshooting and remediation, resulting in
accelerated time to resolution of issues that could result in revenue-sapping disruptions or outages. Cross-cloud
functionality can be especially beneficial when managing multiple clouds with disparate application infrastructure, which
would place a greater demand on human resources to be managed effectively.

Modern applications, built with cloud-native containers and microservices, further accentuate the need for application
delivery and security to be end to end, full stack, and software defined, with intelligent automation and application-layer
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visibility delivering unprecedented agility, flexibility, and workload protection for modern and traditional application
environments. Indeed, application delivery architectures can be tightly integrated with cloud-native services, or they can
serve as a connectivity and security front end, providing encryption service offload and other critical functions for
Kubernetes clusters, while dynamically adjusting as new containers are added or removed.

Similarly, support for global server load balancing (GSLB), north-south ingress controllers, and multicluster and
intracluster service meshes that provide east-west connectivity and application security should include support for DDoS
mitigation, web application firewall (WAF), and bot protection. Given the dynamism and diffusion of modern application
environments, the threat landscape also broadens and deepens. Traditional perimeter security is no longer sufficient in a
world of cloud and distributed applications. Organizations' zero trust initiatives should be enhanced by application-layer
security, which is offered by full-featured application delivery infrastructure. Such infrastructure provides an increasingly
valuable and effective line of defense, especially through mechanisms such as DDoS mitigation, next-generation WAF
capabilities, bot protection, and authentication services.

Benefits

Deployment of modern application delivery infrastructure, capable of addressing all the challenges cited previously,
delivers the following benefits:

»  Agility with control and without compromise (Nearly all organizations want to be more agile and faster, but they
want to achieve those ends with control and discipline. In other words, they want to move faster, and in a more
cloudlike manner, in a way that is adapted to their own preferences and resources.)

» Operational efficiencies, with centralized management and consistent policy, that reduce the complexity of
managing across heterogenous infrastructure and clouds while ensuring user experience (This benefit involves
optimization of staff efficiencies through automation, reducing human error, and leveraging technology
investments that bridge skills gaps.)

» Better support for business objectives and outcomes, which derives from having a platform that can support
workload heterogeneity and hybrid cloud

» Better alignment between developer and operator requirements through RBAC and associated application
observability

»  Flexibility, which derives from ensuring that existing and future workloads and existing infrastructure and
investments can be leveraged as application delivery infrastructure requirements evolve (Flexibility also derives
from being able to have flexible licensing [and license portability] and consumption so that organizations are not
inhibited from running application delivery functions and infrastructure wherever they are needed, spanning form
factors and clouds.)

»  Ability to meet compliance requirements in hybrid environments, which is associated with having the flexibility to
place and support workloads where they can provide the greatest possible value

» Reduced operational overhead and costs resulting from centralized and automated operations, including full API
support for operational customization
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» Reliable and consistent security controls between multiple cloud providers and on-premises environments, capable
of meeting compliance requirements as well as providing unified security policies and advanced policies

Considering A10 for Modern Application Delivery Infrastructure

The A10 product portfolio is designed to help enterprise organizations modernize their application delivery infrastructure
across a hybrid cloud and multicloud landscape. A10 has developed its products to serve as flexible, scalable solutions
that enable applications to be continuously available, secure, and optimized for cloud operating models and efficiencies.

The ADC application delivery portfolio includes flexible, scalable ADCs available in all form factors: software, virtual
edition, bare metal, public cloud, hardware appliance, and containers and Kubernetes (cloud native).

Integrated with the ADC portfolio is A10's Harmony Controller, which manages and orchestrates A10 ADCs spanning all
form factors in heterogeneous application environments. This orchestration also extends to other A10 products,
including the Thunder CGN, SSLi, and CFW. The Harmony Controller brings automated intelligence to the entire life cycle
of application delivery infrastructure, starting with centralized provisioning and management, which simplifies application
and policy deployment across on-premises datacenters, private clouds, and public clouds. It also provides analytics for
actionable insights that simplify and focus on effective operations, helping boost operational efficiency and agility.

In addition, granular, real-time, per-application analytics provide detailed visibility into application traffic — to the object
level — helping achieve fast root cause analysis and accelerated troubleshooting and remediation, for both IT teams and
DevOps teams. When DevOps teams push out millions of lines of code each year, real-time visibility across all application
environments can reveal the state of application performance, errors, issues, and even latency between components,
ensuring the application delivery environment meets stringent business objectives.

The Harmony Controller is available as a centralized cloud service, in a software-as-a-service (SaaS) subscription model, or
as software that can be deployed on premises. Organizations can choose a trial using the cloud service and then decide
whether to go into production the same way or with an on-premises deployment. Having this option provides choice and
flexibility, reducing barriers and inhibitors to adoption.

Comprehensive Application Security Across Application Architectures and Clouds

A10 recognizes that security exploits and vulnerabilities are constant threats to application availability and integrity.
Accordingly, A10 offers a secure service stack that can enhance a zero trust strategy by ensuring multiple levels of
verification and control can be applied to each connection. The A10 Thunder ADC security controls encompass TLS/SSL
offload, next-generation web application firewall, authentication access management, CAPTCHA user verification,
layered DDoS protection, a datacenter firewall, and other application security capabilities. A10 Threat Intelligence Service,
available on a subscription basis, leverages reputation data to assess and proactively block known bad actors, malware
sites, DDoS attacks, and other threats across multiple configurable categories. A10's approach to connected and shared
intelligence involves data sharing between services, which is intended to provide detailed application security insights.

The centralized intelligence for A10's application security is the Harmony Controller, which orchestrates and manages
consistent security policy for multiple security components — regardless of form factor or cloud — across application
delivery infrastructure. It also provides centralized intelligence governing geosensing and geolocation data, helping
obviate and mitigate regional or global security threats and minimize issues that could impair application availability.
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Emphasis on Simplified Operations

Support for an enhanced user experience helps simplify and speed the work of ITOps, while adding to the engagement
and satisfaction of application users. To maintain application availability and experience, A10's portfolio includes
integrated global server load balancing, which provides global traffic management to support application resilience and
continuity through faster, localized server response to end-user requests. Moreover, cloud redundancy also supports
user experience and application continuity, providing proactive resilience in the event of cloud or network transport
outages, prohibitive cloud subscription costs, or other unforeseen circumstances. As organizations' hybrid cloud
strategies evolve to include multiple public clouds and on-premises environments functioning as an integrated system,
cloud selection and optimization tools, such as GSLB, become more essential, extending beyond traditional failover and
disaster recovery use cases.

A Flexible, Inclusive Licensing Model

FlexPool is capacity pooling that allows customers to purchase licensed capacity on demand and then allocate and
redistribute it as needed across hybrid cloud and multicloud locations, which can be especially useful when requirements
relating to exact deployment capacities are not fully known across multiple sites or are subject to change. The benefits of
the licensing model include:

» Portable, consumption-based software model
» Quick customer adoption and differentiator

» Inclusive feature set — no additional licenses needed
Other ADC trends/top-of-mind items of interest to buyers include the following:
» A holistic, secure application services approach that treats on-premises datacenters and clouds as one system,

enabling greater simplicity, agility, consistent manageability, and security. This capability dovetails with and helps
enable an effective and ubiquitous cloud operating model and includes:

m Ciphers for TLS/SSL
m Software at high-speed TLS/SSL (A10 has a high-performance solution.)
m ECC requirements for TLS/SSL

» Multicloud and hybrid cloud optimization, redundancy, and selection

» Advanced customization with a TCL-based scripting language (A10 calls this aFleX) for application transformation
(This can remove barriers to ensure custom applications can move to the cloud when basic load balancing
capabilities do not provide scripting to modify application traffic behavior required by the application.)

»  Flexibility in control, centralized management, and GUI, CLI, or APl with full CLI parity

» Advanced DNS load balancing to improve security and to optimize performance or reduce requirements of back-
end DNS servers and to improve overall utilization (This includes recursive DNS offload, DNS Application Firewall
[DAF] capabilities, and DNS over HTTPS [DoH] or DNS over TLS [DoT]).
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Challenges

One major enterprise challenge, which also affects suppliers and partners, is that many organizations have yet to
articulate or enact an effective cloud operating model that includes a consistent and unified approach to underlying
elements such as application delivery infrastructure. In practice, this means that they use disparate types of application
delivery infrastructure from various vendors and cloud providers, often because they have yet to define a consolidated
and integrated approach to hybrid cloud and multicloud infrastructure. Operational and cost inefficiencies result from an
inconsistent approach to application delivery infrastructure, and security vulnerabilities present an added risk.
Nonetheless, some organizations are still caught in the inertia that derives from siloed environments and traditional IT
models.

Another challenge involves the different buying centers and influencers that have arisen alongside cloud-native
environments. Cloud architects and platform teams are often familiar with cloud offerings and open source cloud-native
load balancing and service meshes, and they will have to be engaged meaningfully and on their own terms by suppliers of
application delivery infrastructure.

Conclusion

As application environments grow in complexity and become unprecedentedly distributed, application delivery
infrastructure — including advanced local and global load balancing and higher-layer security functionality — becomes a
critical enabler of digital business success and digital resiliency.

Hybrid cloud and multicloud environments benefit significantly from fully orchestrated and elastically scalable application
delivery infrastructure and security that offers consistency and predictability across disparate clouds and heterogenous
application environments (VMs, bare metal, containers, public cloud, etc.). In addition, modern application delivery
infrastructure provides essential support for both AlOps capabilities and the realization of an effective cloud operating
model. If A10 Networks is successful in meeting the challenges cited previously, it will be well placed to provide enterprise
customers with modern and ubiquitous application delivery infrastructure, capable of delivering the full array of benefits
discussed in this paper.
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