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Whether delivered through a standalone device or an application delivery controller (ADC), load balancing can play a valuable role in addressing 
these challenges. By optimally distributing workloads across environments and preventing single points of failure, companies can improve 
system reliability, performance, scalability, and resilience. But how many finservs are getting what they need from their solution?

This report draws on recent financial industry survey data to explore the role of load balancing at today’s financial services organizations—and 
where it’s falling short. 

Digital Transformation 
Amid intense competitive pressure, organizations are moving  
fast to modernize their technology. Hybrid cloud environments, 
software-based solutions, and digital-native applications are 
accelerating the pace of innovation. But they’re also bringing  
new challenges for ensuring performance, protecting data, and 
managing cost. IT management becomes more complex every day. 

Artificial Intelligence 
AI workloads are placing new demands on technology 
infrastructure. Without careful resource management, GenAI 
applications can easily saturate the network and degrade 
performance for other critical applications. Real-time inference 
demands fast processing with minimal latency—and an evolution 
from centralized to edge-centric architecture.

Introduction
Financial services (finservs) organizations like commercial and investment banks, credit unions, and fintech providers 
are navigating rapidly changing business and IT requirements. 

Regulatory Compliance 
The list of mandates keeps growing. GDPR, CCPA, and the EU AI 
Act impose strict requirements for the way data is stored, used, 
and governed. DORA calls for higher levels of visibility, control, and 
reporting, as well as the ability to ensure operational resilience 
following a breach or disaster.

Cybersecurity 
Finservs have long been a favorite target of cybercriminals, 
and a new generation of AI-powered threats are increasing the 
risk. Organizations have to strengthen their protection against 
everything from DDoS attacks to malicious insiders  
and ransomware. 
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Key Findings
To learn more about the state of load balancing in finserv, A10 commissioned two surveys:

An A10 and Gatepoint Research survey of U.S. finserv executives Modern Application Delivery Strategies  
for Hybrid Clouds 

An A10 and Opinion Matters survey of in-house finserv IT professionals in EMEA themed Network Load 
Balancing Technology Trends 

The surveys focused both on the experience of participants with their current load balancing solution 
and their concerns moving forward as they address future needs. Questions addressed areas including:

How successful do you think your organization has been with migrating applications to the cloud,  
and how will your approach evolve in the future? 

What are your top initiatives and priorities in the coming year?

What are your top application delivery or load balancing challenges?

What issues do you have with your load balancing solution, and what would prompt you 
to reevaluate your choice? 

Key findings: 

Nearly half of U.S. finserv firms have moved to hybrid cloud (48%)

Security and digital resiliency are top priorities for both U.S. execs and EMEA IT professionals,  
including a focus on AI-related threats 

Vendor support is the top consideration in choosing an ADC provider or changing to another

Security and  
digital resiliency 
are top priorities for 
both U.S. execs and 
EMEA IT professionals, 
including a focus on 
AI-related threats

Vendor support is 
the top consideration 
in choosing an ADC 
provider or changing  
to another

48%
Nearly half of  
U.S. finserv firms 
have moved to 
hybrid cloud 

Security 

Digital 
Resiliency 
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Mixed Results for Finserv Cloud Migration 

25%
of U.S. execs  
report highly 
successful app 
migration to  
the cloud

of U.S. finservs  
host applications 
both on-prem and  
in the cloud

48%

While not traditionally early adopters, established financial services firms  
are now pushing the pace of innovation to compete with digital-native finservs.

However, the success of these efforts has not been uniform. Only a quarter of U.S. finserv professionals  
are enthusiastic about their experiences moving to the cloud; the majority (54%) report that they’ve only  
been “somewhat” successful. 

In this light, it’s no surprise that 81 percent of U.S. professionals continue to use on-premises data  
centers—including 33 percent who do so exclusively and 48 percent pursuing a hybrid strategy. Among 
respondents with cloud environments, Microsoft Azure is the leading service (43%), followed by AWS (36%)  
and Google Cloud (12%). 

This market share distribution is almost perfectly reversed in EMEA, where IT professionals opt primarily for 
Google Cloud (42%) followed by Oracle (33%), AWS (25%), and Azure (17%). Cloud adoption in general is strong 
in these regions, with 42 percent of IT professionals pursuing a cloud-first strategy, a model in which all new 
applications are delivered in the cloud while some legacy applications remain on-prem. Another 38 percent 
have committed to a cloud-native approach in which applications are built and deployed specifically for cloud 
environments. One in five have gone cloud-only, with no remaining on-premises infrastructure. 

FOR EMEA IT PROS,  
THE CLOUD IS THE PRIMARY OPTION  
FOR APPLICATION DELIVERY
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Security, Resiliency, and Modernization 
Top the Agenda 30%

of U.S execs  
want to improve 
resilience

46%
of EMEA IT pros 
are implementing 
protection against 
AI-related threats

In a heavily targeted industry, finservs face an uphill battle to prevent  
damaging attacks and recover quickly from any disruptions that do occur. 

Asked about the technology initiatives they’re prioritizing this year, 28 percent of U.S. executives named 
better security, while 7 percent aim to deploy robust defense for their web applications. Thirty percent 
seek to improve resilience. As their environments continue to evolve, 12 percent also want to automate 
hybrid cloud management and analytics, and 12 percent intend to move on from hardware appliances to 
software/scale-out solutions. 

Similar themes emerge among EMEA IT pros. Forty-six percent plan to implement protection against  
AI-related threats, and 38 percent will invest in developer security tools. Taking a broader view, 29 percent 
intend to improve security and resilience. Digital transformation is a key focus as well, with 32 percent 
prioritizing IT modernization. This often goes hand-in-hand with reducing data center costs, a priority 
shared by 24 percent of respondents. 

IMPLEMENT PROTECTION 
AGAINST AI-RELATED THREATS
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ADC Capabilities are Being Underutilized 
by Finserv Firms
ADCs and load balancers offer a broad range of functionality—but you wouldn’t know 
it from the way finservs are using them. 

It makes sense that U.S. firms are most likely (34%) to use their ADC or network load balancer for general 
network load balancing. But while many U.S. finservs have put security high on their agenda, they tend to 
overlook several high-value security functions available in their ADC or load balancing solution, including 
application-layer security (16%) and access control (12%). In an industry with exceptional requirements for 
data protection, it’s striking that only 10 percent use their solution for TLS/SSL offload, a critical security 
function when encryption is being used. 

General load balancing is also the top use in EMEA (33%), followed by 31 percent of IT pros who use their 
solution for application scripting, analytics, performance feedback, acceleration, or optimization. Here again, 
though, key security functions are somewhat neglected. Only 28 percent use their solution for access control, 
25 percent for application-layer security, and 17 percent for TLS/SSL offload.

APPLICATION-LAYER SECURITY  
CAPABILITIES UNDERUSED

TLS/SSL OFFLOAD  
UTILIZATION IS RARE

HOW ADC CAPABILITIES  
ARE BEING UNDERUTILIZED

16% 25%
EMEAU.S.A.

25% 17%
EMEAU.S.A.
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AI, Transformation, and Security  
Call for Better Solutions
ADCs and load balancers play a critical role in application experience. While they’re  
doing well enough today, demanding workloads like AI will place new demands on  
these solutions. 

Asked about their current application delivery challenges, relatively few U.S. executives named application 
downtime (12%) or slow applications (12%) as top problems. Turning their focus to the future, however, 
these respondents named several experience-related areas where they need more from their solutions to 
ensure business success. These include faster troubleshooting and root cause analysis (20%), analytics and 
application insights (20%), and faster application performance (13%). 

Many U.S. executives are currently experiencing application delivery challenges related to digital 
transformation. Respondents cited keeping up with growing application scale and growth (20%),  
legacy technology (18%), and multi-cloud complexity (14%). In this area, their improvement wish  
list included single-pane-of-glass management (11%) and automation to optimize IT staff and 
resources (10%). 

While U.S. executives tend to underutilize the security features of their solutions, as discussed 
earlier, they do have concerns in this area. Eighteen percent named application security as a 
top application delivery challenge, while 25 percent said that they needed better application 
delivery or load balancing security features to ensure business success. 

U.S. execs are  
struggling with  
application scale  
and growth, legacy 
technology, 
and multi-cloud 
complexity

Better application 
performance  
and availability  
will be essential  
to support new  
AI workloads
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Vendor Issues Can Be a Deal-breaker
EMEA IT professionals are finding their solutions harder to work with—and the same 
can be said of their ADC providers. 

Asked about the issues they’re facing with their ADCs or load balancers, respondents named both technical 
areas like solution complexity (44%) and integration difficulties (29%), and vendor complaints including licensing 
and support changes (28%), significant cost increases (26%), and vendor lock-in (22%). For good measure, 
33 percent were dealing with too many application security threats. 

These vendor issues aren’t just an acceptable annoyance—they can be reason enough to make a change.  
Often, respondents rated such considerations higher than more functional factors. Asked what might make 
them switch, 56 percent of EMEA IT professionals named limited or poor vendor responsiveness—far higher  
than the 35 percent who’d change due to increased latency, lag, or downtime, or the 33 percent who would do 
so following a security breach. A hike in vendor costs ranked almost as high at 32 percent. 

Approaching the matter from a different angle, EMEA IT professionals would change their ADC provider based 
on the expectation of superior support (33%) or less expensive, flexible licensing (25%). U.S. executives shared 
this emphasis, with more naming superior vendor support (20%) than any other consideration when evaluating 
an ADC or load balancing solution. 

56%

of EMEA IT pros 
are facing issues 
with solution 
complexity

SUPERIOR SUPPORT IS THE TOP REASON  
BOTH EMEA IT PROS AND U.S. EXECS  
WOULD CHANGE VENDORS

of EMEA IT pros 
would switch 
solutions due 
to limited or 
poor vendor 
responsiveness 

44%
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Next Steps to Build a Successful  
Load Balancing Vendor Partnership
Finservs can’t afford to take chances with their application infrastructure 
or the vendors who enable it. As hybrid cloud, digital transformation, AI, 
and regulatory compliance bring new challenges, the right partner can help 
you address them. That includes forming a long-term relationship based on 
responsive support and licensing that fits your needs. 

As you consider your options for load balancing, make sure to research each vendor’s track 
record with customers and the cost profile of their solution. The following resources will help  
you begin a successful evaluation and selection process. 

Compare Cloud Costs 
Are you paying too much for your cloud load balancers?  
What should your costs look like? 

Use our cost comparison tool to get an estimate  
for different providers and volume scenarios.

CASE STUDY 

Delivering  
Exceptional  
Experiences at a  
Multi-national Finserv

CASE STUDY 

Cost-effective 
Transformation at a  
Global Investment Firm

Find out how Travelex International Ltd. delivers 
omnichannel experiences with real-time reliability for 
banks, travelers, and other customers across more than 
2,000 locations in 20+ countries. 

Learn how a firm with more than $600 billion in assets 
under management ensures high availability for hundreds 
of enterprise and investment management applications 
while protecting the business from attacks. 
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https://www.a10networks.com/resources/tools/cloud-load-balancing-cost-comparison-tool/
https://www.a10networks.com/resources/tools/cloud-load-balancing-cost-comparison-tool/
https://www.a10networks.com/wp-content/uploads/A10-CS-ARRT-Maintains-High-Availability-While-Accelerating-App-Deployment.pdf
https://www.a10networks.com/wp-content/uploads/A10-CS-Travelex-Delivers-Highly-Available-Applications-Securely-And-Efficiently-To-Enhance-Global-Customer-Experience-With-A10-Thunder-ADC.pdf
https://www.a10networks.com/wp-content/uploads/A10-CS-Global-Investment-Firm-Ensures-Application-Availability-With-Thunder-ADC.pdf


Who did we survey?
This report is based on two surveys with the following methodologies. 

Modern Application Delivery Strategies for Hybrid Clouds 
Between January and April 2024, Gatepoint Research surveyed U.S. IT professionals, 
including 41 percent CxOs, 16 percent VPs, 15 percent directors, and 28 percent senior  
or department managers. 

One hundred percent of responders were invited via email and participated voluntarily;  
none were engaged using telemarketing.

Network Load Balancing Technology Trends 
Between September and October 2024 Opinion Matters surveyed IT professionals in 
Germany, United Kingdom, Middle East, Benelux, Spain and Italy. All respondents oversee 
networks, cloud migration, and IP addresses, including 37 percent head of global network 
architecture, 28 percent IP network manager/engineer, 21 percent head of network 
architecture, and 13 percent load balancer engineer. 

One hundred percent of responders were invited via email and participated voluntarily;  
none were engaged using telemarketing.
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About A10 Networks 
A10 Networks provides security and infrastructure solutions for on-premises, hybrid cloud, 

and edge-cloud environments. Our 7000+ customers span global large enterprises and 

communications, cloud and web service providers who must ensure business-critical 

applications and networks are secure, available, and efficient. Founded in 2004, 

A10 Networks is based in San Jose, Calif. and serves customers globally.

For more information, visit A10Networks.com and follow us @A10Networks.

©2025 A10 Networks, Inc. All rights reserved. A10 Networks, the A10 Logo, A10 Control, A10 Defend, A10 Harmony, Harmony, A10 Thunder, Thunder, ACOS, A10 SSL Insight, SSL Insight, SSLi, vThunder, 

ThreatX, and ThreatX Protect are trademarks or registered trademarks of A10 Networks, Inc. or its affiliates in the United States and other countries. All other trademarks are property of their respective 

owners. A10 Networks assumes no responsibility for any inaccuracies in this document. A10 Networks reserves the right to change, modify, transfer, or otherwise revise this publication without notice. 

For the full list of trademarks, visit: A10Networks.com/A10-trademarks.

Part Number: A10-EB-14173-EN-01    APR 2025
Contact Us
A10Networks.com/contact

A10Networks.com

About A10 Networks

http://www.a10networks.com/
https://twitter.com/a10networks
http://www.A10networks.com/A10-trademarks
http://www.a10networks.com/
https://www.a10networks.com/

	Read Now 5: 
	Read Now 6: 
	Read Now 8: 
	Read Now 9: 


