
h  

Independent market research and 

competitive analysis of next-generation 

business and technology solutions for 

service providers and vendors 

Heavy Reading’s 2020  

5G Core Security Survey 
A custom research report produced for A10 Networks, Ericsson, 

Hewlett Packard Enterprise, and NetNumber 

 

       

 

AUTHOR: JIM HODGES, CHIEF ANALYST, HEAVY READING 

CUSTOM
REPORTS



 

© HEAVY READING | HEAVY READING’S 2020 5G CORE SECURITY SURVEY | OCTOBER 2020 2 

TABLE OF CONTENTS 

1. INTRODUCTION AND KEY FINDINGS ........................................................... 4 

1.1 Key findings ..............................................................................................4 

2. SURVEY DEMOGRAPHICS SUMMARY ............................................................ 8 

Figure 1: Survey respondents by geography ...............................................8 
Figure 2: Survey respondents by CSP type .................................................9 
Figure 3: Survey respondents by company annual revenue ..........................9 
Figure 4: Survey respondents by job function ........................................... 10 

3. IMPLEMENTING AND SCALING THE 5GC .................................................... 11 

Figure 5: Traffic by technology ................................................................ 11 
Figure 6: 5GC implementation timeline .................................................... 12 
Figure 7: 5GC SA deployment triggers ..................................................... 13 

4. 5GC SECURITY STRATEGIES ...................................................................... 14 

Figure 8: Security and the SEPP .............................................................. 14 
Figure 9: 5GC security confidence levels .................................................. 15 
Figure 10: 5GC security interworking strategy attributes ............................ 16 
Figure 11: Origination and termination security concerns ........................... 17 
Figure 12: 5GC security scenarios ........................................................... 18 
Figure 13: 5GC security threat assessment............................................... 19 
Figure 14: 5G security – Orchestration and monetization ........................... 20 
Figure 15: 5GC security strategy attributes .............................................. 21 
Figure 16: Vendors, hardware, DevOps, and cloud-native .......................... 22 
Figure 17: Ranking authentication functions ............................................. 23 

5. SECURITY AND SLICING ............................................................................ 24 

Figure 18: 5GC security slices customer benefits ....................................... 24 
Figure 19: Ranking slice-based managed service security capabilities .......... 25 
Figure 20: 5G slicing security challenges .................................................. 26 

6. UPGRADE AND INVESTMENT STRATEGIES ................................................. 27 

Figure 21: 5GC security upgrade cycles ................................................... 27 
Figure 22: Network-level threat investment priorities ................................ 28 
Figure 23: Subscriber-level threat investment priorities ............................. 29 
Figure 24: Security in 2023 .................................................................... 30 

7. AUTOMATION, STANDARDS, AND BEST-OF-BREED .................................... 31 

Figure 25: Implementing automated security ............................................ 31 
Figure 26: Automation implementation concerns ....................................... 32 



 

© HEAVY READING | HEAVY READING’S 2020 5G CORE SECURITY SURVEY | OCTOBER 2020 3 

Figure 27: Managing security SLAs .......................................................... 33 
Figure 28: MEC and DDoS ...................................................................... 34 
Figure 29: Space and power ................................................................... 35 
Figure 30: Cloud-native best-of-breed ..................................................... 36 
Figure 31: Implementing 5G security specifications ................................... 37 
Figure 32: 5G security key management scenarios .................................... 38 

8. APPENDIX A: FILTER GROUP – PIVOT TABLE DATA ................................... 39 

Figure 33: Traffic by technology – Tier 1 vs. Tier 2/3 ................................. 39 
Figure 34: 5GC implementation timeline: Tier 1 vs. Tier 2/3 ....................... 40 
Figure 35: 5GC SA deployment triggers – Tier 1 vs. Tier 2/3 ...................... 41 
Figure 36: Security and the SEPP – Tier 1 vs. Tier 2/3 ............................... 42 
Figure 37: 5GC security confidence levels – Tier 1 vs. Tier 2/3 .................... 43 
Figure 38: 5GC security interworking strategy attributes – Tier 1 vs.  

Tier 2/3 ............................................................................................... 44 
Figure 39: Origination and termination security concerns – Tier 1 vs.  

Tier 2/3 ............................................................................................... 45 
Figure 40: 5GC security scenarios – Tier 1 vs Tier 2/3 ............................... 46 
Figure 41: 5G security threat assessment – Tier 1 vs. Tier 2/3 .................... 48 
Figure 42: 5G security – Orchestration and monetization – Tier 1 vs.  

Tier 2/3 ............................................................................................... 49 
Figure 43: 5GC security strategy attributes – Tier 1 vs Tier 2/3 .................. 50 
Figure 44: Vendors, hardware, DevOps, and cloud-native – Tier 1 vs.  

Tier 2/3 ............................................................................................... 52 
Figure 45: Ranking authentication functions – Tier 1 vs. Tier 2/3 ................ 53 
Figure 46: 5GC security slice customer benefits – Tier 1 vs. Tier 2/3 ........... 54 
Figure 47: Ranking slice-based managed service security capabilities – Tier 1 

vs. Tier 2/3 .......................................................................................... 56 
Figure 48: 5G slicing security challenges – Tier 1 vs. Tier 2/3 ..................... 57 
Figure 49: 5GC security upgrade cycles – Tier 1 vs. Tier 2/3....................... 58 
Figure 50: Network-level threat investment priorities – Tier 1 vs. Tier 2/3 .... 59 
Figure 51: Subscriber-level threat investment priorities – Tier 1 vs.  

Tier 2/3 ............................................................................................... 62 
Figure 52: Security in 2023 – Tier 1 vs. Tier 2/3 ....................................... 65 
Figure 53: Implementing automated security – Tier 1 vs. Tier 2/3 ............... 66 
Figure 54: Automation implementation concerns – Tier 1 vs. Tier 2/3 .......... 67 
Figure 55: Managing security SLAs – Tier 1 vs. Tier 2/3 ............................. 69 
Figure 56: MEC and DDoS – Tier 1 vs. Tier 2/3 ......................................... 69 
Figure 57: Space and power – Tier 1 vs. Tier 2/3 ...................................... 70 
Figure 58: Cloud-native best-of-breed – Tier 1 vs Tier 2/3 ......................... 71 
Figure 59: Implementing 5G security specifications – Tier 1 vs Tier 2/3 ....... 72 
Figure 60: 5G security key management scenarios – Tier 1 vs. Tier 2/3 ....... 75 

 

  



 

© HEAVY READING | HEAVY READING’S 2020 5G CORE SECURITY SURVEY | OCTOBER 2020 4 

1. INTRODUCTION AND KEY FINDINGS 

5G service is already a commercial reality in many markets. The first deployments typically 

utilized a non-standalone (NSA) architecture, which pairs an existing 4G core network with 

a 5G radio access network (RAN).  

 

This architecture delivers performance enhancements and represents a low risk approach 

to 5G introduction. But the endgame strategy for communications service providers (CSPs) 

is to deploy 5G radios with a new 5G core (5GC) in a standalone (SA) configuration.  

 

The 5GC in itself represents a major technology breakthrough since it is the first truly 

cloud-native core network. As a result, the 5GC will fuel the next wave of service 

innovation that will push services to the edge and enable the delivery of low latency, high 

value services. This push to the edge also has major security implications. 

 

This report presents the key findings of a recently completed market research study 

designed to capture in detail the security issues germane to the introduction and 

commercialization of the 5GC. 

1.1 Key findings 

1.1.1 Implementing and scaling the 5GC  

CSPs are committed to 5GC implementation. 67% of CSPs are either now 

implementing (32%) a 5G SA or plan to implement in 12–18 months (35%). Another 26% 

forecast implementation taking place in a 24–36-month window. This equates to a 93% 

implementation rate within a three-year window. A greater number of Tier 1s are 

implementing the 5GC right now (Tier 1 – 45% vs. Tier 2/3 – 18%). 

 

This strong level of commitment translates into an aggressive 5GC SA traffic 

ramp-up curve largely at the expense of the 3G core. 60% of survey respondents 

forecast that their 3G core will not be supported by 2025, while another 35% in this same 

period estimated the percentage of traffic in the 25% or less range. In contrast, 31% of 

the respondents believe that by 2025, the 5GC will handle between 50% and 75% of 

network traffic.  

 

5GC SA adoption is triggered by several primary drivers ranging from scale and 

roaming security to managed security service delivery. Of these, the top driver is 

network scale (70%), followed by edge service introduction and cloud-native service 

strategy execution (both 51%) and slice-based service support (48%). Other 

considerations include expanding managed security services (34%) and enhanced security 

roaming utilizing the new 5GC Security Edge Protection Proxy (SEPP) function (33%).  

 

1.1.2 5GC security strategies  

The SEPP is a key consideration in the 5GC SA migration because it plays an important role 

in roaming security. There has been some industry discussion that the SEPP will be 

complex to implement operationally. But the majority of survey respondents (56%) 

believe that while securing the SEPP-SEPP interface will be an operational 

challenge, it is manageable.  
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Although CSPs are fairly confident they can successfully implement the 5GC SA, 

several key areas of concern stand out. The areas with lingering 5GC security concerns 

based on “somewhat confident” and “not confident” responses are application programming 

interface (API) exposure (29% + 6%), network slicing (26% + 3%), and microservice 

support (24% + 5%). This ranking is concerning given all three are foundational to 

effective 5GC security strategy execution.  

 

Seamless service handover between 5GC and 4G enhanced packet core (EPC) 

networks for non-roaming 5G subscribers (57%) and seamless service between 

5GC and visited 4G EPC networks for roaming subscribers (41%) are the two top 

requirements identified by the survey respondents to support interworking with 3G and 4G 

core networks. 

 

A significant number of CSPs are concerned about interworking and securing 

legacy services on the 5GC. Of these, based on “extremely concerned” and “concerned” 

responses, the top three concerns are short message service (SMS) termination in 5GC 

networks (24% + 46%), outbound roaming (19% + 44%), and multimedia messaging 

service (MMS) termination in 5GC networks (15% + 44%).  

 

At the same time, 66–74% of CSPs believe the frequency of major threat vectors 

ranging from privacy attacks and distributed denial-of-service (DDoS) attacks to 

service and malware attacks will increase with the introduction of the 5GC.  

 

87% of respondents “agree” that security solutions deployed on the 5GC must 

support open interfaces. Moreover, 86% of respondents “agree” that cloud-native 

security solutions must be available from commercial launch, that vendor solution 

components must be 5GC swappable (86%), and that implementing DevOps principles will 

be vital to threat detection and patch testing and monitoring (85%).  

 

Additional “critical” attributes of a 5GC security strategy include support of 

microservices-based security services (34%), ability to monitor traffic and control 

signals between network functions (33%), management and orchestration (33%), 

centralized and customizable network function and service access control (33%), 

swappable open platforms that avoid single-vendor lock-in (31%), and centralized data 

control (31%).  

 

In the 5G realm, numerous nodes support authentication functions and they are 

all important. Based on “extremely important” inputs, the Network Exposure Function 

(NEF) and Authentication Server Function (AUSF) both attained 38% level responses. The 

Security Anchor Function (SEAF), SEPP, Charging Function (CHF), and Access and Mobility 

Function (AMF) were only slightly back in the range of “extremely important” responses 

(32–36%).  

 

1.1.3 Security and slicing  

In addition to legacy service security concerns, the survey respondents also identified new 

service-related 5GC security challenges. Of these, the top two leaders in the “extremely 

concerned” category were slice-based malware related (25%) and attacker 

created slice instances (23%). The only logical observation here is that despite 

relatively strong levels of confidence, the introduction of API exposure, automation, and 
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sliced-based services injects formidable challenges that CSPs must address before 5GC 

implementation.   

 

Automation will play a key role in slice security. When survey respondents were 

asked to rank security slice capabilities, automated lifecycle management achieved the 

highest ranking (38%), followed by slice hardening and automated and artificial 

intelligence (AI) trust management (both 28%). 

 

68–83% of survey respondents believe security-related opportunities also exist. 

Of these, the leading opportunity is to utilize security as a key attribute in the creation of a 

5GC automation and orchestration (83%) strategy. Additionally, 82% agree that network 

slicing represents an opportunity to monetize security. 

 

Data isolation (54%) and infrastructure security (53%) are the top two security-

related capabilities customers will require when deploying 5G enterprise slices to serve 

multiple applications, such as Internet of Things (IoT), private networks, and enterprise 

voice.  

 

A significant number of survey respondents anticipate slice security challenges. Of these, 

based on “extremely concerned” inputs, the top perceived security slice challenges 

are capacity management (31%), threat monitoring (29%), and the need to 

support customer-led subscriber provisioning (27%).  

 

1.1.4 Upgrade and investment strategies  

CSPs will utilize several approaches for performing security updates. The top-ranked 

approach by a considerable margin was daily updates (48%), followed by weekly 

(37%), and then “as required” (automation-based) updates (31%).  

 

CSPs are adopting a balanced approach in terms of 4G and 5G core investment to address 

subscriber-level and network-level threats. However, the high range of “Rank 1” scores 

(20–29%) for the 5G SA option confirms that considerable investment is being 

made in this configuration. 

 

Over the next three years, container-based virtual functions will be utilized to 

support firewall (FW) and gateway (GW) functions. For example, by 2023, 23% of 

the respondents expect the security GW function to be deployed as container-based 

functions in the 5GC SA.  

 

1.1.5 Automation, standards, and best-of-breed  

The implementation of automated security is happening now with additional rollouts 

to follow in the next 12–24 months. The initial use case focus is to support automated 

device configuration monitoring and scanning (34%).  

 

Still, there is no shortage of automated security implementation concerns. Based 

on “extremely concerned” response levels, the concerns relate to automation scaling 

(29%), upgrades (28%) continuous deployment (27%), and continuous integration (25%). 

The top rank of automation scaling is a key concern given 5GC scale is also the 

top primary driver for triggering a 5G NSA (4G core) deployment to migrate to a 

5GC SA deployment. 
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The majority of survey respondents (65%) believe security service-level agreement 

(SLA) management for enterprise customer workloads running in telco and public clouds 

will necessitate that CSPs work jointly with public cloud providers to secure these 

services to the level guaranteed in the SLA.  

 

There is no single preferred option for DDoS attack mitigation. While 27% of the 

survey respondents plan to mitigate DDoS attacks via core network interfaces (including 

the 5GC), 23% will deploy DDoS mitigation functions in each multi-access edge computing 

(MEC) node monitoring internet interfaces. A third approach is to develop DDoS build, 

monitor, and mitigation protection in the application layer (21%) itself.  

 

32% of survey respondents believe the addition of core functions to 5G cell sites 

is a major concern and they will have to reduce footprint by over 50% from current 

levels to meet anticipated space and power demands. An additional 17% believe they have 

exhausted space and power resources on existing sites and will need to build sites. This 

translates into 49% (32% + 17%), or roughly half, of respondents that are very 

concerned about space and power requirements. 

 

Total cost of ownership (TCO) is the most important attribute that CSPs consider 

when choosing to implement cloud-native best-of-breed solutions or single-

vendor security solutions for cloud-native 5GC or edge deployments. TCO achieved a 

ranking of 65% compared to other attributes such as multi-vendor ecosystem support 

(32%), operational complexity (30%), and lifecycle management cost (29%).  

 

Standards implementation matters. While 3GPP TS 33.511 attained the highest level of 

support to implement before commercial launch (38%), rankings for the nine specifications 

Heavy Reading requested feedback on are strong enough to confirm each is relevant on 

some level for ensuring the security of 5GC networks.    

 

More than two-thirds of survey respondents (64–81%) believe that single key 

management is highly desirable. The scenario with the greatest level of support was 

managing 4G and 5G inter-public land mobile networks (PLMN) signaling security solutions 

(81%). 
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2. SURVEY DEMOGRAPHICS SUMMARY 

This research report is based on a comprehensive online survey launched in 3Q20. The 

survey was created by Heavy Reading in collaboration with research sponsors A10 

Networks, Ericsson, Hewlett Packard Enterprise (HPE), and NetNumber. 

 

These respondents were invited to take the survey on the understanding of anonymity 

(i.e., that their names, job titles, and employers would not be made available to the 

study’s sponsors or eventual readers) and that the results will only be presented in 

aggregate form. Respondents were not told which suppliers sponsored the study.  

 

The survey contained a total of 32 questions and was promoted to attract a large base of 

high value respondents. As shown in Figure 1, a global mix of 115 qualified CSP 

respondents took the survey. Non-qualified, non-CSP responses were deleted.  

 

The largest employee sample was from the US (46%), followed by Asia Pacific (14%), 

Western Europe (10%), Canada (10%), Central/South America (9%), Central/Eastern 

Europe (7%), Middle East (2%), and Africa (1%). 

 

Figure 1: Survey respondents by geography 

  Proportion of respondents 

US  46% 

Asia Pacific  14% 

Western Europe  10% 

Canada  10% 

Central/South America  9% 

Central/Eastern Europe  7% 

Other  2% 

Middle East  2% 

Africa  1% 

Question: Where is your company located? (n=115) 
Source: Heavy Reading 

 

The survey also attracted a broad range of CSP types and sizes. Of these, as shown in 

Figure 2 below, the two largest groups represented were converged operators with both 

mobile and fixed networks (47%) and mobile operators (31%).  

 

There were also a small number of fixed-line telecom operators (11%) and cable operators 

(5%). These respondents were not disqualified since they may leverage 5G or MEC 

architectures to deliver fixed network services. However, because some questions were not 

directly applicable to them, the survey responses were typically pushed down to the  

105–111 range. 
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Figure 2: Survey respondents by CSP type 

  Proportion of respondents 

Converged operator (fixed and mobile assets)  47% 

Mobile operator  31% 

Fixed-line telecom operator  11% 

Cable operator  5% 

MVNO, MVNE with infrastructure  4% 

OTT service provider  1% 

Other  1% 

Question: What type of communications service provider (CSP) do you work for? (n=115) 

Source: Heavy Reading 

 

The survey respondents also worked for a mix of both smaller Tier 2/3 operators and larger 

Tier 1 operators. As shown in Figure 3, 51% of the respondents worked for Tier 1 CSPs 

that generated more than $1bn of revenue on an annual basis (37% + 14%). The 

remaining 50% (22% + 12% + 8% + 8%) worked for Tier 2/3s that generated lower 

revenue of less than a billion dollars a year.  

 

Given the uniform distribution, the survey data was filtered using two categories: Tier 1 

responses and Tier 2/3 responses. This was done to understand on a more granular basis 

specific trends associated with operator size. 

 

The filtered group data for each question is provided in table format in Appendix A 

sourced from the pivot tables that accompany this report. 

 

Figure 3: Survey respondents by company annual revenue 

  Proportion of respondents 

$5bn or more  37% 

$500m to $999m  22% 

$1bn to $4.99bn  14% 

Less than $50m  12% 

$50m to $199m  8% 

$200m to $499m  8% 

Question: What is your company’s annual revenue? (n=115) 
Source: Heavy Reading 

 

The survey respondents who completed this survey tended to have technical backgrounds. 

For example, as shown in Figure 4 below, the largest group (36%) worked in network 

planning & engineering, while 19% performed R&D or technical strategy roles. Additionally, 

14% worked in the IT, data center, & cloud domain and 12% worked in network 

operations.  
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Also included were those respondents who worked in corporate management (9%), sales & 

marketing (4%), product management (4%), and directly in security management (1%). 

Since this survey was quite technical in nature, Heavy Reading noticed a higher ratio of 

partial survey completes among these non-technical respondents that were rejected. 

 

Figure 4: Survey respondents by job function 

  Proportion of respondents 

Network planning & engineering  36% 

R&D or technical strategy  19% 

IT, data center, & cloud domain  14% 

Network operations  12% 

Corporate management  9% 

Sales & marketing  4% 

Product management  4% 

Other  3% 

Security analyst  1% 

Question: What is your primary job function? (n=115) 
Source: Heavy Reading 
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3. IMPLEMENTING AND SCALING THE 5GC 

The commercial implementation of the 5GC represents a vital step in migrating to a fully 

cloud-based mobile network. Still, the 5GC will be deployed in stages to minimize network 

risk and capex investment while continuing to maximize the revenue potential of existing 

3G and 4G networks.  

 

This reality is reflected in Figure 5. When asked for input related to core network traffic 

percentage portions split over a 5G year window (2020–25), there is a visible trend for 

5GC traffic ramp-up to take place at the expense of the 3G core.  

 

As a proof point, 60% of respondents believe their 3G core would not be supported by 

year-end 2025, while another 35% in this same period estimated the percentage of traffic 

in the 25% or less range. In contrast, 42% of the respondents believe that by 2025, the 

5GC will handle between 50–100% of network traffic.  

 

The commercialization of the 5GC will also affect 4G core networks. As the figure shows, 

44% of respondents believe the 4G core is carrying traffic in the 50–100% range at the 

end of 2020. By year-end 2025, this number drops to 10%.   

 

Based on these trends, it is readily apparent that many respondents view the 5GC as the 

future—a future that will be realized within the next five years.  

 

Figure 5: Traffic by technology 

  Not supported 25% or less 25–50% 50–100% 

3G core  

Year-end 2020 13% 46% 23% 19% 

Year-end 2021 20% 54% 20% 6% 

Year-end 2023 41% 47% 9% 3% 

Year-end 2025 60% 35% 2% 3% 

4G core  

Year-end 2020 4% 21% 31% 44% 

Year-end 2021 4% 27% 33% 36% 

Year-end 2023 11% 23% 42% 24% 

Year-end 2025 13% 34% 43% 10% 

5G core 

Year-end 2020 47% 45% 5% 4% 

Year-end 2021 21% 54% 16% 9% 

Year-end 2023 7% 37% 32% 23% 

Year-end 2025 4% 22% 32% 42% 
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  Not supported 25% or less 25–50% 50–100% 

MEC nodes 

Year-end 2020 67% 30% 3% 0% 

Year-end 2021 50% 44% 5% 1% 

Year-end 2023 30% 56% 11% 3% 

Year-end 2025 27% 52% 13% 8% 

Question: Approximately how much total network traffic do you expect to be carried by each network 
technology in the following years? (n=115) 
Source: Heavy Reading 

 

To accommodate forecasted 5GC traffic growth, many CSPs are acting now. As shown in 

Figure 6, 67% of CSPs are either implementing the 5GC now (32%) in a SA configuration 

or plan to implement in 12–18 months (35%). Another 26% forecast implementation 

taking place in a 24- to 36-month window.  

 

This equates to 67% (32% + 35%) of respondents expecting to have a 5GC SA 

implemented within an 18-month window, and 93% implemented with a 36-month window 

(35% + 32% + 26%). Tier 1s are well ahead in the implementation process based on 

“implementing now” responses (Tier 1 – 45% vs. Tier 2/3 – 18%; see Figure 34).  

 

Figure 6: 5GC implementation timeline 

 
Question: When do you plan to implement a 5G core (5GC) in a standalone mode (SA) configuration? 
(n=113) 
Source: Heavy Reading 

 

35%

32%

26%

8%

Implement in 12-18 months

We are implementing now

Implement in 24-36 months

Not sure / no plans
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As noted in the Introduction and key findings section, the 5GC will fuel service 

innovation by enabling cloud services to be deployed at scale at the edge. Some of these 

innovative services will be slice-based, which will drive additional security monitoring 

requirements.  

 

However, as shown in Figure 7, the migration to a 5GC SA configuration is triggered by 

several primary drivers ranging from scale and roaming security to managed security 

service delivery. Of these, the top driver is network scale (70%), followed by edge service 

introduction and cloud-native service strategy execution (both 51%) and slice-based 

service support (48%).  

 

Other considerations that resonated with the survey respondents include expanding 

managed security services (34%) and enhanced security roaming utilizing the new 5GC 

SEPP function, which enforces security policy for interconnection between 5G networks.  

 

Figure 7: 5GC SA deployment triggers 

 
Question: Please rank the following drivers that will trigger a 5G non-standalone (NSA) (4G core) 
deployment to migrate to a 5GC SA deployment. (n=103–112) 
Source: Heavy Reading 

  

70%

51%

51%

48%

34%

33%

32%

31%

28%

19%

25%

37%

35%

45%

46%

47%

49%

48%

51%

52%

5%

12%

15%

7%

21%

20%

19%

22%

21%

29%

Network scale requirements

Edge service introduction

Cloud-native service strategy

Introduction of slice-based services

Expanding managed security services

Enhanced roaming security with SEPP

Integration of verticals

Support of enhanced subscriber privacy

Support of unified authentication

framework & access-agnostic

authentication

Increased home control to prevent fraud

Primary driver Secondary driver Not a driver
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4. 5GC SECURITY STRATEGIES 

As noted in the previous figure, the SEPP is a key consideration in 5GC SA migration. This 

is not surprising since fraud-based revenue loss continues to be a key CSP area of concern. 

The SEPP is designed to deliver enhanced security features to address these concerns. 

However, since the SEPP is a new design utilizing new interfaces, there is some industry 

discussion that operationally it will be overwhelming complex to implement.  

 

But as shown in Figure 8, the majority of the survey respondents (56%) believe that while 

securing the SEPP-SEPP interface will be an operational challenge, it is manageable.  

 

In contrast, only 20% of the respondents adhere to the belief that managing SEPP-SEPP 

interfaces to secure roaming will be extremely difficult. Heavy Reading interprets this data 

as confirming that only a small percentage of CSPs view the SEPP introduction as 

problematic. 

 

Figure 8: Security and the SEPP  

 
Question: Which statement best describes your view of supporting advanced security capabilities on 
the SEPP-SEPP interface? (n=107) 
Source: Heavy Reading 

 

One factor that must play a role in the finding that only a small percentage of respondents 

see the SEPP as a major operational challenge relates to overall 5GC security confidence 

levels. For example, as shown in Figure 9 below, levels of “extremely confident” and 

“confident” responses are solid on all 5GC network work layers. The control plane, which 

hosts the SEPP function, garners the highest level of “extremely confident” responses 

(47%). 

 

The areas with lingering 5GC security concerns based on “somewhat confident” and “not 

confident” responses are API exposure (29% + 6%), network slicing (26% + 3%), and 

microservice support (24% + 5%). While overall this data is positive, the ranking of these 

is concerning given all three are foundational to effective 5GC security strategy execution. 

56%

24%

20%

Securing the inter-network SEPP-SEPP

interface for roaming is an operational

challenge but one we can manage

Securing the inter-network SEPP-SEPP

interface for roaming is somewhat of an

operational challenge

Securing the inter-network SEPP-SEPP

interface for roaming is a major

operational challenge that will be

extremely difficult to manage
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Not surprisingly, some of these concerns manifest themselves later on in this report on a 

more granular level (see Figure 12). 

 

Figure 9: 5GC security confidence levels 

 
Question: How confident are you that you can secure your 5GC in the following areas?  
(n= 113–114) 
Source: Heavy Reading 

 

Although 3G core traffic will ramp down quickly in the next five years, 5GC core 

interworking with 3G and 4G core networks is still necessary to maintain service continuity 

for both home network and roaming subscribers. And as Figure 10 below shows, 

numerous security considerations must be addressed to ensure service continuity.  

 

Of these, based on “extremely important” responses, the top requirement is seamless 

service handover between 5GC and 4G EPC networks for non-roaming 5G subscribers 

(57%). The second is seamless service between 5GC and visited 4G EPC networks for 

roaming subscribers (41%).  

 

These two stand out based on “extremely important” responses. However, the significant 

level of “important” responses for all the attributes, including SEPP interworking with 

Diameter and SS7 firewall (47%) and 4G/3G legacy service fallback (58%), confirms that 

interworking strategies must address a broad range of interworking scenarios. Stated 

differently, the data confirms that 5GC security strategies must be comprehensive.  
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Figure 10: 5GC security interworking strategy attributes 

 
Question: 5GC will need to co-exist with 2G,3G, and 4G core networks. How important are the 
following attributes in the creation of a comprehensive 5GC security strategy that completely 

interworks with previous generation networks? (n=111–112)  
Source: Heavy Reading 

 

As noted in Figure 10 directly above, 5GC seamless interworking with 3G and 4G is a 

strategic imperative. However, as shown in Figure 11 below, there are numerous 

execution-related apprehensions. Of these, based on “extremely concerned” and 

“concerned” responses, the top three concerns are SMS termination in 5GC networks (24% 

+ 46%), outbound roaming (19% + 44%), and MMS termination in 5GC networks (15% + 

44%).  

 

The rankings of SMS, MMS termination, and roaming were not unexpected since all three 

capabilities continue to represent heavy use services even in the 5G era, so getting it right 

is crucial for revenue retention. At the same time, these rankings confirm there are 

formidable security concerns associated with 5GC legacy service support. 
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Figure 11: Origination and termination security concerns 

 
Question: How concerned from a security perspective are you about continuing to support the 
following services that originate or terminate on the 5GC SA? (n=108–109) 

Source: Heavy Reading 

 

In addition to legacy security fears, the survey respondents also identified new service-

related 5GC security challenges. As shown in Figure 12 below, the tight grouping of 

“extremely concerned” inputs confirms a broad range of security 5GC implementation-

related challenges await.  

 

Of these, the top two leaders in the “extremely concerned” category were slice-based 

malware related (25%) and attacker created slice instances (23%). Still, API exposure 

(19%) and the introduction of automation-based security (21%) are very much top of mind 

as well.  

 

The only logical observation here is that despite relatively strong levels of confidence by 

CSPs that they can secure all layers of their networks (see Figure 9), the introduction of 

API exposure, automation, and sliced-based services injects formidable challenges that 

must be fully addressed before 5GC implementation.   
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Figure 12: 5GC security scenarios 

 
Question: The 5GC will introduce new requirements. How concerned are you the following scenarios 
will impact your ability to secure the 5GC network? (n=110–112) 

Source: Heavy Reading 

 

Figure 13 below reinforces that 5GC security challenges await. In this case, the challenges 

are related to an increase in the frequency of attacks. 

 

Two-thirds or more of the survey respondents (66–74%) agree that the frequency of all 

threat vectors—ranging from privacy attacks, to DDoS attacks, to service and malware 

attacks—will increase with the introduction of the 5GC.  

 

While this may seem overly pessimistic at first glance, given past industry trends, Heavy 

Reading believes that this input represents a pragmatic assessment of the threat frequency 

that 5GC will need to address. 
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Figure 13: 5GC security threat assessment  

 
Question: Do you agree or disagree with these 5GC network threat-related statements? (n=113–114)  
Source: Heavy Reading 

 

As proven, the 5GC support of advanced capabilities such as slicing, API exposure, and 

automation injects additional complexity into 5G security strategies.  

 

Nevertheless, as Figure 14 below captures, 68–83% of survey respondents believe 

security-related opportunities also exist (based on their “agree” inputs). Of these, the 

leading opportunity is to utilize security as a key attribute in the creation of a 5GC 

automation and orchestration (83%) strategy.  

 

Furthermore, a high percentage of respondents agree that network slicing represents an 

opportunity to monetize security (82%) and that security orchestration must shift away 

from manual processes to automated processes (81%).  

 

Not only does this input reaffirm the value of network slicing, orchestration, and 

automation, it also closes the feedback loop by validating that all three are not disparate 

concepts. Rather, they are synergistically integrated components of a viable and 

monetizable 5GC security strategy. 
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Figure 14: 5G security – Orchestration and monetization   

 
Question: Do you agree or disagree with the following statements? (n=109–112) 
Source: Heavy Reading 

 

Yet, it is important to note, as shown in Figure 15 below, that in addition to network 

slicing, automation, and security orchestration, several other key attributes are also vital.  

 

Based on “critical” inputs, additional attributes here include support of microservices-based 

security services (34%), ability to monitor traffic and control signals between network 

functions (33%), management and orchestration (33%), centralized and customizable 

network function and service access control (33%), swappable open platforms that avoid 

single-vendor lock-in (31%), and centralized data control (31%). Other open network-

related attributes such as open software and interfaces also factored into the equation 

(24%). 

 

Heavy Reading interprets this input as confirming that a viable 5GC security strategy must 

also address software programmability and hardware openness.  
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Figure 15: 5GC security strategy attributes  

 
Question: Please rate the importance of the following attributes to your 5G core network security 
strategy. (n=110–112) 
Source: Heavy Reading 

 

The value of open hardware and interfaces and container-based cloud-native solutions is 

reinforced in Figure 16 below. 87% of respondents “agree” that security solutions 

deployed on the 5GC must support open interfaces.  

 

Moreover, 86% of respondents “agree” that cloud-native security solutions must be 

supported from commercial launch, that vendor solutions must be 5GC swappable (86%), 

and that implementing DevOps principles will be crucial to threat detection and patch 

testing and monitoring (85%).  
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Additional data points of note include the value of open hardware (76% “agree” it is 

important) and the disconcerting number of survey respondents (76%) who are concerned 

about the ability of their vendors to deliver solutions that will meet their 5G requirements. 

This latter point was perhaps not unexpected since, as documented, there are many 

attributes that must be addressed in the creation of a holistic and effective 5GC security 

strategy.  

 

Figure 16: Vendors, hardware, DevOps, and cloud-native 

 
Question: Do you agree or disagree with the following 5GC network-related statements?  
(n=108–111) 
Source: Heavy Reading 

 

Without question, data security is essential for any generation of mobile technology. 

However, in the 5GC world, securing this data is even more complex. By design, the 5GC is 

based on a fully distributed decomposed architecture that exposes cloud-native APIs 

centrally or at the edge.  

 

The net result is that data resides in additional 5GC functions. This results in the 

requirement to also support user authentication in a much broader range of functions 

compared to 3G and 4G networks.  
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The key question is: Are there specific network functions where authentication is more 

important than others for threat detection and mitigation? Figure 17 below confirms that 

authentication is important in all 5GC network functions that rely upon authentication. This 

is confirmed in the tight rankings of “extremely important” inputs. While the NEF and AUSF 

both attained 38% level responses, the SEAF, SEPP (see Figure 8), CHF, and AMF were 

only slightly back in the range of “extremely important” responses (32–36%).  

 

The significant response levels (26–29%) for the other functions confirm many functions 

matter in a 5G authentication and security context. These include the Network Repository 

Function (NRF), Unified Data Repository (UDR), Policy Charging Function (PCF), and Unified 

Data Management (UDM, which is similar to the 4G Home Subscriber Service [HSS]). 

 

Figure 17: Ranking authentication functions 

 
Question: How important are the following authentication-related functions in your 5GC network 
security threat detection and mitigation strategy? (n=110–112) 
Source: Heavy Reading 
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5. SECURITY AND SLICING 

As documented, many CSPs ranked access to slice-based services as a primary driver to 

migrate to the 5GC SA architecture (see Figure 7).  

 

There are likely numerous factors for this, but customer expectations (in this case, 

enterprise customer expectations) must be factored in. This premise is validated in 

Figure 18.  

 

Survey respondents were asked to rank security slice capabilities based on when customers 

would expect them to be supported, based on “extremely important – most customers will 

demand this be supported in slices.” All four of the options presented scored well.  

 

Of these, automated lifecycle management achieved the highest ranking (38%) followed by 

slice hardening, automated and AI trust management (both 28%), and availability of 

protocols and authentication mechanisms such as mutual TLS (mTLS; 26%).  

 

The message here is indisputable: 5G security slices must be fully functional and 

automated right out of the gate as 5GCs are commercialized. 

 

Figure 18: 5GC security slices customer benefits  

 
Question: How important are the following potential 5GC network slicing-related security benefits to 
your customers? (n=111–112) 
Source: Heavy Reading 
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Figure 19 was designed to dig a little deeper into enterprise security slice requirements. 

Using a ranking system where 1 was the top-ranked capability and 4 the lowest, survey 

respondents were asked to rank a list of connected security slice capabilities and attributes 

encompassing monitoring, exposure, and resource isolation.  

 

Of these, based on “Ranking 1” input, two capabilities stood out: data isolation (54%) and 

infrastructure security (53%). This was not unexpected since both are foundational 

requirements to secure user data and to protect services and related data at a physical 

infrastructure level. The third top-ranked capability—visibility and monitoring (43%)—is 

logical since it enhances both data isolation and infrastructure security.  

 

Figure 19: Ranking slice-based managed service security capabilities 

 
Question: On a scale of 1 to 4 where 1 is the top-ranked capability and 4 is the lowest capability, 
please rank the security aspects your customers will require when deploying 5G enterprise slices to 

serve multiple applications, such as IoT, private networks, and enterprise voice. (n=87–103) 
Source: Heavy Reading 

 

The survey data responses confirm that 5G slices are positively enhanced with the 

integration of security capabilities. Yet, securing 5G slices represents a complex 

undertaking that presents challenges from both a CSP implementation and vendor system 

design perspective.  

 

The myriad concerns are reflected in Figure 20 below. Of these, based on “extremely 

concerned” inputs, the top perceived security slice challenges encompass capacity 

management (31%), threat monitoring (29%), and the need to support customer-led 

subscriber provisioning (27%). Capacity management is a concern since it has scale 

implications, which is the leading 5GC SA implementation trigger (see Figure 7). 
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Figure 20: 5G slicing security challenges  

 
Question: How concerned are you about the following 5GC network slicing-related security 
challenges? (n=110–111) 

Source: Heavy Reading 
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6. UPGRADE AND INVESTMENT STRATEGIES 

A central consideration associated with 5GC security in a distributed cloud environment is 

the optimal frequency for supporting features or security service upgrades.  

 

As Figure 21 shows, a range of timings, from hourly and daily to monthly, all constitute 

valid approaches. Of these, the top-ranked approach by a considerable margin is daily 

updates (48%), followed by weekly (37%), and then “as required” (automation-based) 

updates (31%).  

 

This is logical given hourly upgrades (27%) are difficult to administer without a fully 

automated 5GC system, which leaves daily as the next best viable option.  

 

Figure 21: 5GC security upgrade cycles 

 
Question: How frequently do you plan to support feature or security updates in your 5GC network? 
(Select all that apply) (n=110)  
Source: Heavy Reading 

 

A continual challenge that CSPs face is the need to carefully balance investment in existing 

networks to maintain necessary service levels without jeopardizing investment in the latest 

technologies, such as the 5GC. To assess relative balance levels, Heavy Reading asked 

survey respondents to rank investment from highest to lowest. 

 

This ranking was then applied to a number of network-level threat use cases, including 

managing threats from roaming partners, IoT device attacks both in the RAN and outside 

the network, third-party applications hosted in MEC, DDoS attacks, and even signaling 

level attacks.  

 

Figure 22 below provides the input for “Rank 1” (highest investment priority) and “Rank 

4” (lowest investment priority). For brevity purposes, “Rank 2” and “Rank 3” responses 

were not included in this table but are available in the pivot tables that accompany this 

report.  
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“Rank 1” data trends confirm that CSPs are still very much following a balanced approach 

in terms of 4G and 5G core investment to address network-level threats. This is not 

unforeseen since 4G SA and 5G NSA (based on a 4G core) continue to carry a significant 

portion of traffic (see Figure 5) in many markets. Still, the high range of “Rank 1” scores 

for the 5G SA option confirms that considerable investment is being made in the 5G SA 

configuration. 

 

Figure 22: Network-level threat investment priorities  

4G core  5G NSA  5G SA  MEC  

Interconnect (roaming) partners  

Rank 1  34% 24% 28% 13% 

Rank 4  22% 8% 5% 65% 

Roaming IoT devices  

Rank 1  25% 25% 28% 22% 

Rank 4  24% 8% 17% 51% 

DDoS attacks from subscriber IoT devices in RAN   

Rank 1  29% 26% 21% 24% 

Rank 4  23% 10% 18% 50% 

DDoS attacks from IoT devices outside the network   

Rank 1  29% 23% 28% 20% 

Rank 4  28% 7% 7% 58% 

Third-party application providers, hosted in MEC   

Rank 1  25% 21% 20% 35% 

Rank 4  38% 14% 14% 34% 

Small DDoS attacks (<20Gbps) targeting MEC nodes   

Rank 1  18% 20% 24% 39% 

Rank 4  39% 14% 15% 32% 

Volumetric DDoS attacks targeting core network   

Rank 1  24% 25% 29% 22% 

Rank 4  29% 9% 13% 50% 

Control plane (signaling) attacks from misconfigured or malfunctioning network 

practices (non-malicious)   

Rank 1  25% 23% 29% 23% 

Rank 4  23% 16% 9% 52% 

Question: On a scale of 1 to 4 where 1 is the greatest priority and 4 is the lowest priority, please 
rank your investment priorities in 4G, 5G, or MEC networks to address the following security threats? 
Network-level threats (n=111)  
Source: Heavy Reading 
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Figure 23 adopts the same approach but focuses on subscriber-level threats, including 

DDoS targeting public safety or enterprise customers, Domain Name System (DNS) 

hijacking, ransomware, or phishing attacks. The data trends based on “Rank 1” input are 

very similar here, confirming balanced investment across all technologies by most CSPs.  

 

Figure 23: Subscriber-level threat investment priorities  

4G core  5G NSA  5G SA  MEC  

DNS hijacking   

Rank 1  33% 23% 25% 20% 

Rank 4  21% 12% 14% 54% 

DDoS attacks targeting public safety customers   

Rank 1  27% 23% 27% 23% 

Rank 4  24% 13% 15% 48% 

DDoS attacks targeting key enterprise customers   

Rank 1  25% 26% 30% 20% 

Rank 4  24% 16% 13% 47% 

Phishing attacks targeting mobile subscribers   

Rank 1  29% 24% 28% 19% 

Rank 4  19% 8% 19% 55% 

Ransomware targeting 5G enterprise customers   

Rank 1  21% 31% 30% 19% 

Rank 4  33% 9% 16% 42% 

Question: On a scale of 1 to 4 where 1 is the greatest priority and 4 is the lowest priority, please 
rank your investment priorities in 4G, 5G, or MEC networks to address the following security threats? 
Subscriber-level threats (n=111) 
Source: Heavy Reading 

 

Besides balancing 4G and 5G investment, CSPs must also define technical and investment 

strategies for supporting essential network functions such as FWs and GWs, which are used 

to protect interfaces and to detect and mitigate DDoS attacks. As Figure 24 below 

illustrates, looking forward to 2023, although multiple approaches will still be supported, 

the shift to container-based 5GC virtual functions will have an impact.  

 

For instance, 23% of the respondents expect security GW functions to be deployed as 

container-based functions in the 5GC SA core by 2023. Also of note is that only a small 

percentage range of respondents (11–24%) expect FWs, GWs, carrier-grade network 

address translation (CGNAT), and DDoS detection and mitigation functions to become 

unnecessary, confirming they will remain in the network for at least the next few years.  
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Figure 24: Security in 2023  
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Physical functions  16% 16% 15% 21% 19% 13% 
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5G SA core (5GC) 

Non-container-based 
virtual functions  

14% 19% 20% 21% 14% 13% 

Container-based 
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17% 16% 13% 23% 16% 13% 

4G core 

Physical or virtual 

functions  

14% 18% 18% 22% 15% 12% 

All 

Not required  15% 20% 24% 16% 15% 11% 

Question: How will the following security and GiLAN capabilities be supported in 2023? (Select all that 

apply) (n=76–98) 
Source: Heavy Reading 
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7. AUTOMATION, STANDARDS, AND BEST-OF-BREED 

Figure 18 confirms many CSPs believe automation will play a key role in enhancing the 

5GC’s ability to deliver slice-based security services. As a result, as shown in Figure 25 

below, the implementation of automated security is happening now, with additional 

activities to follow in the next 12–24 months.  

 

Based on “implementing now” priorities, an initial focus is to support automated device 

configuration monitoring and scanning (34%). Heavy Reading believes this ranking reflects 

(in part) the CSPs’ desire to simplify and reduce costs to onboard not only 5G devices, but 

also IoT devices running in a slice environment. 

  

CSPs will evolve beyond simply device configuration to support advanced functions, such as 

automated cloud-native (containerized network function, or CNF) orchestration, automated 

API exposure, and automated slice policy enforcement. However, about a third of 

respondents (31–37%) anticipate the implementation of these capabilities will take 12–24 

months to implement. This is not startling given the associated implementation complexity 

curve and CSP concerns related to the ability of the vendor to deliver solutions (see 

Figure 16). 

 

Figure 25: Implementing automated security  

 
Question: When do you plan to implement the following automated security-related tasks in your 
5GC or MEC network? (n=102–106) 
Source: Heavy Reading 

 

The reluctance to implement advanced automated orchestrated and onboarding security 

tasks can be tied to the complexity of implementing specific functions.  

 

34%

18%

16%

16%

16%

30%

28%

30%

32%

19%

21%

33%

37%

31%

37%

13%

19%

17%

19%

25%

Automated device configuration,

monitoring, and scanning

Automated CNF orchestration

Automated API exposure

Automated slice security policy

enforcement

Automated MEC edge site security policy

enforcement

Implementing now Implement in less than 12 months

Implement in 12-24 months No current implementation schedule

Will not implement
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As Figure 26 below identifies, based on “extremely concerned” response levels, there are 

numerous concerns. Of these, scaling (29%), upgrades (28%), continuous deployment 

(27%), and continuous integration (27%) have the highest percentage of responses. 

 

The top rank of automation scaling is a key concern since 5GC scale is also the top primary 

driver for triggering a 5G NSA (4G core) deployment to migrate to a 5GC SA deployment 

(see Figure 7). 

 

Figure 26: Automation implementation concerns  

 
Question: How concerned are you that deploying automation in 5GC networks to support the 
following orchestration, software upgrades, auto scaling, and self-healing capabilities will be complex 
and difficult to implement? (n=106–108) 
Source: Heavy Reading 

 

Depending on CSP perspective, the ability to run 5G workloads in the public cloud 

represents either a business opportunity or a business threat.  

 

Regardless of stance, shown in Figure 27 below, roughly two-thirds (65%) of survey 

respondents believe security SLA management for enterprise customer workloads running 

in telco and public clouds will necessitate that CSPs work jointly with public cloud providers 

to secure these services to the level guaranteed in the SLA.  

 

29%

28%

27%

25%

24%

24%

24%

22%

11%

41%

51%

52%

54%

51%

51%

44%

47%

45%

24%

17%

18%

20%

16%

22%

27%

27%

36%

6%

5%

3%

2%

8%

3%

5%

4%

8%

Scaling

Upgrades

Continuous deployment

Continuous integration

Configuration management

Onboarding

Regression and test automation

Healing

Decommissioning

Extremely concerned Concerned Somewhat concerned Not concerned
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Figure 27: Managing security SLAs 

 
Question: Who will manage security and security SLAs for enterprise customers in telco and public 
clouds? (n=101)  

Source: Heavy Reading 

 

The adoption of edge computing in both a 5G and non-5G context is anticipated to fuel a 

greater number of more complex DDoS threat vectors (see Figure 13).  

 

Therefore, to effectively manage and mitigate DDoS attacks, a comprehensive strategy is 

required. And as Figure 28 below captures, there is no single preferred option. For 

example, while 27% of the survey respondents plan to mitigate DDoS attacks via core 

network interfaces (including 5GC), 23% will deploy DDoS mitigation functions in each MEC 

node monitoring internet interfaces.  

 

A third approach is to develop DDoS build, monitor, and mitigation protection in the 

application layer (21%) itself. This is logical given DDoS attacks manifest themselves in 

various forms (e.g., application-layer attacks and volume-based attacks), but it reinforces 

that a flexible DDoS strategy is necessary at the edge. 

 

65%

18%

11%

6%

Telco in collaboration with public cloud

provider

Telco only

Public cloud provider only

Enterprise customer on their own
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Figure 28: MEC and DDoS 

 
Question: How will MEC nodes be protected from DDoS and other attacks? (n=107) 
Source: Heavy Reading 

 

Even before the push to distribute service and security functions, the edge was a crowded 

place. Predictably, grafting on MEC and 5GC core functions is pushing the capacity of some 

cell sites to the limit.  

 

To counter this, as shown, in Figure 29 below, 32% of survey respondents believe that to 

support the addition of core functions to 5G cell sites, they will have to reduce footprint by 

over 50% from current levels to anticipated space and power demands. An additional 17% 

believe they have already exhausted space and power resources on existing sites and will 

need to build sites to meet demand.  

 

This translates into 49% (32% + 17%), or half of the respondents, concerned about space 

and power requirements. The largest group of respondents (38%) view space and power 

requirements as a moderate concern but will still need to reduce footprint by 25–50% to 

make space available at the edge. In other words, space and powers will necessitate 

footprint optimization, which also has 5GC security implications. 

 

27%

23%

21%

16%

13%

DDoS attacks will be mitigated at core

network interface only

DDoS mitigation functions will be

deployed in each MEC node at the internet

interface

Applications hosted in MEC will provide

their own DDoS protection

DDoS attacks mitigated at both MEC and

core network interfaces

Still working on a strategy
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Figure 29: Space and power  

 
Question: Which statement best describes your concerns related to space and power limitations of 5G 
cell sites, including 5G MEC sites to accommodate distributed core functions? (n=107) 
Source: Heavy Reading 

 

As noted in Figure 15 and Figure 16, many CSPs believe that to be effective, security 

solutions must support open interfaces and avoid single-vendor lock-in. Figure 30 below 

explores this thread in more detail, focusing specifically on the considerations when 

choosing between best-of-breed or single-vendor security solutions for cloud-native 5GC or 

edge deployments.  

 

In this case, ranking is utilized to capture the most important considerations. Based on 

“Ranking 1” inputs, TCO is top of mind for many survey respondents. TCO achieved a 

“Ranking 1” score of 65% compared to other attributes such as multi-vendor ecosystem 

support (32%), operational complexity (30%), and lifecycle management cost (29%).  

 

The input here is clear—while openness and ecosystems are important, CSP’s primary 

consideration when choosing between cloud-native best-of-breed solutions or single-vendor 

security solutions for cloud-native 5GC or edge deployments is heavily TCO influenced.  

 

38%

32%

17%

11%

2%

It is a moderate concern – need to reduce 

footprint by 25-50% 

It is a major concern – need to reduce 

footprint by over 50% from current levels 

Existing cell sites cannot be used as is –

must build new sites 

It is a minor concern – need to reduce 

space/power footprint by 10-25% 

Not a concern at all – existing and 

planned new 5G/MEC sites have adequate 

space and power for our needs 
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Figure 30: Cloud-native best-of-breed  

Ranking 

1  

Ranking 

2  

Ranking 

3  

Ranking 

4  

Total cost of ownership  65% 26% 5% 5% 

Support for multi-vendor ecosystem  32% 44% 15% 9% 

Operational complexity (multiple vendor 
systems vs. single-vendor system)  

30% 26% 28% 17% 

Lifecycle management cost (onboarding, 
scale, healing, testing)  

29% 35% 26% 10% 

Question: On a scale of 1 to 4 where 1 is most important and 4 is least important, please rank the 
importance of the following considerations when choosing between best-of-breed or single-vendor 

security solutions for cloud-native 5GC or edge deployments. (n=107–108) 
Source: Heavy Reading 

 

The value of seamless security interworking in 5GC networks is indisputable. As a result, 

over the past five years, numerous security-focused specifications have been created to 

provide a foundation to support interworking and vendor ecosystems.  

 

In order to assess 5G standards readiness, the survey respondents were asked to provide 

input on the implementation status of the key security specifications listed in Figure 31 

below. The input provides several valuable insights.  

 

The first is that only a small percentage (11–16%) of respondents are relying on vendor 

compliance to drive their 5G security implementation strategy. Heavy Reading considers 

this finding a positive trend since it confirms the CSPs have their own distinct 5G security 

standards-based strategy. 

 

Additionally, the two largest group of data inputs confirm that CSPs are implementing most 

or all of the applicable specification (21–38%) or some of the specification (32–41%) 

before commercial launch—another positive trend.  

 

The third observation is that all the specifications listed are important. While 3GPP TS 

33.511 had the greatest level of commitment to implement before commercial launch 

(38% + 33%), the support for all nine specifications in the list is strong enough to confirm 

each one is relevant on some level for ensuring the security of 5G networks.    
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Figure 31: Implementing 5G security specifications   

Implement 

most or all 
of the 
specification 
before 
commercial 
launch 

Implement 

some of the 
specification 
before 
commercial 
launch 

Implement 

most or all 
of the 
specification 
after 
commercial 
launch 

Implement 

some of the 
specification 
after 
commercial 
launch 

Depends on 

vendor 
compliance 

3GPP TS 33.511 – 
Security Assurance 
Specification (SCAS) 
for the Next 
Generation Node B 
(gNodeB) Network 

Product Class  

38% 33% 14% 3% 12% 

GSMA FS.36 – 5G 
Interconnect Security  

26% 34% 19% 7% 14% 

3GPP TS 33.512 5G 
Security Assurance 

Specification (SCAS) –
Access and Mobility 
Management Function 
(AMF)  

26% 39% 15% 7% 13% 

3GPP TS 33.513 – 5G 

Security Assurance 
Specification (SCAS) –
User Plane Function 
(UPF)  

23% 41% 18% 3% 15% 

3GPP TS 29. 573 5G 
System; Public Land 

Mobile Network 
(PLMN) 
Interconnection – 
Release 16  

23% 35% 19% 11% 12% 

GSMA FS.34 – Key 

management for 4G 
and 5G inter-PLMN 
Security  

22% 36% 23% 8% 12% 

3GPP TS 33.517 5G 
Security Assurance 
Specification (SCAS) 

for the Security Edge 

Protection Proxy 
(SEPP) Network 
Product Class  

21% 37% 19% 12% 11% 

3GPP TS 29. 573 5G 

System; Public Land 
Mobile Network 
(PLMN) 
Interconnection – 
Release 15  

21% 35% 22% 7% 16% 
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Implement 
most or all 
of the 

specification 
before 
commercial 
launch 

Implement 
some of the 
specification 

before 
commercial 
launch 

Implement 
most or all 
of the 

specification 
after 
commercial 
launch 

Implement 
some of the 
specification 

after 
commercial 
launch 

Depends on 
vendor 
compliance 

GSMA FS.21 – 

Interconnect Signaling 
Security 
Recommendation  

21% 32% 29% 7% 12% 

Question: When do you plan to implement the following 5G security specifications? (n=105–108) 
Source: Heavy Reading 
 

The final question of the survey addressed key management. Key management is a 

fundamental consideration because it enables CSPs to exchange data to validate users and 

secure services. The value of the ability to centralize and centrally control account, key, 

and certificate management was first noted in Figure 15.  

 

This question was designed to assess the value of supporting single key management for 

future security initiatives focused on the control plane and user plane security, inter-carrier 

fraud, or even ID spoofing (STIR/SHAKEN).  

 

Based on the range of “yes – single key management is vital” responses (64–81%) shown 

in Figure 32, there is little doubt that a single key approach is viewed as highly desirable 

in numerous scenarios. The greatest perceived value is for 4G and 5G inter-PLMN signaling 

security solutions (81%). 

 

Figure 32: 5G security key management scenarios 

 
Question: Should there be a single key management solution for all future initiatives that require 
service providers and carriers to exchange key material in the following scenarios? (n=104–109) 
Source: Heavy Reading   
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70%

65%

64%
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30%

35%

36%

As part of the 4G and 5G inter-PLMN

signaling security solutions, as in GSMA

FS.34

User plane security support between 5G

SA networks with the Inter-PLMN UP

Security (IPUPS) functionality

In support of certificate exchange for

inter-carrier STIR/SHAKEN solutions
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8. APPENDIX A: FILTER GROUP – PIVOT TABLE DATA 

This appendix provides filtered response data for Tier 1 and Tier 2/3 respondents sourced 

from the pivot tables. Key findings addressing response similarities and differences are also 

provided. 

 

Figure 33: Traffic by technology – Tier 1 vs. Tier 2/3 

Tier 1 (n=52–57) 

  Not 
supported 

25% or less 25–50% 50–75% 75%–100% 

Year-end 2020 

3G core 12% 55% 22% 7% 3% 

4G core 0% 15% 27% 38% 20% 

5G core 33% 55% 9% 4% 0% 

MEC nodes 63% 35% 2% 0% 0% 

Year-end 2021 

3G core 18% 64% 13% 2% 4% 

4G core 0% 25% 33% 30% 12% 

5G core 13% 54% 19% 11% 4% 

MEC nodes 44% 54% 2% 0% 0% 

Year-end 2023 

3G core 47% 44% 4% 2% 4% 

4G core 9% 25% 45% 16% 4% 

5G core 4% 29% 36% 20% 13% 

MEC nodes 23% 66% 9% 2% 0% 

Year-end 2025 

3G core 60% 35% 0% 2% 4% 

4G core 13% 33% 49% 5% 0% 

5G core 4% 19% 30% 35% 13% 

MEC nodes 20% 58% 15% 5% 2% 
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Tier 2/3 (n=47–56) 

  Not 

supported 

25% or less 25–50% 50–75% 75–100% 

Year-end 2020 

3G core 14% 36% 23% 23% 4% 

4G core 8% 29% 35% 19% 10% 

5G core 62% 34% 0% 4% 0% 

MEC nodes 71% 24% 4% 0% 0% 

Year-end 2021 

3G core 22% 43% 29% 6% 0% 

4G core 8% 30% 32% 25% 6% 

5G core 28% 55% 13% 4% 0% 

MEC nodes 56% 34% 8% 0% 2% 

Year-end 2023 

3G core 34% 51% 15% 0% 0% 

4G core 13% 21% 38% 25% 4% 

5G core 12% 47% 27% 12% 2% 

MEC nodes 38% 46% 12% 2% 2% 

Year-end 2025 

3G core 60% 35% 4% 0% 0% 

4G core 14% 35% 37% 10% 4% 

5G core 4% 27% 35% 27% 8% 

MEC nodes 35% 45% 12% 2% 6% 

Question: Approximately how much total network traffic do you expect to be carried by each network 
technology in the following years? 

Source: Heavy Reading 

 

Key findings  

Tier 1s and Tier 2/3s have identical views that 60% of existing 3G nodes will not be 

supported by 2025. Additionally, both groups have similar expectations for the 5GC to 

carry 50–75% of traffic by 2025 (Tier 1 – 35% vs. Tier 2/3 – 27%). 

 

Figure 34: 5GC implementation timeline: Tier 1 vs. Tier 2/3 

Tier 1 (n=58)  

Proportion of respondents 

We are implementing now 45% 

Implement in 12–18 months 33% 

Implement in 24–36 months 19% 

Not sure / no plans 3% 
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Tier 2/3 (n=55)  

Proportion of respondents 

We are implementing now 18% 

Implement in 12–18 months 36% 

Implement in 24–36 months 33% 

Not sure / no plans 13% 

Question: When do you plan to implement a 5G core (5GC) in a standalone mode (SA) configuration? 
Source: Heavy Reading 

 

Key findings  

Tier 1s are well ahead in the implementation process based on “implementing now” 

responses (Tier 1 – 45% vs. Tier 2/3 – 18%).  

 

Figure 35: 5GC SA deployment triggers – Tier 1 vs. Tier 2/3 

Tier 1 (n=51–56) 

  Primary driver Secondary driver Not a driver 

Network scale requirements 77% 20% 4% 

Introduction of slice-based services 49% 45% 5% 

Edge service introduction 52% 41% 7% 

Cloud-native service strategy 56% 29% 15% 

Expanding managed security 
services 

31% 54% 15% 

Integration of verticals 36% 45% 19% 

Support of unified authentication 
framework & access-agnostic 
authentication 

31% 50% 19% 

Increased home control to prevent 

fraud 

22% 47% 31% 

Support of enhanced subscriber 
privacy 

30% 54% 17% 

Enhanced roaming security with 

SEPP 

31% 49% 20% 

 

Tier 2/3 (n=52–56) 

  Primary driver Secondary driver Not a driver 

Network scale requirements 63% 30% 7% 

Introduction of slice-based services 47% 45% 8% 

Edge service introduction 51% 33% 16% 

Cloud-native service strategy 44% 41% 15% 

Expanding managed security 
services 

36% 38% 26% 



 

© HEAVY READING | HEAVY READING’S 2020 5G CORE SECURITY SURVEY | OCTOBER 2020 42 

  Primary driver Secondary driver Not a driver 

Integration of verticals 28% 53% 19% 

Support of unified authentication 
framework & access-agnostic 
authentication 

26% 52% 22% 

Increased home control to prevent 

fraud 

17% 57% 26% 

Support of enhanced subscriber 
privacy 

32% 42% 26% 

Enhanced roaming security with 
SEPP 

35% 44% 21% 

Question: Please rank the following drivers that will trigger a 5G non-standalone (NSA; 4G core) 
deployment to migrate to a 5GC SA deployment. 
Source: Heavy Reading 

 

Key findings  

Both groups agree scale is the leading 5GC SA deployment trigger (Tier 1 – 77% vs. 

Tier 2/3 – 63%).  

 

Figure 36: Security and the SEPP – Tier 1 vs. Tier 2/3 

Tier 1 (n=55)  

Proportion of respondents 

Securing the inter-network SEPP-SEPP interface for roaming 
is a major operational challenge that will be extremely 
difficult to manage 

13% 

Securing the inter-network SEPP-SEPP interface for roaming 
is an operational challenge but one we can manage 

60% 

Securing the inter-network SEPP-SEPP interface for roaming 
is somewhat of an operational challenge 

27% 

 

Tier 2/3 (n=52)  

Proportion of respondents 

Securing the inter-network SEPP-SEPP interface for roaming 
is a major operational challenge that will be extremely 

difficult to manage 

27% 

Securing the inter-network SEPP-SEPP interface for roaming 
is an operational challenge but one we can manage 

52% 

Securing the inter-network SEPP-SEPP interface for roaming 

is somewhat of an operational challenge 

21% 

Question: Which statement best describes your view of supporting advanced security capabilities on 
the SEPP-SEPP interface?  
Source: Heavy Reading 
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Key findings  

While a greater percentage of Tier 2/3s believe it will be extremely difficult to manage 

SEPP-SEPP interfaces (Tier 2/3 – 27% vs. Tier 1 – 13%), both groups agree overall the 

operational challenge is manageable (Tier 1 – 60% vs. Tier 2/3 – 52%).  

 

Figure 37: 5GC security confidence levels – Tier 1 vs. Tier 2/3 

Tier 1 (n=66–67) 

  Extremely 
confident 

Confident Somewhat 
confident  

Not confident 

Control plane 49% 42% 6% 3% 

User plane 39% 49% 10% 1% 

Application layer 30% 54% 13% 3% 

Microservice support 
(including containers) 

30% 46% 16% 7% 

Hardware layer 28% 51% 16% 4% 

Network slicing 24% 54% 21% 1% 

API exposure 24% 39% 33% 3% 

 

Tier 2/3 (n=56–55) 

  Extremely 
confident 

Confident Somewhat 
confident  

Not confident 

Control plane 38% 48% 11% 4% 

User plane 21% 64% 11% 4% 

Application layer 16% 56% 20% 7% 

Microservice support 
(including containers) 

16% 45% 33% 5% 

Hardware layer 30% 45% 21% 4% 

Network slicing 16% 46% 32% 5% 

API exposure 16% 47% 25% 11% 

Question: How confident are you that you can secure your 5GC in the following areas? 

Source: Heavy Reading 

 

Key findings  

Based on “extremely confident” response levels, both groups are most confident they can 

secure the 5GC control plane (Tier 1 – 49% vs. Tier 2/3 – 38%). In contrast, based on 

“somewhat confident” responses, Tier 1s are most concerned about API exposure (33%), 

while Tier 2/3s are most concerned about securing network slices (32%).  
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Figure 38: 5GC security interworking strategy attributes – Tier 1 vs. Tier 2/3 

Tier 1 (n=56–57) 

  Extremely 
important 

Important Somewhat 
important 

Not 
important  

Seamless service handover 
between 5GC and 4G EPC 
networks for non-roaming 5G 

subscribers 

67% 28% 4% 2% 

Seamless service handover 
between 5GC and 2G/3G core 
networks for non-roaming 5G 
subscribers 

39% 44% 11% 7% 

Seamless service between 5GC 
and visited 4G EPC networks for 
roaming 5G subscribers 

48% 43% 9% 0% 

Seamless service between 5GC 
and visited 2G/3G networks for 

roaming 5G subscribers 

23% 49% 23% 5% 

Protection of all roaming 
signaling traffic by a 5G SEPP 
seamlessly integrated with 
Diameter and SS7 firewalling 

35% 47% 16% 2% 

Support of legacy services that 
force a 5G terminal to fall back 
to either 4G or 3G/2G networks 

25% 65% 11% 0% 

Support of emergency services 

via fall back to either 4G or 

3G/2G networks 

40% 42% 14% 4% 

Support of USSD that forces a 
5G terminal to fallback to 
2G/3G 

21% 58% 21% 0% 

 

Tier 2/3 (n=54–55) 

  Extremely 
important 

Important Somewhat 
important 

Not 
important  

Seamless service handover 
between 5GC and 4G EPC 
networks for non-roaming 5G 
subscribers 

47% 45% 5% 2% 

Seamless service handover 
between 5GC and 2G/3G core 
networks for non-roaming 5G 
subscribers 

26% 50% 15% 9% 

Seamless service between 5GC 
and visited 4G EPC networks 

for roaming 5G subscribers 

33% 53% 11% 4% 
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  Extremely 
important 

Important Somewhat 
important 

Not 
important  

Seamless service between 5GC 
and visited 2G/3G networks for 
roaming 5G subscribers 

19% 56% 17% 9% 

Protection of all roaming 
signaling traffic by a 5G SEPP 

seamlessly integrated with 
Diameter and SS7 firewalling 

31% 47% 18% 4% 

Support of legacy services that 
force a 5G terminal to fall back 
to either 4G or 3G/2G networks 

22% 51% 25% 2% 

Support of emergency services 
via fall back to either 4G or 
3G/2G networks 

25% 49% 24% 2% 

Support of USSD that forces a 
5G terminal to fallback to 

2G/3G 

15% 47% 31% 7% 

Question: How important are the following attributes in the creation of a comprehensive 5GC security 
strategy that completely interworks with previous generation networks? 
Source: Heavy Reading 

 

Key findings  

The ranking of “extremely important” responses shares some similarities, including the 

common ranking of seamless service handover between 5GC and 4G EPC networks for non-

roaming 5G subscribers as the top attribute (Tier 1 – 67% vs. Tier 2/3 – 47%). 

 

Figure 39: Origination and termination security concerns – Tier 1 vs. Tier 2/3 

Tier 1 (n=55–56)  

  Extremely 
concerned 

Concerned Somewhat 
concerned 

Not concerned 

SMS termination in 5GC 
networks 

23% 48% 23% 5% 

MMS termination in 5GC 
networks 

15% 47% 27% 11% 

CS and fax data termination 
on 5GC networks 

9% 38% 49% 4% 

Outbound roamers 
connecting to 4G, 3G, and 

2G networks 

16% 43% 32% 9% 
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Tier 2/3 (n=52–53) 

  Extremely 

concerned 

Concerned Somewhat 

concerned 

Not concerned 

SMS termination in 5GC 
networks 

25% 43% 26% 6% 

MMS termination in 5GC 

networks 

15% 40% 28% 17% 

CS and fax data termination 
on 5GC networks 

19% 30% 36% 15% 

Outbound roamers 
connecting to 4G, 3G, and 

2G networks 

21% 46% 25% 8% 

Question: How concerned from a security perspective are you about continuing to support the 
following services that originate on 2G-3G-4G networks and terminate on the 5GC SA? 
Source: Heavy Reading 

 

Key findings  

Based on “extremely concerned” response trends, both groups share a common view of the 

challenges associated with the security implications of terminating legacy services on the 

5GC. SMS termination is the greatest concern in both groups (Tier 1 – 23% vs. Tier 2/3 – 

25%). 

 

Figure 40: 5GC security scenarios – Tier 1 vs Tier 2/3 

Tier 1 (n=56–57) 

  Extremely 
concerned 

Concerned Somewhat 
concerned 

Not 
concerned 

Manual or automated network 
software upgrades in core 
nodes will facilitate introduction 
of malware or other attack 
vectors 

21% 49% 25% 5% 

Manual or automated network 

software upgrades in edge 
nodes will facilitate introduction 
of malware or other attack 
vectors 

21% 47% 30% 2% 

Exposure of APIs in core nodes 
will make vulnerability 

identification and threat 
detection much more complex 

to manage 

18% 54% 26% 2% 

Exposure of APIs in edge nodes 
will make vulnerability 

identification and threat 
detection much more complex 
to manage 

23% 47% 28% 2% 
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  Extremely 
concerned 

Concerned Somewhat 
concerned 

Not 
concerned 

Attackers may create network 
slice instances requiring 
significant network resources or 
a large number of network slice 
instances to exhaust the 
network resources and 

potentially bring down the 
network 

21% 39% 34% 5% 

Cross network activations, such 
as instantiation of network 
slices, can allow bad actors to 

introduce malware that can 

bring entire networks down 

28% 40% 26% 5% 

 

Tier 2/3 (n=53–55) 

  Extremely 
concerned 

Concerned Somewhat 
concerned 

Not 
concerned 

Manual or automated network 
software upgrades in core 
nodes will facilitate introduction 

of malware or other attack 
vectors 

24% 51% 18% 7% 

Manual or automated network 
software upgrades in edge 
nodes will facilitate introduction 

of malware or other attack 

vectors 

20% 58% 16% 5% 

Exposure of APIs in core nodes 
will make vulnerability 
identification and threat 
detection much more complex 

to manage 

20% 49% 25% 5% 

Exposure of APIs in edge nodes 
will make vulnerability 
identification and threat 
detection much more complex 
to manage 

20% 47% 27% 5% 

Attackers may create network 
slice instances requiring 

significant network resources or 
a large number of network slice 
instances to exhaust the 

network resources and 
potentially bring down the 
network 

25% 47% 22% 5% 
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  Extremely 
concerned 

Concerned Somewhat 
concerned 

Not 
concerned 

Cross network activations, such 
as instantiation of network 
slices, can allow bad actors to 
introduce malware that can 
bring entire networks down 

21% 42% 30% 8% 

Question: The 5GC will introduce new requirements. How concerned are you the following scenarios 
will impact your ability to secure the 5GC network? 
Source: Heavy Reading 

 

Key findings  

Both groups display a similar range of “extremely concerned” responses (Tier 1 – 18–28% 

vs. Tier 2/3 – 20–25%), confirming their consensus on the security impacts of new 5GC 

related requirements.   

 

Figure 41: 5G security threat assessment – Tier 1 vs. Tier 2/3 

Tier 1 (n=58) 

  Agree Disagree 

We expect privacy threat attacks to increase 
following the deployment of the 5GC network 

72% 28% 

We expect corporate espionage attacks to 
increase following the deployment of the 5GC 
network 

67% 33% 

We expect service-based attacks to increase 
following the deployment of the 5GC network 

72% 28% 

We expect DDoS attacks to increase following 
the deployment of the 5GC 

69% 31% 

We expect device-based malware attacks to 
increase following the deployment of the 5GC 
network 

69% 31% 

 

Tier 2/3 (n=55–56) 

  Agree Disagree 

We expect privacy threat attacks to increase 
following the deployment of the 5GC network 

75% 25% 

We expect corporate espionage attacks to 
increase following the deployment of the 5GC 

network 

67% 33% 

We expect service-based attacks to increase 
following the deployment of the 5GC network 

68% 32% 

We expect DDoS attacks to increase following 
the deployment of the 5GC 

73% 27% 
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  Agree Disagree 

We expect device-based malware attacks to 

increase following the deployment of the 5GC 
network 

62% 38% 

Question: Do you agree or disagree with these 5GC network threat-related statements? 
Source: Heavy Reading 

 

Key findings  

Both groups agree that a broad range of attack types will increase following 5GC deployment 

(Tier 1 – 67–72% vs. Tier 2/3 – 62–75%). 

 

Figure 42: 5G security – Orchestration and monetization – Tier 1 vs. Tier 2/3 

Tier 1 (n=56–57) 

  Agree Disagree 

We are confident we can monetize 5G security 
managed services 

81% 19% 

Network slicing represents an opportunity for 
monetizing security 

86% 14% 

Our consumer and enterprise customers 
understand the value proposition of 5G 
managed security services 

75% 25% 

Security is a key consideration in the creation of 

our 5GC automation and orchestration strategy 

88% 12% 

Security orchestration must support direct, 
automated closed-loop integration with the 

network – it cannot continue to rely on human 
interaction 

86% 14% 

Our current security solutions can evolve to 
support edge deployments 

80% 20% 

 

Tier 2/3 (n=53–55) 

  Agree Disagree 

We are confident we can monetize 5G security 
managed services 

76% 24% 

Network slicing represents an opportunity for 
monetizing security 

78% 22% 

Our consumer and enterprise customers 

understand the value proposition of 5G 
managed security services 

60% 40% 

Security is a key consideration in the creation 
of our 5GC automation and orchestration 
strategy 

78% 22% 
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  Agree Disagree 

Security orchestration must support direct, 

automated closed-loop integration with the 
network – it cannot continue to rely on human 
interaction 

76% 24% 

Our current security solutions can evolve to 
support edge deployments 

64% 36% 

Question: Do you agree or disagree with the following statements? 
Source: Heavy Reading 

 

Key findings  

While trends are similar, a smaller number of Tier 2/3s are confident that their enterprise 

customer understands the managed services value proposition (Tier 2/3 – 60% vs.  

Tier 1 – 75%). Moreover, a smaller percentage of Tier 2/3s are confident that their current 

solutions can evolve to support edge deployment (Tier 2/3 – 64% vs. Tier 1 – 80%).  

 

Figure 43: 5GC security strategy attributes – Tier 1 vs Tier 2/3 

Tier 1 (n=56–57) 

  Critical Important Somewhat 
important 

Not 
important 

Network functions designed to run 
in a microservices environment 
(including containers) 

46% 47% 5% 2% 

Ability to monitor traffic and control 
signals passing between NFs 

46% 49% 5% 0% 

Ability to centralize and control all 
data 

36% 59% 5% 0% 

Ability to centralize and centrally 
control account, key, and certificate 
management 

33% 54% 11% 2% 

Ability to centralize and customize 
network function and service 

access control 

39% 46% 14% 0% 

A common approach to security 
logging and monitoring across all 
network functions 

30% 57% 11% 2% 

If security trust is jeopardized, 
ability to swap and replace a 
component 

33% 53% 12% 2% 

Open compute software 
infrastructure and open interfaces 

25% 53% 19% 4% 

Automated policy support; ability to 
autonomously respond to security 
situations with policy rules 

23% 66% 7% 4% 

Management and orchestration 32% 54% 5% 9% 
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Tier 2/3 (n=54–55) 

  Critical Important Somewhat 

important 

Not 

important 

Network functions designed to run 
in a microservices environment 
(including containers) 

22% 63% 11% 4% 

Ability to monitor traffic and control 
signals passing between NFs 

20% 58% 20% 2% 

Ability to centralize and control all 
data 

25% 56% 16% 2% 

Ability to centralize and centrally 

control account, key, and certificate 

management 

18% 53% 27% 2% 

Ability to centralize and customize 
network function and service 
access control 

26% 52% 20% 2% 

A common approach to security 
logging and monitoring across all 
network functions 

18% 62% 15% 5% 

If security trust is jeopardized, 
ability to swap and replace a 

component 

29% 44% 24% 4% 

Open compute software 
infrastructure and open interfaces 

24% 47% 25% 4% 

Automated policy support; ability to 

autonomously respond to security 
situations with policy rules 

18% 58% 16% 7% 

Management and orchestration 35% 42% 20% 4% 

Question: Please rate the importance of the following attributes to your 5G core network security 
strategy. 

Source: Heavy Reading 

 

Key findings  

The top two “critical” attributes for Tier 1s are network functions designed to run in a 

microservices environment (including containers; 46%) and the ability to monitor traffic 

and control signals passing between NFs (46%). The top two concerns of Tier 2/3s are 

management and orchestration (35%) and the ability to swap and replace a component 

(29%).  
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Figure 44: Vendors, hardware, DevOps, and cloud-native – Tier 1 vs. Tier 2/3 

Tier 1 (n=57) 

  Agree Disagree 

We need to support cloud-native designed 
security solutions from commercial launch 

91% 9% 

We need to be able to introduce and or swap 
vendor solutions within our 5GC without major 
network modifications 

89% 11% 

The security solutions we deploy on our 5GC 
must support open interfaces 

91% 9% 

The security solutions we deploy on our 5GC 
must run on open and trusted hardware 

75% 25% 

The cloud-native 5GC introduces new 
hardware-specific requirements 

82% 18% 

We are concerned about the ability of our 5GC 
vendors to deliver solutions that will meet our 
5G security requirements 

79% 21% 

Implementing DevOps will be critical for 
detecting 5GC related security vulnerabilities 
and to test security patches and policy updates 

to mitigate them 

89% 11% 

 

Tier 2/3 (n=51–54) 

  Agree Disagree 

We need to support cloud-native designed 
security solutions from commercial launch 

80% 20% 

We need to be able to introduce and or swap 

vendor solutions within our 5GC without major 
network modifications 

81% 19% 

The security solutions we deploy on our 5GC 
must support open interfaces 

81% 19% 

The security solutions we deploy on our 5GC 

must run on open and trusted hardware 

75% 25% 

The cloud-native 5GC introduces new 
hardware-specific requirements 

64% 36% 

We are concerned about the ability of our 5GC 

vendors to deliver solutions that will meet our 

5G security requirements 

73% 27% 

Implementing DevOps will be critical for 
detecting 5GC related security vulnerabilities 
and to test security patches and policy updates 
to mitigate them 

81% 19% 

Question: Do you agree or disagree with the following 5GC network-related statements? 
Source: Heavy Reading 
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Key findings  

Agree / disagree ratios are similar on several levels. This validates the need to support 

cloud-native security from commercial launch (Tier 1 – 91% vs. Tier 2/3 – 80%), the value 

of open interfaces (Tier 1 – 91% vs. Tier 2/3 – 81%), and the value of DevOps (Tier 1 – 

89% vs. Tier 2/3 – 81%). 

 

Figure 45: Ranking authentication functions – Tier 1 vs. Tier 2/3 

Tier 1 (n=56–57) 

  Extremely 

important 

Important Somewhat 

important  

Not important 

Access and Mobility 
Function (AMF) 

35% 63% 2% 0% 

Authentication Server 
Function (AUSF) 

46% 52% 2% 0% 

Charging Function (CHF) 39% 58% 4% 0% 

Network Exposure Function 
(NEF) 

43% 50% 5% 2% 

Network Repository 
Function (NRF) 

23% 57% 16% 4% 

Policy Charging Function 
(PCF) 

26% 58% 14% 2% 

Security Anchor Function 
(SEAF) 

37% 49% 11% 4% 

Security Edge Protection 
Proxy (SEPP) 

42% 46% 11% 2% 

Unified Data Management 

(UDM) 

36% 52% 13% 0% 

Unified Data Repository 
(UDR) 

29% 64% 5% 2% 

 

Tier 2/3 (n=53–54) 

  Extremely 
important 

Important Somewhat 
important  

Not important 

Access and Mobility 
Function (AMF) 

29% 60% 7% 4% 

Authentication Server 
Function (AUSF) 

29% 58% 11% 2% 

Charging Function (CHF) 27% 51% 20% 2% 

Network Exposure Function 
(NEF) 

33% 54% 11% 2% 

Network Repository 
Function (NRF) 

29% 47% 20% 4% 

Policy Charging Function 
(PCF) 

31% 47% 20% 2% 
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  Extremely 
important 

Important Somewhat 
important  

Not important 

Security Anchor Function 
(SEAF) 

35% 45% 18% 2% 

Security Edge Protection 
Proxy (SEPP) 

27% 51% 20% 2% 

Unified Data Management 
(UDM) 

22% 53% 22% 4% 

Unified Data Repository 
(UDR) 

27% 45% 24% 4% 

Question: How important are the following authentication-related functions in your 5GC network 

security threat detection and mitigation strategy? 

Source: Heavy Reading 

 

Key findings  

Overall, the distribution of “extremely important” data trends is similar in terms of the 

closing rankings of all functions. For Tier 1s, the top three functions are AUSF (46%), NEF 

(43%), and SEPP (42%) while Tier 2/3 priorities are SEAF (35%), NEF (33%), and PCF 

(31%). 

 

Figure 46: 5GC security slice customer benefits – Tier 1 vs. Tier 2/3 

Tier 1 (n=57) 

  Extremely 
important – 
Most customers 
will demand 

this feature be 
supported in 

slices 

Important – 
Some 
customers will 
demand this 

feature be 
supported in 

slices 

Somewhat 
important – 
Only a few 
customers will 

demand this 
feature be 

supported in 
slices 

Not important – 
We don’t 
expect any 
customers will 

demand this 
feature be 

supported in 
slices 

Support for automated 
lifecycle management 
(e.g., instantiation, 
renewal, and 

revocation) of PKI 
certificates 

40% 53% 7% 0% 

Slice hardening; i.e., 
Hardening of network 
functions making up a 
slice such as limiting 

processes running as a 
root within a 
microservice and 
limiting shell access to 
containers 

35% 61% 2% 2% 
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  Extremely 
important – 
Most customers 

will demand 
this feature be 
supported in 
slices 

Important – 
Some 
customers will 

demand this 
feature be 
supported in 
slices 

Somewhat 
important – 
Only a few 

customers will 
demand this 
feature be 
supported in 
slices 

Not important – 
We don’t 
expect any 

customers will 
demand this 
feature be 
supported in 
slices 

Availability of protocols 
and mechanisms such 
as mTLS for SBA and 
backplane 
confidentiality, integrity 
protection, and 

authentication 

28% 65% 5% 2% 

Automated and AI 
driven management of 
trust; i.e., protection, 
detection and 
remediation of security 
threats in network 

slices based on dynamic 

33% 53% 12% 2% 

 

Tier 2/3 (n=54–55) 

  Extremely 
important – 
Most customers 
will demand 

this feature be 
supported in 

slices 

Important – 
Some 
customers will 
demand this 

feature be 
supported in 

slices 

Somewhat 
important – 
Only a few 
customers will 

demand this 
feature be 

supported in 
slices 

Not important – 
We don’t 
expect any 
customers will 

demand this 
feature be 

supported in 
slices 

Support for automated 
lifecycle management 
(e.g., instantiation, 

renewal, and 
revocation) of PKI 
certificates 

35% 53% 11% 2% 

Slice hardening; i.e., 
Hardening of network 
functions making up a 

slice such as limiting 

processes running as a 
root within a 
microservice and 
limiting shell access to 
containers 

20% 57% 20% 2% 



 

© HEAVY READING | HEAVY READING’S 2020 5G CORE SECURITY SURVEY | OCTOBER 2020 56 

  Extremely 
important – 
Most customers 

will demand 
this feature be 
supported in 
slices 

Important – 
Some 
customers will 

demand this 
feature be 
supported in 
slices 

Somewhat 
important – 
Only a few 

customers will 
demand this 
feature be 
supported in 
slices 

Not important – 
We don’t 
expect any 

customers will 
demand this 
feature be 
supported in 
slices 

Availability of protocols 
and mechanisms such 
as mTLS for SBA and 
backplane 
confidentiality, integrity 
protection, and 

authentication 

24% 52% 20% 4% 

Automated and AI 
driven management of 
trust; i.e., protection, 
detection and 
remediation of security 
threats in network 

slices based on 
dynamic 

22% 46% 26% 6% 

Question: How important are the following potential 5GC network slicing-related security benefits to 
your customers? 
Source: Heavy Reading 

 

Key findings  

Tier 1s and Tier 2/3s both agree the top “extremely important” security slice attribute is 

support for automated lifecycle management (Tier 1 – 40% vs. Tier 2/3 – 35%).  

 

Figure 47: Ranking slice-based managed service security capabilities – Tier 1 vs. 

Tier 2/3 

Tier 1 (n=43–51) 

  Rank 1 Rank 2 Rank 3 Rank 4 

Data isolation 67% 22% 8% 4% 

Resource isolation 40% 46% 12% 2% 

Programmability 24% 43% 24% 8% 

Auditability and predefined 
compliance 

27% 46% 15% 13% 

Visibility and monitoring 52% 25% 15% 8% 

Extensibility and exposure 26% 40% 26% 8% 

Infrastructure security 51% 24% 14% 10% 

Granularity of access control 30% 40% 21% 9% 
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Tier 2/3 (n=44–52) 

  Rank 1 Rank 2 Rank 3 Rank 4 

Data isolation 42% 44% 12% 2% 

Resource isolation 35% 40% 21% 4% 

Programmability 27% 52% 21% 0% 

Auditability and predefined 
compliance 

15% 48% 27% 10% 

Visibility and monitoring 33% 44% 15% 8% 

Extensibility and exposure 20% 48% 26% 7% 

Infrastructure security 55% 28% 17% 0% 

Granularity of access control 41% 34% 23% 2% 

Question: On a scale of 1 to 4 where 1 is the top-ranked capability and 4 is the lowest capability, 

please rank the security aspects your customers will require when deploying 5G ENTERPRISE slices to 
serve multiple applications, such as IoT, private networks, and enterprise voice. 
Source: Heavy Reading 

 

Key findings  

Based on “Rank 1” input, the two top-ranked security slice capabilities for Tier 1s are data 

isolation (67%) and visibility and monitoring (52%). The priorities for Tier 2/3s are 

infrastructure security (55%) and data isolation (42%). Tier 1s ranked infrastructure 

security third (51%), which confirms it is important to both groups. 

 

Figure 48: 5G slicing security challenges – Tier 1 vs. Tier 2/3 

Tier 1 (n=56–57) 

  Extremely 
concerned 

Concerned Somewhat 
concerned  

Not concerned 

Customer-led subscriber 
provisioning 

26% 56% 16% 2% 

Capacity management 32% 42% 25% 2% 

Volume/time-based 
charging 

21% 42% 32% 5% 

SW probes 14% 52% 32% 2% 

Deep packet inspection 16% 49% 35% 0% 

Customer’s external partner 
exposure 

18% 46% 34% 2% 

Threat monitoring 28% 46% 26% 0% 
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Tier 2/3 (n=53–54) 

  Extremely 

concerned 

Concerned Somewhat 

concerned  

Not concerned 

Customer-led subscriber 
provisioning 

28% 48% 17% 7% 

Capacity management 30% 44% 19% 7% 

Volume/time-based 
charging 

20% 59% 13% 7% 

SW probes 13% 48% 28% 11% 

Deep packet inspection 31% 48% 9% 11% 

Customer’s external partner 

exposure 

17% 48% 28% 7% 

Threat monitoring 30% 45% 21% 4% 

Question: How concerned are you about the following 5GC network slicing-related security 
challenges? 
Source: Heavy Reading 

 

Key findings  

Tier 1s and Tier 2/3s have similar views related to 5GC slicing-related security challenges 

based on “extremely concerned” input. For Tier 1s, the top three challenges are capacity 

management (32%), threat monitoring (28%), and customer-led subscriber provisioning 

(26%).  

 

The top three challenges for Tier 2/3s are deep packet inspection (31%) and threat 

monitoring and capacity management (both 30%), and customer-led subscriber 

provisioning (28%). Both groups ranked software (SW) probes the lowest (Tier 1 – 14% 

vs. Tier 2/3 – 13%).  

 

Figure 49: 5GC security upgrade cycles – Tier 1 vs. Tier 2/3 

Tier 1 (n=57)  

Proportion of respondents 

Hourly 25% 

Daily 46% 

Weekly 40% 

Monthly 26% 

As required (includes automation-based 

updates) 

40% 
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Tier 2/3 (n=52)  

Proportion of respondents 

Hourly 29% 

Daily 50% 

Weekly 33% 

Monthly 29% 

As required (includes automation-based 
updates) 

21% 

Question: How frequently do you plan to support feature or security updates in your 5GC network? 

Source: Heavy Reading 

 

Key findings  

Tier 1s and Tier 2/3s agree that daily is the preferred security update frequency (Tier 1 – 

46% vs. Tier 2/3 – 50%). Almost double the Tier 1s prefer the “as required” model (Tier 1 

– 40% vs. Tier 2/3 – 21%).  

 

Figure 50: Network-level threat investment priorities – Tier 1 vs. Tier 2/3 

Tier 1 (n=45–46) 

Interconnect (roaming) partners 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 29% 27% 21% 29% 

5G NSA 23% 41% 21% 6% 

5G SA 32% 20% 34% 6% 

MEC 15% 13% 23% 60% 

Roaming IoT devices 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 22% 20% 32% 31% 

5G NSA 18% 38% 32% 8% 

5G SA 37% 20% 25% 15% 

MEC 24% 22% 11% 46% 

DDoS attacks from subscriber IoT devices in RAN 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 30% 15% 31% 29% 

5G NSA 20% 40% 31% 12% 

5G SA 25% 33% 26% 15% 

MEC 25% 13% 12% 44% 
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DDoS attacks from IoT devices outside the network 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 31% 14% 30% 39% 

5G NSA 18% 39% 27% 3% 

5G SA 32% 33% 18% 6% 

MEC 19% 14% 25% 52% 

Third-party application providers, hosted in MEC 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 24% 22% 19% 40% 

5G NSA 18% 33% 38% 16% 

5G SA 24% 29% 31% 9% 

MEC 34% 16% 13% 35% 

Small DDoS attacks (<20Gbps) targeting MEC nodes 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 15% 20% 29% 43% 

5G NSA 17% 34% 34% 9% 

5G SA 26% 32% 24% 14% 

MEC 43% 14% 12% 34% 

Volumetric DDoS attacks targeting core network 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 23% 22% 32% 33% 

5G NSA 23% 40% 23% 13% 

5G SA 37% 18% 27% 3% 

MEC 18% 20% 18% 50% 

Control plane (signaling) attacks from misconfigured or malfunctioning network practices 
(non-malicious) 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 19% 21% 38% 29% 

5G NSA 20% 49% 15% 13% 

5G SA 41% 17% 23% 11% 

MEC 20% 13% 23% 47% 
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Tier 2/3 (n=51–54) 

Interconnect (roaming) partners 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 40% 31% 6% 14% 

5G NSA 25% 31% 29% 11% 

5G SA 24% 25% 47% 4% 

MEC 11% 13% 18% 71% 

Roaming IoT devices 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 29% 31% 26% 15% 

5G NSA 30% 26% 32% 9% 

5G SA 21% 31% 26% 18% 

MEC 21% 13% 16% 58% 

DDoS attacks from subscriber IoT devices in RAN 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 28% 25% 26% 10% 

5G NSA 31% 25% 34% 5% 

5G SA 16% 36% 26% 24% 

MEC 24% 15% 14% 62% 

DDoS attacks from IoT devices outside the network 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 27% 26% 26% 13% 

5G NSA 27% 34% 20% 13% 

5G SA 24% 23% 37% 8% 

MEC 21% 17% 17% 67% 

Third-party application providers, hosted in MEC 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 27% 30% 13% 36% 

5G NSA 24% 24% 34% 11% 

5G SA 14% 22% 39% 21% 

MEC 35% 24% 13% 32% 
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Small DDoS attacks (<20Gbps) targeting MEC nodes 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 20% 25% 25% 33% 

5G NSA 22% 29% 25% 21% 

5G SA 22% 24% 34% 17% 

MEC 35% 22% 16% 29% 

Volumetric DDoS attacks targeting core network 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 26% 28% 20% 23% 

5G NSA 27% 33% 24% 4% 

5G SA 21% 30% 32% 23% 

MEC 26% 9% 24% 50% 

Control plane (signaling) attacks from misconfigured or malfunctioning network practices 
(non-malicious) 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 31% 25% 17% 15% 

5G NSA 25% 29% 28% 19% 

5G SA 18% 31% 41% 8% 

MEC 25% 15% 14% 58% 

Question: On a scale of 1 to 4 where 1 is the greatest priority and 4 is the lowest priority, please 
rank your investment priorities in 4G, 5G, or MEC networks to address the following network-level 
security threats? 
Source: Heavy Reading 

 

Key findings  

Tier 1s display a greater commitment to 5G SA investment for addressing network-level 

threats. This is not surprising given they have more aggressive implementation schedules 

(see Figure 34). 

 

Figure 51: Subscriber-level threat investment priorities – Tier 1 vs. Tier 2/3 

Tier 1 (n=55) 

DNS hijacking 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 27% 24% 26% 32% 

5G NSA 23% 37% 26% 6% 

5G SA 30% 16% 33% 13% 

MEC 20% 24% 14% 48% 



 

© HEAVY READING | HEAVY READING’S 2020 5G CORE SECURITY SURVEY | OCTOBER 2020 63 

DDoS attacks targeting public safety customers 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 24% 21% 38% 29% 

5G NSA 22% 34% 25% 15% 

5G SA 34% 21% 25% 12% 

MEC 21% 24% 13% 44% 

DDoS attacks targeting key enterprise customers 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 28% 19% 27% 30% 

5G NSA 23% 35% 22% 19% 

5G SA 29% 27% 22% 16% 

MEC 20% 19% 30% 35% 

Phishing attacks targeting mobile subscribers 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 30% 20% 32% 23% 

5G NSA 21% 39% 24% 10% 

5G SA 31% 20% 29% 15% 

MEC 18% 22% 15% 53% 

Ransomware targeting 5G enterprise customers 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 21% 14% 35% 38% 

5G NSA 26% 39% 24% 10% 

5G SA 35% 22% 18% 17% 

MEC 18% 24% 24% 36% 

 

Tier 2/3 (n=54) 

DNS hijacking 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 41% 31% 17% 5% 

5G NSA 22% 29% 23% 19% 

5G SA 19% 23% 43% 14% 

MEC 19% 17% 17% 62% 
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DDoS attacks targeting public safety customers 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 30% 24% 19% 18% 

5G NSA 24% 36% 31% 11% 

5G SA 20% 26% 38% 18% 

MEC 26% 14% 12% 54% 

DDoS attacks targeting key enterprise customers 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 21% 24% 34% 11% 

5G NSA 29% 27% 29% 11% 

5G SA 30% 27% 26% 6% 

MEC 20% 22% 11% 72% 

Phishing attacks targeting mobile subscribers 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 28% 25% 29% 13% 

5G NSA 28% 30% 24% 4% 

5G SA 24% 28% 29% 25% 

MEC 21% 18% 19% 58% 

Ransomware targeting 5G enterprise customers 

  Rank 1 Rank 2 Rank 3 Rank 4 

4G core 20% 29% 20% 26% 

5G NSA 38% 21% 32% 7% 

5G SA 23% 33% 24% 15% 

MEC 20% 17% 24% 52% 

Question: On a scale of 1 to 4 where 1 is the greatest priority and 4 is the lowest priority, please 
rank your investment priorities in 4G, 5G, or MEC networks to address the following subscriber-level 
security threats  
Source: Heavy Reading 

 

Key findings  

Consistent with network-level threat responses, Tier 1s display a greater commitment to 

5G SA investment for addressing subscriber-level security threats than their Tier 2/3 

counterparts (based on “Rank 1” input). 

 



 

© HEAVY READING | HEAVY READING’S 2020 5G CORE SECURITY SURVEY | OCTOBER 2020 65 

Figure 52: Security in 2023 – Tier 1 vs. Tier 2/3  

Tier 1 (n=38–51) 

  Gi/SGi FW CGNAT GTP FW 
(S8) / 
roaming 

Security 
GW (S1) 

DDoS 
detection 

DDoS 
mitigation 

Deployed as physical 
functions in MEC nodes 

21% 13% 12% 21% 19% 13% 

Deployed as non-
container-based virtual 
functions in MEC nodes 

13% 25% 15% 19% 18% 10% 

Deployed as container-

based virtual functions 

in MEC nodes 

13% 20% 18% 21% 20% 9% 

Deployed as physical 
functions in a 
virtualized 5G NSA 
common core 

18% 13% 13% 21% 22% 12% 

Deployed as container-
based virtual functions 
in a virtualized 5G NSA 
common core 

16% 15% 17% 20% 20% 12% 

Deployed as non-
container-based virtual 
functions in 5G SA 
(5GC) core 

15% 15% 20% 20% 16% 13% 

Deployed as container-

based functions in a 5G 

SA (5GC) core 

17% 13% 14% 25% 18% 13% 

Remain as physical 
functions or virtual 
functions in the 4G core 

14% 17% 16% 21% 18% 14% 

This capability will not 
be required in 2023 

18% 14% 25% 15% 17% 11% 

 

Tier 2/3 (n=38–47) 

  Gi/SGi FW CGNAT GTP FW 
(S8) / 
roaming 

Security 
GW (S1) 

DDoS 
detection 

DDoS 
mitigation 

Deployed as physical 

functions in MEC nodes 

21% 18% 21% 16% 11% 13% 

Deployed as non-
container-based virtual 
functions in MEC nodes 

14% 25% 21% 20% 14% 6% 

Deployed as container-

based virtual functions 
in MEC nodes 

10% 23% 10% 26% 18% 13% 
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  Gi/SGi FW CGNAT GTP FW 
(S8) / 
roaming 

Security 
GW (S1) 

DDoS 
detection 

DDoS 
mitigation 

Deployed as physical 
functions in a 
virtualized 5G NSA 
common core 

15% 18% 17% 21% 15% 14% 

Deployed as container-
based virtual functions 
in a virtualized 5G NSA 
common core 

19% 17% 20% 20% 15% 10% 

Deployed as non-
container-based virtual 

functions in 5G SA 
(5GC) core 

13% 22% 20% 21% 11% 13% 

Deployed as container-
based functions in a 5G 
SA (5GC) core 

18% 20% 13% 22% 15% 14% 

Remain as physical 
functions or virtual 
functions in the 4G core 

14% 20% 21% 24% 11% 10% 

This capability will not 
be required in 2023 

12% 26% 23% 17% 12% 11% 

Question: How will the following security and GiLAN capabilities be supported in 2023? (Select all that 
apply) 
Source: Heavy Reading 

 

Key findings  

Both Tier 1s and Tier 2/3s advocate a wide range of options to support GW and FW 

functions in 2023. Support for the container-based 5G SA core option for functions like the 

Security GW (Tier 1 – 25% vs. Tier 2/3 – 22%) are similar confirming it will be relevant to 

carriers of all sizes in only a few years. Moreover, in both groups there is a low percentage 

range of not required in 2023 responses (Tier 1 – 11% - 25% vs. Tier 2/3 – 11% - 26%). 

 

Figure 53: Implementing automated security – Tier 1 vs. Tier 2/3 

Tier 1 (n=54–55) 

  Implementing 
now 

Implement 
in less than 
12 months 

Implement 
in 12–24 
months  

No current 
implementation 
schedule 

Will not 
implement 

Automated device 

configuration, 
monitoring and 
scanning 

40% 29% 18% 13% 0% 

Automated slice 
security policy 
enforcement 

22% 33% 33% 13% 0% 

Automated API 
exposure 

22% 30% 35% 13% 0% 
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  Implementing 
now 

Implement 
in less than 
12 months 

Implement 
in 12–24 
months  

No current 
implementation 
schedule 

Will not 
implement 

Automated CNF 
orchestration 

24% 26% 37% 13% 0% 

Automated MEC 
edge site security 

policy enforcement 

22% 20% 36% 18% 4% 

 

Tier 2/3 (n=48–51) 

  Implementing 
now 

Implement 
in less than 

12 months 

Implement 
in 12–24 

months  

No current 
implementation 

schedule 

Will not 
implement 

Automated device 
configuration, 

monitoring and 
scanning 

27% 31% 24% 14% 4% 

Automated slice 
security policy 
enforcement 

10% 32% 28% 26% 4% 

Automated API 
exposure 

10% 30% 38% 22% 0% 

Automated CNF 
orchestration 

10% 31% 29% 25% 4% 

Automated MEC 

edge site security 
policy enforcement 

10% 18% 38% 32% 2% 

Question: When do you plan to implement the following automated security-related tasks in your 
5GC or MEC network? 
Source: Heavy Reading 

 

Key findings  

A greater number of Tier 1s are currently implementing automated security-related task 

(22–40% vs. Tier 2/3 – 10–27%), but both agree that automated device configuration, 

monitoring, and scanning represent the top priority (Tier 1 – 40% vs. Tier 2/3 – 27%). 

 

Figure 54: Automation implementation concerns – Tier 1 vs. Tier 2/3 

Tier 1 (n=55–56) 

  Extremely 

concerned 

Concerned Somewhat 

concerned 

Not 

concerned 

Onboarding 29% 55% 16% 0% 

Continuous integration 29% 53% 16% 2% 

Continuous deployment 38% 45% 16% 2% 

Upgrades 27% 55% 15% 4% 

Healing 21% 50% 29% 0% 
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  Extremely 
concerned 

Concerned Somewhat 
concerned 

Not 
concerned 

Scaling 30% 45% 21% 4% 

Regression and test 
automation 

24% 47% 29% 0% 

Configuration 

management 

34% 46% 16% 4% 

Decommissioning 14% 46% 32% 7% 

 

Tier 2/3 (n=51–52) 

  Extremely 

concerned 

Concerned Somewhat 

concerned 

Not concerned 

Onboarding 19% 46% 29% 6% 

Continuous integration 20% 55% 24% 2% 

Continuous deployment 16% 61% 20% 4% 

Upgrades 29% 46% 19% 6% 

Healing 24% 43% 25% 8% 

Scaling 27% 37% 27% 8% 

Regression and test 
automation 

24% 41% 25% 10% 

Configuration 
management 

14% 57% 16% 14% 

Decommissioning 8% 43% 41% 8% 

Question: How concerned are you that deploying automation in 5GC networks to support the 
following orchestration, software upgrades, auto scaling, and self-healing capabilities will be complex 
and difficult to implement? 
Source: Heavy Reading 

 

Key findings  

The top three automation implementation concerns for Tier 1s based on “extremely 

concerned” input are continuous deployment (38%), configuration management (34%), 

and scaling (30%). The top three concerns for Tier 2/3s are upgrades (29%), scaling 

(27%), and healing and regression and test automation (both 24%). Based on “not 

concerned” responses, both groups agree that the automation impacts of decommission 

are their lowest area of concern (Tier 1 – 14% vs. Tier 2/3 – 8%). 

 



 

© HEAVY READING | HEAVY READING’S 2020 5G CORE SECURITY SURVEY | OCTOBER 2020 69 

Figure 55: Managing security SLAs – Tier 1 vs. Tier 2/3 

Tier 1 (n=53)   

Proportion of respondents 

Telco only 11% 

Telco in collaboration with public cloud provider 77% 

Public cloud provider only 8% 

Enterprise customer on their own 4% 

 

Tier 2/3 (n=48)  

Proportion of respondents 

Telco only 25% 

Telco in collaboration with public cloud provider 52% 

Public cloud provider only 15% 

Enterprise customer on their own 8% 

Question: Who will manage security and security SLAs for enterprise customers in telco and public 
clouds? 
Source: Heavy Reading 

 

Key findings  

Tier 1s and Tier 2/3s both agree that the public cloud collaboration model is the preferred 

approach (Tier 1 – 77% vs. Tier 2/3 – 52%).  

 

Figure 56: MEC and DDoS – Tier 1 vs. Tier 2/3 

Tier 1 (n=56)   

Proportion of respondents 

DDoS mitigation functions will be deployed in 

each MEC node at the internet interface 

27% 

DDoS attacks will be mitigated at core network 
interface only 

25% 

Applications hosted in MEC will provide their own 

DDoS protection 

18% 

DDoS attacks mitigated at both MEC and core 
network interfaces 

16% 

Still working on a strategy 14% 
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Tier 2/3 (n=51)  

Proportion of respondents 

DDoS mitigation functions will be deployed in 
each MEC node at the internet interface 

20% 

DDoS attacks will be mitigated at core network 
interface only 

29% 

Applications hosted in MEC will provide their own 
DDoS protection 

24% 

DDoS attacks mitigated at both MEC and core 
network interfaces 

16% 

Still working on a strategy 12% 

Question: How will MEC nodes be protected from DDoS and other attacks? 
Source: Heavy Reading 

 

Key findings  

While data trends are overall fairly similar, the top-ranked option for Tier 1s is to deploy 

DDoS mitigation in the MEC node (27%). The preferred approach for Tier 2/3s is to 

mitigate DDoS attacks using core network interfaces (29%).  

 

Figure 57: Space and power – Tier 1 vs. Tier 2/3 

Tier 1 (n=52)  

Proportion of respondents 

Existing cell sites cannot be used as-is – must 
build new sites 

18% 

It is a major concern – need to reduce footprint 

by over 50% from current levels 

35% 

It is a moderate concern – need to reduce 
footprint by 25–50% 

33% 

It is a minor concern – need to reduce 
space/power footprint by 10–25% 

13% 

Not a concern at all – existing and planned new 
5G/MEC sites have adequate space and power for 
our needs 

2% 

  

Tier 2/3 (n=52)  

Proportion of respondents 

Existing cell sites cannot be used as-is – must 

build new sites 

15% 

It is a major concern – need to reduce footprint 
by over 50% from current levels 

29% 

It is a moderate concern – need to reduce 

footprint by 25–50% 

44% 

It is a minor concern – need to reduce 
space/power footprint by 10–25% 

10% 
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Proportion of respondents 

Not a concern at all – existing and planned new 

5G/MEC sites have adequate space and power for 
our needs 

2% 

Question: Which statement best describes your concerns related to space and power limitations of 5G 
cell sites, including 5G MEC sites to accommodate distributed core functions? 
Source: Heavy Reading 

 

Key findings 

Tier 1s and Tier 2/3s share similar views regarding the need to build new sites (Tier 1 – 

18% vs. Tier 2/3 – 15%) and need to reduce the footprint of existing sites by over 50% 

(Tier 1 – 35% vs. Tier 2/3 – 29%).  

 

Figure 58: Cloud-native best-of-breed – Tier 1 vs Tier 2/3 

Tier 1 (n=56)  

  Rank 1 Rank 2 Rank 3 Rank 4 

Total cost of ownership 71% 16% 5% 7% 

Support for multi-vendor ecosystem 30% 43% 13% 14% 

Lifecycle management cost 
(onboarding, scale, healing, testing) 

32% 34% 25% 9% 

Operational complexity (multiple 

vendor systems vs. single-vendor 
system) 

27% 30% 25% 18% 

 

Tier 2/3 (n=53) 

  Rank 1 Rank 2 Rank 3 Rank 4 

Total cost of ownership 58% 37% 4% 2% 

Support for multi-vendor ecosystem 33% 46% 17% 4% 

Lifecycle management cost 
(onboarding, scale, healing, testing) 

25% 35% 27% 12% 

Operational complexity (multiple 
vendor systems vs. single-vendor 
system) 

33% 21% 31% 15% 

Question: On a scale of 1 to 4 where 1 is most important and 4 is least important, please rank the 
importance of the following considerations when choosing between best-of-breed or single-vendor 
security solutions for cloud-native 5GC or edge deployments. 
Source: Heavy Reading 

 

Key findings  

Tier 1s and Tier 2/3s both agree that TCO is the most important consideration by a 

considerable margin when choosing between best-of-breed or single-vendor solutions for 

cloud-native or edge deployments (Tier 1 – 71% vs. Tier 2/3 – 58%). 
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Figure 59: Implementing 5G security specifications – Tier 1 vs Tier 2/3 

Tier 1 (n=54–56)  

  Implement 
most or all 
of the 
specification 
before 
commercial 

launch 

Implement 
some of the 
specification 
before 
commercial 
launch 

Implement 
most or all 
of the 
specification 
after 
commercial 

launch  

Implement 
some of the 
specification 
after 
commercial 
launch 

Depends on 
vendor 
compliance 

3GPP TS 33.511 – 
Security Assurance 
Specification (SCAS) 
for the Next 

Generation Node B 

(gNodeB) Network 
Product Class 

41% 30% 11% 4% 14% 

3GPP TS 33.512 5G 
Security Assurance 
Specification (SCAS) 

– Access and Mobility 
Management Function 
(AMF) 

29% 39% 9% 7% 16% 

3GPP TS 33.513 – 5G 
Security Assurance 

Specification (SCAS) 
– User Plane Function 
(UPF) 

28% 35% 15% 4% 19% 

3GPP TS 33.517 5G 

Security Assurance 
Specification (SCAS) 

for the Security Edge 
Protection Proxy 
(SEPP) Network 
Product Class 

23% 39% 13% 14% 11% 

3GPP TS 29. 573 5G 

System; Public Land 
Mobile Network 
(PLMN) 
Interconnection – 
Release 15 

24% 29% 22% 7% 18% 

3GPP TS 29. 573 5G 

System; Public Land 

Mobile Network 
(PLMN) 
Interconnection – 
Release 16 

25% 27% 18% 15% 15% 

GSMA FS.21 – 

Interconnect 
Signaling Security 
Recommendation 

24% 27% 27% 7% 15% 
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  Implement 
most or all 
of the 

specification 
before 
commercial 
launch 

Implement 
some of the 
specification 

before 
commercial 
launch 

Implement 
most or all 
of the 

specification 
after 
commercial 
launch  

Implement 
some of the 
specification 

after 
commercial 
launch 

Depends on 
vendor 
compliance 

GSMA FS.34 – Key 

management for 4G 
and 5G inter-PLMN 
Security 

19% 39% 17% 11% 15% 

GSMA FS.36 – 5G 
Interconnect Security 

29% 27% 20% 7% 16% 

 

Tier 2/3 (n=50–52) 

  Implement 
most or all 

of the 
specification 
before 
commercial 
launch 

Implement 
some of the 

specification 
before 
commercial 
launch 

Implement 
most or all 

of the 
specification 
after 
commercial 
launch  

Implement 
some of the 

specification 
after 
commercial 
launch 

Depends on 
vendor 

compliance 

3GPP TS 33.511 – 
Security Assurance 
Specification (SCAS) 
for the Next 
Generation Node B 

(gNodeB) Network 
Product Class 

35% 37% 17% 2% 10% 

3GPP TS 33.512 5G 
Security Assurance 
Specification (SCAS) – 
Access and Mobility 
Management Function 

(AMF) 

24% 39% 22% 6% 10% 

3GPP TS 33.513 – 5G 
Security Assurance 
Specification (SCAS) – 
User Plane Function 
(UPF) 

18% 47% 22% 2% 12% 

3GPP TS 33.517 5G 

Security Assurance 
Specification (SCAS) 
for the Security Edge 
Protection Proxy 

(SEPP) Network 
Product Class 

18% 34% 26% 10% 12% 
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  Implement 
most or all 
of the 

specification 
before 
commercial 
launch 

Implement 
some of the 
specification 

before 
commercial 
launch 

Implement 
most or all 
of the 

specification 
after 
commercial 
launch  

Implement 
some of the 
specification 

after 
commercial 
launch 

Depends on 
vendor 
compliance 

3GPP TS 29. 573 5G 

System; Public Land 
Mobile Network 
(PLMN) 
Interconnection – 
Release 15 

17% 40% 23% 6% 13% 

3GPP TS 29. 573 5G 

System; Public Land 
Mobile Network 
(PLMN) 
Interconnection – 
Release 16 

20% 43% 20% 8% 10% 

GSMA FS.21 – 
Interconnect Signaling 
Security 
Recommendation 

17% 37% 31% 6% 10% 

GSMA FS.34 – Key 
management for 4G 

and 5G inter-PLMN 
Security 

25% 33% 29% 4% 10% 

GSMA FS.36 – 5G 
Interconnect Security 

24% 41% 18% 6% 12% 

Question: When do you plan to implement the following 5G security specifications? 
Source: Heavy Reading 

 

Key findings  

Based on “implement most or all of the specification before commercial launch” input, both 

groups are aligned that TS 33.511 is the greatest priority (Tier 1 – 41% vs. Tier 2/3 – 

35%).  
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Figure 60: 5G security key management scenarios – Tier 1 vs. Tier 2/3 

Tier 1 (n=55–56)  

  Yes – single key 
management is vital 

No – single key 
management is not 
necessary 

As part of the 4G and 5G inter-PLMN 
signaling security solutions as in 

GSMA FS.34 

82% 18% 

In support of certificate exchange 
for inter-carrier STIR/SHAKEN 
solutions 

71% 29% 

Fighting inter-carrier fraud with 

SEISMIC 

69% 31% 

User plane security support between 
5G SA networks with the Inter-PLMN 
UP Security (IPUPS) functionality 

73% 27% 

 

Tier 2/3 (n=49–53) 

  Yes – single key 

management is vital 

No – single key 

management is not 
necessary 

As part of the 4G and 5G inter-PLMN 
signaling security solutions as in 
GSMA FS.34 

79% 21% 

In support of certificate exchange 

for inter-carrier STIR/SHAKEN 
solutions 

59% 41% 

Fighting inter-carrier fraud with 
SEISMIC 

59% 41% 

User plane security support between 
5G SA networks with the Inter-PLMN 
UP Security (IPUPS) functionality 

67% 33% 

Question: Should there be a single key management solution for all future initiatives that require 
service providers and carriers to exchange key material in the following scenarios? 

Source: Heavy Reading 

 

Key findings  

Tier 1s and Tier 2/3s share very similar views that single key management is vital in the 

scenarios presented. Additionally, both agree that inter-PLMN signaling is the top scenario 

that would benefit from single key management (Tier 1 – 82% vs. Tier 2/3 – 79%). 

 


