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Higher Education Goes Virtual

Even before the COVID-19 pandemic, connectivity played an
important role in university life. In recent years, it has become a
routine practice for students to attend lectures virtually from their
dorm rooms. Online-only degree programs have been introduced

by fully accredited schools such as Purdue University and Southern
New Hampshire University, to name a few. A wealth of online learning
resources is available both within university networks and on the
internet. Meanwhile, online retail, banking, health services, gaming,
media, and more are mainstays of student life.

Now a global pandemic has radically accelerated this trend.
Universities everywhere have been forced to create and expand
online remote access for their students, including many of which
had not yet begun the evolution. More than just a convenience,
connectivity has become a lifeline for students—and network
admins to meet their needs. For university IT, this means making
a fundamental shift from on-campus networking to supporting a
distributed network across the globe.

In this eBook, we'll explore networking challenges facing universities
during the pandemic and beyond, and how they can be addressed.
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A Wake-up Call for Educational
Institutions Around the World

The COVID-19 pandemic has caused massive disruption to educational
systems around the world. Students from K - 12 to higher education
have had to shift to remote learning part or all of the time. Schools

and universities have had to adapt teaching models to virtual delivery.
As technology has come to play an essential role, we've also seen a
dramatic widening in the digital divide between those who have access
to high-quality education, and those who don't.

Shifting Networking Priorities and Decisions for IT

While university IT departments have traditionally focused primarily on
the on-campus network and its resources, they now recognize that the
ability to provide secure connectivity for students and staff well beyond
the physical site is now critical for educational continuity. At the same
time, supporting on-campus networks remains essential. While remote
and virtual learning will play a growing role in the future of higher
education, students will continue to choose in-person learning as well.
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A Distributed Attack'Surface
—Amid Spiking Threats

As they reevaluate their priorities, university IT teams are placing a
greater focus on protection against cyberthreats and their business
implications. In a time of rising threats against organizations of all
kinds, students moving off-campus and beyond the university network
environment have become both more vulnerable themselves, and

also more likely to introduce threats into the university network. This
exposure is especially troubling given the global spike in malicious
activity against universities and their students. The COVID-19 crisis has
been weaponized in the form of SMS and email scams telling recipients
to “click here for relief check,” and phishing attacks disguised as
outreach from university finance.

Long-term Implications

This isn't only a short-term discussion for during the present crisis.
Long-term trends around enroliment, university finances, and the
globalization of higher education have been driving change for years
and it will continue to do so. The future of higher education will be
defined by three distinct models of learning: traditional classrooms,
remote learning synced with on-campus learning, and learning on-
demand. To support all three models, universities will have to adapt and
enable effective remote access wherever students learn, without relying
on the assumption that they can meet their own connectivity needs.
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CRITICAL DECISIONS FOR UNIVERSITY IT

The networking implications of virtual learning raise urgent questions for educational
institutions, including:

+ How to approach remote student connectivity - Should universities let students handle
their own connections, using consumer tools completely outside the university network?
It's a simple approach, but it might leave both students and the school more vulnerable to
security threats—and not every student has reliable access to high-quality broadband. A
VPN might be more secure and reliable, but also brings a significant technology burden for
the school and IT admins.

« How to ensure cybersecurity and regulatory compliance - University networks offer
endless targets for hacking and data theft, including sensitive research and health and
financial data for both staff and students. Protecting this data against phishing, DDoS,
ransomware, and other attacks—and ensuring regulatory compliance for data privacy and
security—will be a key priority.

« How to support growing demand on campus as well as remote - As remote students
return to the campus, and bring multiple connected devices into the environment, existing
IP address pools may be inadequate. Universities may need to extend IPv4 pools with
carrier-grade network address translation (CGNAT) solutions while continuing to ensure
high availability. For students that remain remote, university IT will need to consider how
to connect these students into university resources and to balance that traffic with the
growing on-campus traffic.

What's at Stake

Meeting these networking challenges is about more than cost and convenience—the univer-
sity’s brand and reputation are on the line. If they can't keep online students connected and
secure, that's a business problem, not just an IT issue.
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FALLING ENROLLMENT AND GLOBALIZATION RESHAPE U.S. EDUCATION

Financial Pressures Drive Adaptation Educational Options Expand

—Domestically & Overseas
Universities have long faced growing pressure to make changes to

their traditional education model. Over the past eight years, college In response to these pressures, many universities have expanded
enroliment in the U.S. has fallen about 11 percent. The decline has the options they offer to allow more flexibility and access to a

been felt in every sector—public state schools, community colleges, broader range of students. Even before the pandemic, most higher
for-profit universities, and private liberal arts schools. It has been education institutions had enacted some type of online learning
especially painful for small private colleges, even forcing some to close. program, driving the growth of a global online education market

forecast to reach S350 billion by 2025.

OVER THE PAST EIGHT YEARS THERE HAS BEEN AN

The cost structure of online learning has made it an especially

O DECLINE OF COLLEGE /O\ — effective strategy for the college affordability crisis. With fewer
ENROLLMENT IN THE ,:QQ D 00 students and families able to pay the cost of traditional on-campus
0 UNITED STATES Q 8 N 22 tuition and fees, online courses offer a more affordable alternative,
Q especially given the elimination of commuting costs, room and

""""""""""""""""""""""""""""""""""""""""""""""""""" ' board, and transportation. Required course materials such as
While there are many factors at play, two stand out in particular: textbooks are often available online at no additional cost as well.
While international students have become an important part

of the university business model over the years, providing new
populations of potential students who don't typically receive
university financial aid, this model is evolving as well. With
international enroliment now declining, affordability has become
as important for overseas recruits as it is for domestic students.
Remote learning offers a way to sustain the financial benefits of
globalization—provided universities can deliver it effectively.

« Shifting U.S. demographics - The number of high school
graduates has remained flat in recent years—and in some cases
declining—because of lower birth rates around the end of the
last century. With birth rates continuing to fall since that time,
declining numbers of high school graduates are now a fact of life.

+ Rising college costs - Individual U.S. states are devoting less
funding to higher education, leading to an increased reliance on
tuition fees. As tuition has risen, grants and scholarships have
failed to keep pace, leaving students and their families to pay
more and more. Without more state investment, institutions face
a financial squeeze, as do American families.
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A Growing and Diversifying Global
Market for Higher Education

Long-term growth in demand for higher education around the
world has significant implications for universities both in the
U.S. and overseas. According to a recent study, the number of
students in higher education globally will soar from roughly 216
million in 2016 to nearly 600 million in 2040. At the same time,
data from UNESCO on the international mobility of tertiary-
level students shows a high rate of flow not just into the U.S.
from overseas, but among diverse combinations of origin and
destination countries in every part of the globe.

For U.S. universities, these trends show both a rising global
market for higher education, and a more competitive range of
options outside the U.S. For universities outside the U.S., the
growth of student demand represents a valuable opportunity to
increase enrollment and revenue—provided they can offer a rich
educational experience while ensuring affordability.

In all cases, the greater availability of online options further
expands the availability of university studies beyond their
geographic borders and highlights the importance of adequate
and secure access.
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IN HIGHER EDUCATION WILL SOAR
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IN 2016 BY 2040
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NEW HIGHER EDUCATION MODELS

From On-campus to
Online and On-demand

In response to both long-term financial and
enrollment trends, and short-term pressures
stemming from the COVID-19 pandemic,
universities are now offering a broader range
of options to accommodate student needs
and preferences.

On-campus Only

In the traditional model, students attend in-
person classes taught live by an instructor in
the same classroom. While this has been the
exclusive or predominant approach to higher
education since its origins, even before

the pandemic an increasing number of
universities have begun allowing on-campus
students to attend lectures remotely, either
synchronously or on-demand.

On-campus + Remote

For many students, learning will continue

to be tied to real-time instruction—whether
in-person or virtual. Classes are held on-
campus with a live instructor, with some
students attending in person, and others
joining remotely. In either case, students can
participate in live interactions with faculty
and classmates.

On-demand

For students who have grown up with
video-on-demand from YouTube to Khan
Academy to Ted Talks, on-demand higher
education can be an intuitive and effective
approach. With this model, courses

are designed for students to complete
classes on their own time, allowing greater
flexibility in their schedule. Interaction
takes place primarily through online
discussion boards. For remote-first
schools like for-profit universities, the
experience can look more like a digital
media service than a traditional course
catalog, with classes available

by subscription.

Accommodating the full range of options
expected by today’s students—and
essential for the university’'s financial
health—will require substantial changes
to network infrastructure.
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UNIVERSITY NETWORKS STRAIN AMID BY 2025:

SURGING INTERNET TRENDS

A Rising Tide—or
Flood—of Connected
Users, Devices, and Traffic

In a truly pandemic-proof trend, internet
traffic continues its exponential growth.
Global traffic volume is expected to surge

to 560EB by 2025, a threefold increase
since 2019. This increase is accompanied by
massive growth in the number of connected
people and devices. There will be 5.8 billion
mobile subscribers and 25 billion total
connected devices, including loT, by 2025.
This explosion of subscribers and devices
will continue to strain university networks—
including their IP address pools.
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The IPv4 Exhaustion Squeeze GLOBAL TRAFFIC VOLUME

For on-campus universities, the explosion
of connected devices adds unwelcome
pressure to an already challenging 5_8 BI LLI O N
transition from IPv4 to IPvé. With
legacy IPv4 data centers and depleted
IPv4 address pools, universities were
already struggling to accommodate

the connectivity needs of their campus 2 5 B I L LI O N

populations. With existing IPv4 address
pools at or near exhaustion not only TOTAL CONNECTED DEVICES
within universities, but around the world,
new IPv4 addresses must be purchased

on the open market—at often exorbitant RESULTING IN
costs. Meanwhile, the university must also
support a growing volume of IPv6-enabled

MOBILE SUBSCRIBERS

connected devices and websites. In fact, | PV4
nearly one-third of users already access
Google via IPvé, making migration to the EX H AU STI O N

new standard increasingly urgent.



https://www.ericsson.com/49da93/assets/local/mobility-report/documents/2020/june2020-ericsson-mobility-report.pdf
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25%

HIGHER EDUCATION

INSTITUTIONS

HAVE NEVER CONDUCTED A
SECURITY ASSESSMENT
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CYBERTHREATS TARGET
UNDER-DEFENDED CAMPUSES

An Old Favorite for Attackers

Cyberattacks are hardly a new trend for universities. From hackers seeking to change
grades, to gamers hoping to disrupt rivals with DDoS attacks, to bored or fame-
seeking coders, university networks have long fought off a variety of breaches. In

some cases, attackers intend to disrupt services or create a distraction during exam
periods. Others hope to disable the school’s security infrastructure to allow other types
of intrusions. However, the motivation for attackers from the outside is often more
concrete: ransomware and data theft. Holding data about the financial and health
records of students and staff, proprietary research, sensitive government projects
such as Department of Defense work, and so on, the university network can be a highly
lucrative environment for cybercriminals.

The allure of university networks is all the greater given their often-inadequate cyber
defense posture. Past research has shown that nearly three-quarters of higher
education institutions take three or more days to apply a patch after notification of
an attack, while 25 percent have never conducted a security assessment. In fact, in
2018, higher education was ranked highest among the worst sectors for handling
cyber threats. And with more and more unsecured connected devices entering the
environment, it gets easier and easier to launch attacks.
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Rising Threats to a Dispersed University Community

With its environment accessible by students around the world—and anyone else—universities
face a litany of threats familiar to every cybersecurity professional. Attackers can easily blend
their malicious traffic with legitimate communications to wreak havoc while the university’s net-
works remain unaware of the damage being caused. With most cyberattack toolkits now readily
available to anyone, the problem has become even more severe. Attackers can easily gain ac-
cess to and disable a university’s network or security infrastructure with tools including:

+ Opensource and freeware hacking tools
« DDoS-for-hire markets

+ loT botnets

+ Reflection and amplification attacks

- Network layer attacks

« Application layer attacks

DDoS can also be used as a smokescreen for launching other attacks like ransomware. In this
scenario, the DDoS attack can either disable or disrupt the security infrastructure of the univer-
sity while the ransomware slips through undetected or unchallenged.

The DDoS Threat Intensifies

DDoS attacks across industries have risen to historic levels. There are an estimated 12.5 million
DDoS weapons around the world, armed and available to attack service providers, enterprise
and higher education facilitates. The number of attacks worldwide tripled in 2020 alone, with a
4.5x increase in duration for large attacks. Meanwhile, smaller, harder-to-detect attacks are on
the rise as well, with 75 percent of 2020 attacks under 5 Gbps. Unlike a university education, a
DDoS-for-hire attack has never been more affordable; $150 can buy a one-week DDoS attack on
the black market. That can look like a bargain for student gamers trying to disrupt their compe-
tition's game, but the real victim is the university's infrastructure, causing serious outages that
can cost more than $300,000 for a single hour of downtime.
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THE MODERN UNIVERSITY
RESHAPES IT PRIORITIES

IT for On-campus Operations

The IT priorities of traditional on-campus operations can
resemble supporting a small city, including:

« Medical facilities - including both student health
centers and community hospitals

+ Research institutes - often with highly confidential
government contracts, COVID-19 research, and
laboratories

« Student entertainment and dining - including sporting
events where thousands of visitors may be accessing the
university network

» Wi-Fi - from dorms, libraries, and classrooms to
hotspots and public areas across the campus

« Campus security - in some cases at the scale of a
full-fledged police force

- Financial services - from cafeteria, bookstore, and gift
shop cashiers, to student loan services, to consumer
banking, with all the confidential personal data it involves

In meeting these needs, IT has had to keep up with growing
numbers of devices and rising traffic demand, maintain

aging legacy infrastructure, ensure regulatory compliance,
and provide services for diverse functions from classroom AV
to faculty technical support.

< TABLE OF CONTENTS

Remote and On-demand
Models Shift Investment Focus

As education moves online, concerns about providing
physical security, housing, and transportation for a
large on-campus population are giving way to a new set
of priorities, including:

+ Global remote and on-demand access
« Cybersecurity

« High availability

« Online books

« Telemedicine

+ eSports

+ Cloud technology

This evolution has important implications for university
networks, which were typically not built to support
large-scale remote access. With the modern university
looking less like a city and more like a web service,
higher levels of availability are now essential. An outage
isn't just an inconvenience to students—it’s a critical
failure that's both high-profile and damaging. Higher
levels of security are needed as well given a more open
network environment. Responsible for huge amounts of
sensitive information, universities will need to ensure
both protection and regulatory compliance; any breach
can be costly in both financial and reputational terms.
Telemedicine, online sporting events, and eSports will
also play a growing part in student life.
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THE MOVE FROM ON-CAMPUS TO ON-DEMAND DEPENDS ON THE NETWORK

Empowering the New University

The pandemic has been a wakeup call for university IT: Improvisation
and patchwork of legacy infrastructure and security will no longer
suffice. Institutions of higher education need a well-thought-out plan
for moving to a more resilient, on-demand model. With current on-
campus traffic relatively light at many universities, the best time to
upgrade is now.

Continued Needs of the On-campus Model

For their on-campus learning population, universities need to leverage
their existing on-campus networks to support growing devices and
traffic. Even if the on-campus population is not growing, the number
of devices and connections continues to rise. Rather than purchasing
costly new IPv4 addresses on the market, a carrier-grade network
(CGN) solution makes it possible to extend their current pool through
carrier-grade NAT (CGNAT), which uses address and port translation in
large scale to extend the life of an IPv4 network infrastructure.

Meanwhile, it's important to have a plan in place for IPvé migration.
Specialized resources such as student ERP, registration, billing, online
classes, and collaboration will be accessed on devices that will in-
creasingly run IPvé, while network infrastructures may still be running
IPv4 for the foreseeable future. Since IPvé is not backward compatible
with IPv4, universities will have to accommodate the coexistence of
IPv4 and IPvé networks to ensure business continuity and prepare for
future growth.
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Ensuring High Availability

Higher education faces one of the most challenging environments

in IT. From proliferating unmanaged devices, to spiky traffic patterns
driven by class schedules, to highly latency-sensitive applications
such as online classes, research, video, music, and gaming, university
IT faces requirements more similar to a commercial service provider
than an enterprise. In meeting these demands, IT must have a fully
developed strategy to ensure high availability, disaster recovery,
multi-cloud security, and load balancing.

Secure On-demand Education

As the university environment expands beyond campus, institutions
need a security model based on the recognition that a threat can
come from anywhere. The Zero Trust model responds to these
challenges by adopting the approach of “trust nobody"—inside

or outside the network. Cybersecurity strategies are redesigned
accordingly along four key principles:

« Create network micro-segments and micro-perimeters to
restrict east-west traffic flow and limit excessive user privileges

and access as much as possible.

- Strengthen incident detection and response using
comprehensive analytics and automation.

- Provide comprehensive and centralized visibility into users,
devices, data, the network, and workflows.
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With learning platforms and resources accessible via the web, it's
essential to protect them against HTTP and web application-based
security flaws. Web application firewall (WAF) systems use specific
knowledge of HTTP and web-application vulnerabilities to filter or block
these attacks without ever exposing the web servers or applications.
This helps protect the environment against attacks such as SQL
injection, cross-site scripting (XSS), and cross-site request forgery
(CSRF).

Automated DDoS protection is critical to protect against widespread
and easily launched DDoS attacks. Universities should leverage DDoS
threat intelligence, combined with real-time threat detection, to defend
against DDoS attacks no matter where they originate. Methods such as
automated signature extraction and blacklists of the IP addresses of
DDoS botnets and available vulnerable servers can help organizations
proactively defend themselves even before the attacks starts.

Integrated Security Approach

Over the years, most organizations have collected a number of security
point solutions, addressing specific threats and typically from many
different vendors, added incrementally as new threats were identified
or a new approach provided. These legacy systems increase the
complexity of operations, add latency into applications and reduce
security efficacy. An integrated approach that consolidates security
functions as much as possible will allow these functions to work
together seamlessly, enabling compliance and unified security.
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While the shift to remote and on-demand learning has been accelerated by the
COVID-19 pandemic, the transformation of higher education had already been
well underway. Driven by trends in finances and enrollment, universities have
needed to expand the opportunities and options available to students not only on
campus, but around the world as well. The evolution in business models is now
clear; what remains is to ensure that the university’s technology infrastructure
can support the new direction. The network is front-and-center in this effort. By
upgrading their capability to support growing numbers of connections and rising
traffic, ensure cybersecurity and compliance, and maintain availability wherever
and however students connect, universities can provide a solid foundation for
success for their institutions and students alike.

About A10 Networks

A10 Networks (NYSE: ATEN) provides secure application services for on-premises, multi-cloud and edge-cloud
environments at hyperscale. Our mission is to enable higher education institutions, service providers and enterprises
to deliver business-critical applications that are secure, available and efficient for multi-cloud transformation and 5G
readiness. We deliver better business outcomes that support investment protection, new business models and help
future-proof infrastructures, empowering our customers to provide the most secure and available digital experience.
Founded in 2004, A10 Networks is based in San Jose, Calif. and serves customers globally.

For more information, visit www.a10networks.com and follow us @A10Networks.
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