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How A10 Networks helps government escape the constraints 
and risks of legacy infrastructure to meet today’s challenges 
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FEDERAL AGENCIES  
ARE UNDER PRESSURE
U.S. federal agencies face unprecedented pressure to 
protect against the rising tide of cyberthreats against 
their agencies, while meeting rising expectations and 
demands from employees, contractors, and constituents 
for new and better experiences. 
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CYBERSECURITY RISKS ESCALATE
As threats from DDoS attacks to ransomware increase in sophistication, scale, and impact, 

cybersecurity is now an essential requirement for both private sector and public sector 

organizations. The federal government has been sounding the alarm—to cite just a few examples:

In May 2021, the White House issued an Executive Order on Improving 
the Nation’s Cybersecurity stating that, in the face of “persistent and 
increasingly sophisticated malicious cyber campaigns,” the federal 
government “must improve its efforts to identify, deter, protect against, 
detect, and respond to these actions and actors.” 

In January 2022, a National Security Memorandum specified directives  
to secure critical infrastructure such as electric and pipeline grid sectors. 

In April 2022, the Cybersecurity & Infrastructure Security Agency (CISA) 
alerted organizations of the potential for state-sponsored cyber-attacks 
against targets in the U.S. and elsewhere during the Russian invasion 
of Ukraine. 

In May 2022, CISA revealed the discovery of a vulnerability in certain 
versions of F5 Networks’ F5 BIG-IP solution that is being actively  
exploited by unauthenticated actors to gain control of systems in  
both government and private sector networks. 
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https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/01/19/fact-sheet-president-biden-signs-national-security-memorandum-to-improve-the-cybersecurity-of-national-security-department-of-defense-and-intelligence-community-systems/
https://www.cisa.gov/uscert/ncas/alerts/aa22-110a
https://www.cisa.gov/uscert/ncas/alerts/aa22-138a
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MODERNIZATION GROWS IN URGENCY
While cybersecurity is top-of-mind for government sector IT leaders, they are also  

grappling with additional critical priorities.

To support this critical and far-reaching agenda, federal agencies need application delivery 

solutions designed for today’s requirements.

Legacy application delivery leaves federal agencies struggling with application 

downtime, slow performance, poor visibility, reporting challenges, and an 

inability to effectively leverage analytics. Aging and outdated systems also 

increase the complexity and cost of management, pose barriers to automation, 

and limit the ability to use artificial intelligence and machine learning (AI/ML) to 

strengthen cyber-protection and optimize performance. 

The need for modernization extends to users as well. The widespread expansion 

of working from home during the peak of the pandemic, in tandem with shifts of 

broad areas of consumer activity to online channels, has had a lasting impact on 

preferences, expectations, and demands for digital experiences. Whether federal 

employees and constituents are working or taking care of personal needs, they 

need a high-quality experience for the applications they use, and security they 

can count on. 

While requirements for secure application delivery have increased, budget 

constraints have remained in place. For federal agency IT, this means having to 

drive modernization while managing cost and maximizing ROI.

Modernize legacy infrastructure 

Provide better experiences for employees, contractors, and constituents 

Do more without spending more 
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KEY USE CASES FOR FEDERAL AGENCY IT
Federal agencies today need to meet rigid technology requirements and initiatives to support 

cybersecurity and modernization in a cost-effective, efficient manner. 

The Executive Order on cybersecurity makes it clear that “incremental improvements 

will not provide the needed protection.” Instead, the federal government must make bold 

changes and investments to protect and secure its computer systems across on-premises, 

cloud, and hybrid environments.

 Federal directives also call for agencies to:

Cybersecurity Needs and Priorities

Adopt security best practices 

Advance toward Zero Trust architectures 

Accelerate movement to secure cloud services, including Software-as-a-Service 
(SaaS), Infrastructure-as-a-Service (IaaS), and Platform-as-a-Service (PaaS)

 
Centralize and streamline access to cybersecurity data to drive analytics for 
identifying and managing cybersecurity risks

 
Invest in both technology and personnel to match these modernization goals
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https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
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While agencies face a broad spectrum of cybersecurity requirements, 
two threats are particularly urgent:

In the past year, there has been intensifying activity in DDoS attacks, including 

hackers leveraging the now notorious Log4j vulnerability, Microsoft Azure mitigating 

one of the largest DDoS attacks ever recorded, and a 23 percent year-over-year 

increase in the total number of DDoS weapons available. The outbreak of the 

Ukraine-Russia conflict has brought a rash of suspected state-supported DDoS 

attacks to disrupt critical infrastructure and communications, suggesting that 

large-scale cyber-warfare is becoming a reality. 

Government agencies are perceived as soft targets for hackers, often weakly 

defended, inadequately monitored, and poorly maintained. Municipal governments 

have already been widely victimized in ransomware attacks, and the threat is likely 

spreading—though the full extent of the risk faced remains unknown. On May 24, 

2022, U.S. Senator Gary Peters (D-MI), Chairman of the Senate Homeland Security 

and Governmental Affairs Committee, released a report stating that “The number 

of paralyzing ransomware attacks demanding payment using cryptocurrencies 

has sharply risen,” citing recent attacks collecting hundreds of millions of dollars 

from entities including a major oil pipeline, health care facilities, and the world’s 

largest beef supplier. 

DDoS

Ransomware
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https://nvd.nist.gov/vuln/detail/CVE-2021-44228
https://azure.microsoft.com/en-us/blog/azure-ddos-protection-2021-q3-and-q4-ddos-attack-trends/
https://azure.microsoft.com/en-us/blog/azure-ddos-protection-2021-q3-and-q4-ddos-attack-trends/
https://www.a10networks.com/blog/the-global-state-of-ddos-weapons/
https://www.a10networks.com/blog/the-global-state-of-ddos-weapons/
https://www.a10networks.com/blog/systems-co-opted-to-attack-ukraine-with-ddos-amplification-and-reflection-attacks/
https://www.a10networks.com/blog/systems-co-opted-to-attack-ukraine-with-ddos-amplification-and-reflection-attacks/
https://www.a10networks.com/blog/cyber-warfare-nation-state-sponsored-cyber-attacks/
https://www.a10networks.com/blog/mayors-of-america-beware-ransomware-is-coming-to-town/
https://www.a10networks.com/blog/ransomware-attacks-threaten-election-security-and-much-more/
https://www.peters.senate.gov/newsroom/press-releases/peters-releases-new-report-on-rise-of-ransomware-attacks-and-how-cryptocurrencies-facilitate-cybercrimes
https://www.a10networks.com/blog/the-global-state-of-ddos-weapons/
https://www.a10networks.com/blog/ransomware-phishing-zero-trust-and-the-new-normal-of-cyber-security/
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TELEWORK AND REMOTE APPLICATION DELIVERY
The shift to remote work has brought more people working in more places and more ways. A 

boom in ecommerce, streaming media, online financial services, telehealth, and other sectors 

means today’s consumer is often “digital-first.” The need for greater business agility, more 

flexible service delivery, and faster development builds on and intensifies the long-term trend 

toward cloud and software-based solutions. 

Agencies need to ensure that they can maintain the levels of availability and performance 

needed to provide engaging, high-quality experiences for employees and customers. 

The shift to a new generation of telecommunications standards and infrastructure will involve 

extensive and costly transition. Agencies need a way to bridge this transition while controlling 

costs and ensuring consistent experiences.

Supporting 5G and IPv6

The ongoing transformation of telecommunications is a costly proposition. 

Innovations such as 5G, multi-access edge compute (MEC), and OpenRAN will 

enable a world of opportunities in the ways federal government services can be 

provided, but they will also require significant investment.

As allocations of IPv4 addresses from ARIN have been completely exhausted and 

market prices are skyrocketing 400 percent, the telecommunications industry needs 

to evolve and migrate to IPv6, a successor standard allowing virtually unlimited IP 

connectivity. However, making the transition from IPv4 to IPv6 has proved anything 

but simple. Due to a lack of backward compatibility, IPv6 compatibility is required 

across every element of communication: devices, networks, and content. But making 

the change isn’t optional; on November 19, 2020, the Office of Management and 

Budget (OMB) released a memorandum on “Completing the Transition to Internet 

Protocol Version 6 (IPv6),” calling for agencies to complete this work by the year 2025. 

5G

IPv6
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https://www.telework.gov/
https://fedtechmagazine.com/article/2022/06/benefits-bringing-5g-federal-government
https://www.whitehouse.gov/wp-content/uploads/2020/11/M-21-07.pdf
https://www.whitehouse.gov/wp-content/uploads/2020/11/M-21-07.pdf
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A10 Networks provides scalable and secure applications to enable government agencies to automate and secure application delivery, enable TLS/SSL 

(encryption/decryption), protect against DDoS, simplify multi-cloud complexity, gain detailed business performance insights, secure 5G networks,  

and mitigate the IPV4/IPV6 challenge. With A10 Networks, federal agencies can achieve better business outcomes that support investment protection, 

new business models, and help future-proof infrastructures so they can provide the most secure and available digital experience.

KEY A10 NETWORKS SOLUTIONS FOR FEDERAL GOVERNMENT SECTOR

Most of the defense technologies and  

methods used by federal agencies struggle  

to keep pace with today’s cyber-attack 

innovations and persistence. New and modern 

approaches are required to address the growing 

threat of DDoS attacks. Zero-day automated 

protection is a necessity, not a luxury, as DDoS 

attackers continue to innovate and automate 

their multi-vector attack platforms. 

A10 Networks Thunder® Threat Protection 

System (TPS), including its threat intelligence 

prowess, bring key capabilities and market 

leadership in the critical areas of precision, 

automation, performance, and scalability  

that can lower expenses and increase ROI.  

ML-powered automation enables modern  

cyber-defense with the ability to recognize 

cyber-attacks and dynamically apply mitigation 

filters without advanced configuration or  

manual intervention.

Using Transport Layer Security (TLS) and  

Secure Sockets Layer (SSL) encryption can 

keep cyber-criminals from seeing into traffic, 

but it has the same effect on security devices, 

making it all too easy to conceal exploits such 

as malware delivery or command-and-control 

operations, or the extraction or exfiltration of 

stolen user account credentials and data  

within encrypted traffic. 

A10 Networks Thunder® SSL Insight (SSLi) 

eliminate this encryption blind spot to help 

agencies detect data breaches and cyber-

attacks while enforcing security and regulatory 

compliance standards. Agencies can ensure 

visibility into encrypted traffic across their 

entire security infrastructure without sacrificing 

performance or scalability, allowing each device 

to detect and stop malware attacks and other 

cyber-threats in unencrypted traffic.

Federal agencies today need to manage, 

optimize, and secure the delivery of a growing 

set of mission-critical applications across 

complex hybrid, multi-cloud infrastructure,  

over diverse network connections, to users  

in widely varying contexts. 

A10 Networks Thunder® Application Delivery 

Controller (ADC) provide application availability 

to ensure business continuity; application 

acceleration to provide fast, responsive, 

efficient service; and application security for 

uninterrupted operations, brand protection  

and compliance. Agencies can master multi-

cloud and hybrid cloud deployments with a 

multi-cloud solution that reduces complexity 

and cost for IT operations, providing better 

business outcomes. 

Secure  
Application Delivery

SSL/TLS 
Visibility

DDoS 
Protection
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https://www.a10networks.com/glossary/what-is-tls-transport-layer-security/
https://www.a10networks.com/glossary/what-is-ssl-secure-sockets-layer/
https://www.a10networks.com/glossary/what-is-polynimbus-multi-cloud-environment/
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FEDERAL AGENCIES USING A10 NETWORKS SOLUTIONS INCLUDE:

Defense Information Systems Agency (DISA)

U.S. Army

U.S. Department of the Navy

Naval Information Warfare Systems Command (NAVWAR)

U.S. Department of State

U.S. Department of Interior

National Aeronautics and Space Administration (NASA)

U.S. Department of Energy

Intelligence Community

Frost & Sullivan gave A10 Networks the 2021 Customer Value Leadership Award for delivering secure 
business applications for multi-cloud environments. Deepali Sathe, Senior Industry Analyst at Frost & 
Sullivan: “The company harnesses the expertise of its employees and enables an environment to ensure 
that their innovative ideas and relevant initiatives are leveraged to enhance customer value.”
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ACHIEVING CYBERSECURITY OBJECTIVES 
WITH A10 NETWORKS
A10 products provide cutting-edge, carrier-class technologies to help federal agencies protect 

against threats.  

•	 Web Application Firewall (WAF) 

•	 DNS Application Firewall (DAF) 

•	 Integrated DDoS protection for application services

•	 Complete, flexible solution for DDoS defenses in  

proactive  always-on or on-demand reactive modes.

•	 Multi-vector attack protection to detect and mitigate 

DDoS attacks of many types.

•	 Hybrid DDoS protection works in concert with  

third party cloud-based DDoS scrubbing service to provide 

full-spectrum protection against attacks of any type. 

•	 ML-powered Zero-day Automated Protection (ZAP)  

with attack-pattern recognition capability.

•	 Industry-standard CLI, on-box GUI, and the aGalaxy  

management system. 

A10 Networks Thunder ADC includes: 

A10 Networks Thunder TPS includes:
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HOW A10 NETWORKS ASSISTS  
WITH RANSOMWARE PROTECTION
Effective ransomware protection depends on complete visibility into your network’s encrypted 

traffic, so hidden attacks are stopped at the network edge before they can make it into the 

network. A10 Networks Thunder® SSL Insight (SSLi®) enables TLS/SSL decryption and SSL 

inspection to eliminate the encryption blind spot to detect ransomware and other exploits 

hiding in encryption traffic. The solution also has additional preventive security features 

including URL filtering that can be used to block users from accessing known infected websites 

and applications. 

Who’s using A10?

       One of the key benefits of the A10 Networks Thunder SSLi product   

is its ability to inspect encrypted traffic and gain visibility into hidden threats. 

Thunder SSLi offloads the decryption work for the other security elements, 

including our advanced threat prevention platform, which otherwise would 

require more computational power.
Assistant General Manager 
Global Technology Company

How much did your A10 product help 
in these areas?

How would you rate your Thunder series on 
the following capabilities when compared to 
competitive products?

Performance

Performance

Lower OPEX

Lower OPEX

Lower CAPEX

Lower CAPEX

Lower CAPEX

Lower CAPEX

86%

93%

68%

100%

Over 50% or 75%

Superior/Much Better/Better

10% to 24%

Not as Good Source: TechValidate

25% to 49%

Same

10% or less

65%

92%

99%

96%

9 of Top 10
Telecom Operators

15 of Top 25 
Video Gaming Companies

8 of Top 10
Cloud Providers

21 of Top 50
Fortune Global 500

5 of Top 10
Media Companies
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https://www.a10networks.com/products/thunder-ssli/
https://www.a10networks.com/resources/ebooks/the-ultimate-guide-to-tls-ssl-decryption/
https://www.a10networks.com/solutions/network-security/ssl-tls-inspection/
https://www.a10networks.com/solutions/network-security/ssl-tls-inspection/
https://www.surveymonkey.com/techvalidate/
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MODERNIZING SECURITY IN  
THE CANADIAN GOVERNMENT
A large Canadian government agency faced the challenge of providing consistent internet 

services to government agencies and Canadian citizens while maintaining traffic visibility  

and infrastructure security. 

With A10 Networks solutions, the agency has:

Modernized and secured operations supporting over 450,000 users 

Achieved large-scale security with 100 Gbps+ SSL/TLS inspection 

with A10 Networks Thunder CFW 

Gained single-pane-of-glass management and visibility  

with the A10 Harmony® Controller
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https://www.a10networks.com/customers/large-canadian-government-agency/
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PROTECTING AGAINST DDOS ATTACKS
The 2022 A10 Networks DDoS Threat Report finds DDoS attacks on the rise, from attackers 

leveraging the Log4j vulnerability, to Microsoft mitigating one of the largest DDoS attacks ever 

recorded, to the use of DDoS attacks as the prelude to the Russian invasion of Ukraine. 

The total number of amplification weapons increased for the second 

year in a row. Amplification attacks have resulted in record-breaking 

volumetric attacks. Such attacks leverage the amplification factor of 

different protocols to generate large volumes of attack traffic, and even 

relatively obscure protocols such as Apple Remote Desktop (ARD) can 

be used to launch large attacks. 

According to Anupam Vij Principal PM Manager, Microsoft Azure 

Networking, “Sophistication and frequency of DDoS attacks continue 

to increase, hitting nearly two in five businesses. DDoS attacks are 

the prevalent cause of service outages. With the proliferation of 

compromised IoT devices that are weaponized as botnets to launch 

mega DDoS attacks, hackers are well equipped more than ever to 

achieve their nefarious goals.” 

Key Development

2
Years

To learn more about defending against 
these attacks, see this video. 

3 Ways to Block DDoS Attacks

Under Pressure Use Cases A10 Solutions Achieving Cybersecurity Achieving Performance Achieving ROI Next Steps About A10Under Pressure Use Cases A10 Solutions Achieving Performance Achieving ROI Next Steps About A10

https://www.a10networks.com/resources/reports/ddos-attack-mitigation-a-threat-intelligence-report/
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.a10networks.com%2Fblog%2Fthe-global-state-of-ddos-weapons%2F&data=05%7C01%7C%7Ce7268ac674d34483641708da3dedbfb5%7C91d27ab98c5e41d482e83d1bf81fcb2f%7C0%7C0%7C637890388605805512%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=x9QIVLO1mLei61RYJCIRebVLnXEDPZjP4YTxYjy4LBo%3D&reserved=0
https://www.cisa.gov/uscert/apache-log4j-vulnerability-guidance
https://arstechnica.com/information-technology/2022/01/microsoft-fends-off-record-breaking-3-47-tbps-ddos-attack/
https://arstechnica.com/information-technology/2022/01/microsoft-fends-off-record-breaking-3-47-tbps-ddos-attack/
https://www.forbes.com/sites/thomasbrewster/2022/02/16/ukraine-cyberattacks-could-be-sign-of-more-aggression-experts-say/
https://www.a10networks.com/blog/systems-co-opted-to-attack-ukraine-with-ddos-amplification-and-reflection-attacks/
https://azure.microsoft.com/en-us/blog/ddos-protection-attack-analytics-rapid-response/
https://azure.microsoft.com/en-us/blog/ddos-protection-attack-analytics-rapid-response/
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ACHIEVING PERFORMANCE OBJECTIVES 
WITH A10 NETWORKS
While threat protection is critically important, it can’t come at the expense of application 

performance. To meet the needs and expectations of employees and customers, federal 

agencies must ensure a fast, effective response to attacks without degrading user experience. 

A10 Networks helps federal agencies meet expectations by combining a high-performance user 

experience with the industry’s fastest automated response to DDoS attacks. 

DDoS Defense with Zero-day Automated Protection (ZAP)

A10 has developed its 

products to serve as flexible, 

scalable solutions that 

enable applications to be 

continuously available, secure, 

and optimized to provide 

engaging digital experiences.

Brad Casemore 
Research Vice President  
Datacenter Networks, IDC

Highest industry scale  

No configuration or manual intervention 

AI/ML empowers limited staff

Protected
Service

Thunder TPS

Machine Learning-Based
Pattern Detection

DDoS Bot

Spoofed 
Request

Pocket Filtering

Reflector
Distinct Content

Distinct Content

Normal Random

Pattern

Pattern

Content
Legitimate 
User

Unsupervised  
Machine Learning

Under Pressure Use Cases A10 Solutions Achieving Cybersecurity Achieving Performance Achieving ROI Next Steps About A10Under Pressure Use Cases A10 Solutions Achieving Cybersecurity Achieving ROI Next Steps About A10



FEDERAL AGENCIES — DRIVING MODERNIZATION TOWARD ZERO TRUST ARCHITECTURE AND EASE OF MANAGEMENT 16

SIMPLIFIED AND AUTOMATED  
APPLICATION MANAGEMENT 
A10 Networks Thunder ADC and the A10 Harmony Controller support centralized  

DevOps/SecOps workflows and CI/CD integration to simplify management. 

APP

Intelligent 
Traffic Mgmt.

IPsec  
& Firewall

WAF

SSL Offload

HARMONY CONTROLLER

API
Device Configuration Analytics and Insights

App Configuration Alters and Events

Traffic Routing Security Metrics

Traffic Policies Infrastructure Health Metrics

Security Policies Traffic Metrics

Thunder 
ADC Bot & DDos 

Defense
Access 
Mgmt.
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https://www.a10networks.com/wp-content/uploads/A10-DS-Thunder-ADC.pdf
https://www.a10networks.com/wp-content/uploads/A10-DS-Harmony-Controller.pdf


FEDERAL AGENCIES — DRIVING MODERNIZATION TOWARD ZERO TRUST ARCHITECTURE AND EASE OF MANAGEMENT 17

PROVEN PERFORMANCE
Performance tests show the advantages of A10 Networks solutions for ensuring 

security with a high-quality user experience.

Customer satisfaction is also another leading indicator of the A10 Networks Thunder ADC 

solution. According to an IT director at a large enterprises services company, as independently 

verified in a third-party customer survey: 

has the highest scalability, best performance to price,  

leading multi-tenant density and superior support for analytics  

and centralized management.

leads the industry in terms of throughput, packet rates, 

number of protected objects, tracked source entries, and 

threat intelligence processing capacity.

A10 Networks Thunder ADC 

A10 Networks Thunder TPS

       We have a much lower TCO with the Thunder ADC. We replaced our F5 

environment for about what it previously cost us in maintenance on those 

devices. The Thunder ADC product was super easy to use and configure 

[and] A10 Networks offers excellent customer and technical support.

IT Director 
Large Enterprise Service Company

ADC

TPS
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The experiences of current A10 customers in the federal government prove the bottom-line impact of A10 Networks solutions.

A global investment management company has used A10 Networks Thunder ADC and A10 Harmony Controller to great effect. 

The firm has not only significantly reduced IT costs, but simplified operations for critical applications from internal web portals 

to algorithmic trading and investment management, reports the customer’s Vice President of Web Services and Cybersecurity. 

ACHIEVING ROI WITH A10 NETWORKS

Vice President of Web Services and Cybersecurity 
Global Investment Management Company 

       We use Thunder ADC to support application availability and global 

server load balancing across our hybrid environment. Thunder ADC 

load balances assets across different data centers, and cloud is just 

another data center to us.
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https://www.a10networks.com/wp-content/uploads/A10-CS-Global-Investment-Firm-Ensures-Application-Availability-With-Thunder-ADC.pdf
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For more information, visit A10networks.com or  
contact the A10 Networks federal government team  
at federal@A10networks.com.

NEXT STEPS
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A10 Networks (NYSE: ATEN) provides secure application services for on-premises, multi-cloud and edge-cloud 

environments at hyperscale. Our mission is to enable service providers and enterprises to deliver business-critical 

applications that are secure, available, and efficient for multi-cloud transformation and 5G readiness. We deliver better 

business outcomes that support investment protection, new business models and help future-proof infrastructures, 

empowering our customers to provide the most secure and available digital experience. Founded in 2004, A10 Networks is 

based in San Jose, CA and serves customers globally.
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