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A CALL FOR BETTER CYBERSECURITY
RISK MANAGEMENT AND RESILIENCE

The era of cybersecurity regulation is here. Authorities understand the critical role that digital
infrastructure plays in modern life and the threat disruption poses to society and economic safety.
Whether they underpin finance, public services, utilities networks, or healthcare, digital systems
must be secure, reliable, and resilient against malicious attacks.

Regulators also recognize that cyber risk cannot be managed in siloes. The inherently
interconnected, interdependent nature of technology infrastructure means cyber risk
management must be a collective and collaborative exercise.

The European Union is tackling systemic risk in critical digital systems with two new regulations
that come into force in the next 12 months. These regulations seek to raise cyber risk management
standards across critical and important EU entities and build greater operational resilience.

The Network Information Security Directive

The NIS1 regulation has been in force since 2016 but many felt it lacked depth. Now the
updated second Network Information Security Directive (NIS2) requires in-scope entities
across 18 sectors, including banking and financial market infrastructure providers, to
implement minimum cybersecurity risk management measures to protect their networks and
systems. Under the regulation, entities are also responsible for managing cyber security risk in
their supply chains. NIS2 demands a high level of visibility, control, monitoring, and reporting.
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The Digital Operational Resilience Act

The Digital Operational Resilience Act (DORA) seeks to drive operational resilience improvements
across the EU’s 22,000 financial entities and increase the sector’s resilience to disruption originating
in ICT. The Act covers five key areas: ICT risk management, incident management and reporting,
digital operational resilience testing, third-party ICT risk management, and information sharing.

Financial sector organizations are in the scope of both NIS2 and DORA. However, DORA invokes a
higher level of risk management and technology-related incident reporting than NIS2. Therefore,
while financial sector organizations must comply with both regulations, DORA is known as /ex
specialis, meaning it takes precedence over NIS2".

NIS2 and DORA implementation is taking place against a backdrop of the shift to modern cloud-
native application development, which dramatically accelerates the pace at which new applications
and services are delivered and increases the need for adaptive application security. In addition, the
persistence of legacy applications, complex hybrid cloud deployments, expanding attack surfaces,
and the evolution of more sophisticated attacks all contribute to a highly complex environment.

This eBook explores how a centralized, platform-based approach to network and application security
delivers the level of oversight and insight financial services organizations need to meet NIS2 and
DORA requirements. It highlights where A10 Networks' solutions such as SSL/TLS inspection, DDoS
mitigation, load-balancing and next generation web application firewalls align with regulatory
requirements and combine to protect customer data and corporate reputations against malicious
disruption and regulatory risk.

1. Regulation - 2022/2554 - EN - DORA - EUR-Lex (europa.eu); preamble, paragraph 16
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ALIGNING NETWORK AND APPLICATION
SECURITY CONSIDERATIONS

Financial services organizations aiming to meet NIS2 and DORA requirements must address a
range of challenges.

Encryption

NIS2 mandates that encryption is used where appropriate to ensure security and resilience,
while both regulations prescribe the adoption of tools that deliver a strong defensive posture
against attacks. Organizations need a powerful solution that enables SSL/TLS visibility so they
can analyze network traffic and eliminate blind spots to mitigate risk from encrypted attacks.

Business Continuity, Incident Handling, and Response

Effective business continuity, incident handling and response are explicitly required by both
regulations. Organizations must implement robust tools and procedures to detect, manage and
notify authorities of ICT-related incidents. This must include early warning indicators, incident
tracking and logging that enable response and reporting at the required level of detail and
frequency.
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Protection and Prevention

DORA requires financial entities to design, procure and implement ICT security policies, procedures,
protocols and tools that aim to ensure the resilience, continuity and availability of ICT systems.?
The solutions and processes must ensure secure data transfer, minimize the risk of data loss or
corruption, and prevent the lack of availability of data and/or systems.

Compliance will require organizations to guarantee that applications are securely and consistently
available, wherever they are located. Web application firewalls (WAFs) are central to achieving this
goal, but historically they have proved difficult to manage and maintain - with some organizations
even turning them off as a result.

Eliminating Siloes and Achieving Unified Visibility

Compliance requires a coordinated effort among all stakeholders, from developers, network
operations, and security teams, to risk and compliance teams.

When every team uses different tools, monitoring and reporting systems, achieving a unified view
of application security, management, and availability is difficult. The challenge is intensified when
organizations have both legacy and cloud-native apps deployed across multiple environments.

The advent of the new regulations, with their focus on visibility and reporting, offers organizations
an opportunity to review current security tooling and management to identify opportunities to
consolidate and simplify their approach without compromising innovation.

A platform approach across all applications delivers full visibility, management and reporting in a
single pane of glass. It supports consistency and enhanced governance.

Learn more about Application Analytics for Visibility, Application Security | A10 Networks

2. Regulation - 2022/2554 - EN - DORA - EUR-Lex (europa.eu)
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TACKLING COMPLIANCE WITH AT0 NETWORKS

A10 Networks is a trusted provider to the financial industry, with a strong portfolio of
solutions designed to smooth the path to regulatory compliance.

Our portfolio aligns in the following areas:

Operational Resilience

A10 Networks product Solution feature

Regulatory alignment and benefits

Business continuity: Extend load balancing on
a global basis to enable multi-cloud worldwide
business continuity.

Compliance: Deliver a secure and highly
available portfolio of applications and services
to meet compliance targets with integrated
security including SSO, CAPTCHA, web and DNS
firewalls.

A10 Thunder ADC with Global Server Load

A10 Next Gen Web Balancing

Application Firewall,

Powered by Fastly Web and DNS Protection
A10 Defend Intelligent Automated

DDOS Protection

DC Firewall with Threat
Intelligence

Achieve NIS2 and DORA Compliance with Resilient Centralized Application Security
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compromising availability.

Compliance: Underwrite application availability
and performance to minimize the likelihood of
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A10 Networks product Solution feature Regulatory alignment and benefits i il
A10 Thunder Inspection of SSL and Threat mitigation: Identify threats and mitigate Sales:
SSL Insight TLS Traffic risk residing in encrypted traffic L

Film Departmeent

Post Department
A10 AAM and SSO User Authentication Manage risk: Apply required user authentication
modules with Application Access measures under Article 21 of NIS2 and DORA

Management (AAM) and Article 9 (4.c).
Single Sign-on (SS0)

Insights and Reporting

A10 Networks product Solution feature Regulatory alignment and benefits

A10 Advanced Core Common Operating Consistency and governance: Developers can

Operating System System and API manage cloud-native and legacy application
connectivity deployment in a single environment, supporting

collaboration between teams and ensuring a
unified approach. This delivers better visibility and
enables stronger software governance.

A10 Harmony Distributed Cloud Delivers centralized management and analytics
Controller Management and for secure application services across on-
Application Insights premises data centers and public, private and
hybrid cloud to facilitate timely regulatory
Supports DevOps/ reporting.
SecOps Workflow
by Automating

Configuration and
Control using APIs

®
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BE READY FOR CYBERSECURITY
REGULATORY COMPLIANCE

The financial sector is highly regulated and accustomed to compliance demands. However, this
new heightened focus raises some specific challenges:

Delivering an Effective, Efficient Encryption Strategy

Encrypting sensitive data is essential for keeping it safe in transit and at rest. Indeed, 95% of all
internet traffic is now encrypted, and having a robust strategy is a cornerstone of compliance
with regulations like the GDPR. Using appropriate data encryption is now a specific requirement
under Article 21 of NIS2.

However, malicious actors are also leveraging encryption and half of all malware attacks use
encryption to evade detection by security tools and extract data. Their efforts are growing more
sophisticated as computers become more powerful, resulting in an encryption blind spot.

This gives organizations a dual challenge. They need a strategy that securely encrypts their own
data to the required standard, and an inspection capability powerful enough to give full visibility
into encrypted threats seeking to bypass security tools.

A10 Networks TLS/SSL Inspection Maximizes the Efficiency of Security Tools

Eliminating encryption blind spots is critical to meeting regulatory compliance requirements for
detecting and blocking threats and reducing breach risk.

Financial sector organizations need to implement a solution that decrypts TLS/SSL traffic

and allows their full stack of security products to inspect the data. These products range from
intrusion prevention systems (IPS) and Data Loss Prevention (DLP) to Advanced Threat Protection
(ATP) and more.
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reducing breach risk.
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The TLS/SSL solution must be capable of handling large and growing volumes of encrypted traffic
to ensure that decryption and inspection doesn’t impact network performance and customer
experience. It must also be compliant with regulatory requirements such as GDPR and PCI-DSS and
be capable of being tuned to selectively bypass sensitive traffic.

A10 Networks’ TLS/SSL solution decrypts traffic into plain text, enabling it to understand who has
initiated the request, where they are located and what they wish to access. The solution directs data
to the appropriate security appliance. Once cleared, A10’s solution re-encrypts data to the required
level and the request continues to its destination.

A10’'s solution facilitates a powerful inspection zone, allowing other security tools to do their job
without needing to use native decryption. This increases efficiency and reduces latency, as A10 is
doing the heavy lifting of decryption.

Learn more about
A10 Networks TLS/SSL
Inspection Thunder SSLi
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DevOps - Build Better to Go Faster

Financial companies are under pressure to rapidly develop and deliver innovative customer- and
business-facing apps. Cloud-native modern application development is in the ascendancy as
teams seek to control operational costs while meeting growing business demands.

Automation and orchestration tools that integrate seamlessly with DevOps processes are critical
to maintaining the pace of delivery.

A10 Networks Thunder Application Delivery Controller integrates into cloud-native modern
application development processes while simultaneously supporting legacy environments
through a single platform. It supports automated network deployment, integrating into CI/CD
pipelines using automation tools such as Terraform and Ansible. Automated service discovery in
Kubernetes environments is supported with the Thunder Kubernetes Connector.

Network and system monitoring and incident reporting are key focus areas for NIS2 and DORA.
A10 Thunder ADC delivers centralized network visibility, event monitoring and alerting enabling
security teams to meet the regulations’ strict time-dependent reporting requirements.

Automation and
orchestration tools that
integrate seamlessly with
DevOps processes are
critical to maintaining the
pace of delivery.
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Delivering Next Generation Application Firewalling

Web application firewalls (WAFs) are central to NIS2 and DORA compliance. They provide the
defense financial services companies need to ensure application availability and operational
integrity.

However, traditional WAFs are difficult to manage and maintain. They generate large volumes
of false positives, putting a heavy burden on security teams forced to spend time chasing non-
existent threats and potentially missing genuine issues. Consequently, many WAFs have been
regarded as too difficult to manage, and they have been turned off to free up resources.

A10 Thunder ADC with A10 Next Gen WAF, powered by Fastly, delivers a next generation web
application firewall solution running on high-performance hardware and virtual platforms,
converging security solutions under the A10 umbrella. It can be deployed to full functionality in
hours and its intuitive user interface and simple rule builders mean little expertise is needed for
ongoing management.

It protects against a broad range of attacks including the OWASP Top 10. And, by offloading
decryption to the Thunder devices, it eliminates the decryption overhead associated with a
Next-Gen WAF and reduces the need to purchase security devices to support decryption and
encryption functions.

Achieve NIS2 and DORA Compliance with Resilient Centralized Application Security
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A10 Thunder ADC with Next
Gen WAF, powered by Fastly

, resolves
traditional WAF challenges and supports
compliance. Fastly is a highly rated,
best-in-class solution that protects
the organization’s entire application
portfolio, providing the visibility that
helps DevOps teams make apps more
resilient. Its token-based approach to
attack detection is more accurate than
rules or static signatures and requires
very little tuning or maintenance. nine
in ten customers use A10 Next Gen WAF,
powered by Fastly in full blocking mode,
and false positives are typically reduced
by 50% compared with legacy solutions.
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SUCCESSFUL COMPLIANCE
REQUIRES A LAYERED DEFENSE

A10 Networks' portfolio of products and services helps financial sector businesses meet growing
regulatory requirements while simplifying and consolidating their security stack and achieving
visibility. What's more, it does this without compromising innovation, speed, or efficiency.

A10’s fully integrated platform approach delivers centralized security resilience with common
tools using the same operating system across every application, whether it's hosted on traditional
hardware, bare metal, or in the cloud. This provides insights and context for every project for
streamlined development and reporting.

A10 Thunder ADC with A10 Next Gen WAF, powered by Fastly, counters the evolving web threat
environment and mitigates attacks at application level, while advanced DDoS protection ensures
consistent network and application availability. Decryption and re-encryption are seamlessly
provided without impacting performance, reducing malware risk and cost simultaneously.

Load balancing and DNS security are also covered on a worldwide scale, with global server load
balancing, to power business continuity wherever it is needed.

As financial services businesses grapple with the growing challenge of regulatory compliance, the
A10 Networks team is on hand to help. Our expert team will guide you towards the solutions that
meet requirements for security, visibility, and reporting, enabling you to deliver innovative modern
applications securely and at scale.
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| A10 is committed to supporting
) * financial institutions to deliver secure

and compliant modern applications.

Contact us today for a free trial—
and find out what switching to
A10 can mean for your business.
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A10 Networks (NYSE: ATEN) provides security and infrastructure solutions for on-premises,
hybrid cloud, and edge-cloud environments. Our 7000+ customers span global large
enterprises and communications, cloud and web service providers who must provide
business-critical applications and networks that are secure, available, and efficient.

Founded in 2004, A10 Networks is based in San Jose, Calif. and serves customers globally.

For more information, visit and follow us
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