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INTRODUCTION

Data protection is critical in healthcare. From the hospitals at the front line, to the insurance
providers behind the scenes, these organizations bear the dual responsibility of protecting
themselves, as well as their patients. First and foremost, they must safeguard the privacy,
identity, security, and finances of their patients. No less important, they must also protect

their own organization from costly breaches, regulatory fines, and damage to their business,

reputation, and patient relationships.

Regulatory compliance is especially vital.
The Health Insurance Portability and Accountability Act of 1996 (HIPAA) stipulates that
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healthcare entities must implement reasonable security measures
to protect electronic protected health information (ePHI) wherever it
is,” and calls for these organizations to maintain “strong encryption
for data at-rest across all computers and devices in your network,
alongside strong protection for in-transit information,” in order to
ensure patient privacy and demonstrate end-to-end security.
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With such a wide breadth of threat vectors and data to be protected, it is understandable
why organizations are moving toward a Zero Trust approach.

The Zero Trust model, based on the principle of “trust nobody,” defines rules that
enhance the security of networks against attacks, whether they are initiated from
the outside or within.

Without encrypted traffic management, there is no foundation for Zero Trust.
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Healthcare Providers Have
Enforced Zero-Trust Initiatives



https://www.hipaaguidelines101.com/58-of-healthcare-providers-have-enforced-zero-trust-initiatives/#:~:text=There%20is%20a%20noticeable%20increase%20in%20the%20number,percentage%20points%20from%20the%2037%25%20a%20year%20ago
https://www.hhs.gov/hipaa/index.html
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Per HIPAA guidance, healthcare organizations increasingly use encryption to protect data

in transit. While effective, its effectiveness can also be turned on its own head. Without the
ability to see into this encrypted traffic, it is difficult to implement a Zero Trust strategy
without foundational visibility. Instead, we are forced to implicitly “trust” that this data is
secure. This false sense of security is exacerbated by the fact that encryption can be used

to hide attacks. With encrypted data uninspected, it is essentially invisible to existing security
devices. Malware and viruses can then pass easily into the organization’s environment

alongside other types of encrypted data. of healthcare organizations

were hit by ransomware in

Recognizing this problem, organizations adopt decryption technologies within existing the last three years with...
security devices to effectively inspect all traffic leaving and entering their environments.
This works in theory, but decryption is such a CPU-intensive task that it greatly hinders
the performance of existing security devices. Organizations attempt to fix this challenge
by deploying products with redundancy or applying hardware refreshes, but this results
in a hit to efficiency and at a high cost. If they do partial/no decryption, it opens their
organization up to a bevy of potential threats.

of victims suffering
operational IT outages.

This eBook will cover three key areas:

« The security threats facing healthcare organizations
« The issues with traditional approaches to encryption and decryption

» A better way to protect data privacy without impairing security
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HEALTHCARE DATA UNDER ATTACK

By the very nature of their work, healthcare organizations hold vast amounts of sensitive
consumer data, including:

« Protected health information (PHI) including patient files, electronic
medical records (EMRs), insurance plan information, and test results

 Personally identifiable information (PIl) including names, addresses,
social security numbers, and next of kin

« Financial data including credit card and bank account information

This makes these organizations vulnerable in two ways. They are a target for hackers seeking
to steal data for resale or hold it hostage for ransom and are subject to some of the most
stringent data compliance regulations of any industry.

The HIPAA Security Rule requires covered entities to maintain reasonable and appropriate
administrative, technical, and physical safeguards for protecting ePHI.

Covered entities must:

« Ensure the confidentiality, integrity, and availability of all ePHI they create,
receive, maintain, or transmit

+ ldentify and protect against reasonably anticipated threats to the security
or integrity of the information

* Protect against reasonably anticipated, impermissible uses or disclosures

« Ensure compliance by their workforce

And the challenge will only grow as ongoing digital transformation and healthcare reform
generate increasing volumes of data to protect, stricter regulatory mandates and punitive
responses, and more sophisticated exploitation methods. Using a Zero Trust strategy can help
mitigate the complexity of compliance and regulatory requirements by integrating appropriate
strategies within the security framework.
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IN HIPAA PENALTIES

Since the established date of the
Privacy Rule in April 2003, the Office

for Civil Rights of the U.S. Department
of Health and Human Services has
received over 309,475 HIPAA complaints
and has received settlements or
penalties totaling



https://www.hhs.gov/hipaa/for-professionals/security/laws-regulations/index.html
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/data/enforcement-highlights/index.html
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HACKERS ARE GETTING IN
AND DATA IS GETTNG OUT

Threats come in many forms, and many share a common factor: insider risk. This isn’t just a
matter of outright theft or sabotage by a malicious insider; even well-intentioned employees
can visit the wrong website, click on the wrong link or attachment, or upload records to the
wrong site, and end up triggering a malware attack or regulatory breach.

®

ﬂ of a phishing attack that may have exposed
their health information. A cyber attacker
targeted Michigan Medicine in August 2022
with a scam that lured employees to a
webpage that got them to enter their
login information.

R Phishing, one of the most common vectors for malware delivery, is a prime

S example of insider risk. In a generic phishing attack, broadly distributed emails

™~ seek to trick recipients into clicking links or opening attachments containing
malware. According to the Healthcare Information and Management Systems
Society (HIMSS), phishing accounted for a full 71 percent of attacks.

Ransomware has made headlines with terrifying frequency in recent years. In
a nightmare scenario for victims, an organization’s data is forcibly encrypted
AP

and held hostage for a high ransom—with no guarantee of its safe return even ®

if the ransom is paid. The HIPAA Journal 1H 2022 Healthcare Data Breach ﬂ suffered a data breach on its COVID-19
Report, underscored the threat organizations face: “Ransomware attacks are test results portal. Approximately 3,500
rife, hacking incidents are being reported at high levels, and there have been portal users may have had access to
several very large healthcare data breaches reported so far in 2022." 10,000 COVID-19 test results.

other types of malware attacks. In this type of attack, the victim’'s systems
are infiltrated by means of a security vulnerability such as a software flaw,

a careless user, or a malicious insider. According to the HHS Health Sector
Cybersecurity Coordination Council (HC3), almost 80 percent of the malware
affecting healthcare industry computer systems are trojans.

(ﬁ Trojan-based malware has become a common way to deliver ransomware and

The above methods allow for infiltration. However, the threats often need to proliferate, which
is easier if there aren’t micro-perimeters and various levels of security checks. This is where the
Zero Trust concept of “never trust, always verify” can help mitigate the damage even after the
initial infiltration.
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https://www.himss.org/
https://www.himss.org/resources/2021-himss-healthcare-cybersecurity-survey-report
https://www.pewtrusts.org/en/research-and-analysis/blogs/stateline/2022/05/18/ransomware-attacks-on-hospitals-put-patients-at-risk
https://www.hipaajournal.com/1h-2022-healthcare-data-breach-report/
https://www.hipaajournal.com/1h-2022-healthcare-data-breach-report/
https://www.hhs.gov/sites/default/files/the-return-of-emotet.pdf
https://www.hhs.gov/sites/default/files/the-return-of-emotet.pdf
https://www.bing.com/ck/a?!&&p=59e47d0ec3a2a750JmltdHM9MTY2NzQzMzYwMCZpZ3VpZD0xNmIxODVhMC02MWFmLTYwZmEtMjlkMy04OWE0NjAzNjYxNTgmaW5zaWQ9NTQ0OA&ptn=3&hsh=3&fclid=16b185a0-61af-60fa-29d3-89a460366158&psq=Michigan+Medicine+Notifies+33K+Patients+of+Phishing+Attack&u=a1aHR0cHM6Ly9tZWRuZXRjb25jZXB0cy5jb20vbWVkbmV0Y29ubmVjdC9taWNoaWdhbi1tZWRpY2luZS1ub3RpZmllcy0zM2stcGF0aWVudHMtb2YtcGhpc2hpbmctYXR0YWNrLyM6fjp0ZXh0PU1pY2hpZ2FuJTIwTWVkaWNpbmUlMjBOb3RpZmllcyUyMDMzSyUyMFBhdGllbnRzJTIwb2YlMjBQaGlzaGluZyUyMEF0dGFjayx0aGF0JTIwZ290JTIwdGhlbSUyMHRvJTIwZW50ZXIlMjB0aGVpciUyMGxvZ2luJTIwaW5mb3JtYXRpb24u&ntb=1
https://www.bing.com/ck/a?!&&p=430a6bc5d809f640JmltdHM9MTY2NzQzMzYwMCZpZ3VpZD0xNmIxODVhMC02MWFmLTYwZmEtMjlkMy04OWE0NjAzNjYxNTgmaW5zaWQ9NTQyMQ&ptn=3&hsh=3&fclid=16b185a0-61af-60fa-29d3-89a460366158&psq=Houston+Health+Department+Suffers+Healthcare+Data+Breach&u=a1aHR0cHM6Ly93d3cuaGVhbHRoaXRzZWN1cml0eS5jb20vbmV3cy9ob3VzdG9uLWhlYWx0aC1kZXBhcnRtZW50LXN1ZmZlcnMtaGVhbHRoY2FyZS1kYXRhLWJyZWFjaCM6fjp0ZXh0PUZlYnJ1YXJ5JTIwMjglMkMlMjAyMDIyJTIwLSUyMFRoZSUyMEhvdXN0b24lMjBIZWFsdGglMjBEZXBhcnRtZW50LHRlc3QlMjByZXN1bHRzJTJDJTIwYW5kJTIwdGVzdGluZyUyMGRhdGVzJTIwb2YlMjBvdGhlciUyMHBhdGllbnRzLg&ntb=1
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THE HIGH COST OF CYBERCRIME

The financial cost of cybercrime can be significant in any industry—but its implicit and explicit
costs are highest for healthcare organizations.

« A massive cyberattack in May 2021 cost Scripps Health $112.7 million
through the end of June.

« At Universal Health Services, a 2020 attack took down all IT systems and networks Healthcare data breaches now
at 250 hospitals around the country resulting in $67 million in lost revenue and recovery. cost an average of
, up 9.4% from 2021

« Tenet saw an 11 percent decline in its hospital revenue in the second quarter of 2022

due in part to a major cyberattack. For the 12th year in a row,
) the United States holds
Regulatory fines and settlements add to the cost. In terms of HIPAA alone: the title for the highest

cost of a data breach,
+ Excellus Health Plan was fined $5,2100,000 in 2021 for violations including $5.09 million more than
a lack of technical policies to prevent unauthorized ePHI access and a breach the global average

of 9,358,891 records.

« The Oklahoma State University Center for Health Sciences was fined $875,000 in 2022 for
numerous violations including impermissible disclosure of the PHI of 279,865 individuals.

And HIPAA isn’t the only rule that matters:

« In 2021, 38 companies were fined for General Data Protection Regulation (GDPR) violations
totaling 9.6 million euros for data protection violations.

* In 2022: Dedalus Biologie was fined 1.5 million euros under GDPR for a data breach.

+ Meanwhile, PCI DSS requires that organizations including healthcare companies encrypt the
transmission of cardholder data across public networks.

Reputational damage can be even longer lasting as major breaches and mandatory reporting
undermine the organization’s brand image. When customers and partners turn elsewhere,
profitability and growth suffer.
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https://www.fiercehealthcare.com/hospitals/may-cyber-attack-cost-scripps-nearly-113m-lost-revenue-more-costs
https://www.fiercehealthcare.com/tech/uhs-hit-massive-cyber-attack-as-hospitals-divert-surgeries-ambulances
https://healthitsecurity.com/news/tenet-healthcare-cyberattack-leads-to-100m-in-lost-q2-revenue
https://www.hipaajournal.com/hipaa-violation-fines/
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/excellus/index.html
https://www.hhs.gov/about/news/2022/07/14/oklahoma-state-university-center-health-services-pays-875000-settle-hacking-breach.html
https://www.pcisecuritystandards.org/
https://cms.law/en/deu/publication/gdpr-enforcement-tracker-report/health-care
https://edpb.europa.eu/news/national-news/2022/health-data-breach-dedalus-biologie-fined-15-million-euros_en
https://healthitsecurity.com/features/pci-compliance-versus-hipaa-compliance-in-healthcare
https://www.ibm.com/security/data-breach
https://www.ibm.com/security/data-breach
https://www.ibm.com/security/data-breach
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ENCRYPTION BRINGS PROBLEMS OF ITS OWN

As companies seek to protect data, internet traffic is increasingly being encrypted. This
broad adoption is understandable; it's simple and inexpensive for companies to attain SSL
certificates to encrypt communications between clients and servers, and this measure can
avert spoofing, man-in-the-middle attacks, and other common exploits.

But encryption can also create a false sense of security. Communications are being
protected—but this isn't the same as keeping attacks out. In fact, an overreliance on
encryption can make attacks more likely to succeed.

The issues with how attackers can benefit from encryption can be seen in each stage of the
typical attack if traffic is not inspected.

Infiltration — As the attacker tries to find and exploit a vulnerability in the network
ﬁ defenses to install malware, or an insider accidentally downloads an infected file
or clicks a malicious link, encryption blinds traditional intrusion detection systems
(IDS), intrusion prevention systems (IPS), firewalls, antivirus software, and secure
web gateways to the hidden threats.

the network, and once it has found the right time and place to execute, it starts
trying to establish a connection to C&C servers. If these connections are encrypted,
then the C&C communications can't be tracked or stopped.

%ZE;‘ Command and Control — Once the malware has started to spread laterally through

Exfiltration — The malware has spread through the network, established
communications with C&C servers, and has started smuggling the targeted files.
Traditional data loss prevention (DLP) devices lack visibility into encrypted traffic,
while forensic devices can't provide a full picture and analysis of the attack.
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GOOGLE TRANSPARENCY REPORT :

of internet traffic is
encrypted via SSL
or TLS connections



https://transparencyreport.google.com/

‘n‘ Introduction Healthcare Data Hackers Cybercrime Cost Encryption Decryption Next Steps About A10

DECRYPTION CAN BE PROBLEMATIC IN PRACTICE

An obvious solution to the issues posed by encryption is to decrypt traffic as it reaches the network to allow inspection. The latest
next-generation firewalls (NGFW) offer this capability—but encryption implemented as a point solution or add-on typically yields
disappointing results such as performance degradation. To match its initial performance, the organization would need to deploy
multiple devices—while introducing additional latency, network bottlenecks, increased cost, and added complexity.

Consider that the typical enterprise security stack also includes device and software types such as DLP, antivirus, firewall, IPS, and
IDS—and that each of these will need its own decryption capability to perform its function. Facing cascading scalability issues, costs,
bottlenecks, and failure points, organizations find decryption infeasible in the real world. Instead, they feel forced to choose between
encryption and their security stack but can't see a way to have both.

Decryption Scale and Security Problems Encrypted Internet Traffic —
Each device must decrypt and re-encrypt its own traffic for full visibility Decrypted Internet Traffic ——

n SSL/TLS decryption is extremely

compute-intensive and adds latency.

No single point of decryption ] Some security devices can't perform
_”_p.ql_i_c:.y_q.o.r)fc.rf)_l_%_l(_gx _njgpgg_gmgp_t_.. ) T q_??r}{P.t_Pf)_f‘ﬁ’F'_‘{?_'}’; ---------------
) ) G) &)

Secure Advanced Threat Intrusion Detection & Next-gen
Web Gateway Protection Prevention System Firewall

Expensive upgrades required to scale with rising demands.

Separate decryption licenses required on each device. The sharing of
decryption licenses results in operational inefficiencies and security concerns.

While across-the-board decryption might seem to be a viable solution, privacy standards like HIPAA prohibit the decryption of patient
record traffic. As a result, decryption policies applied within the network will need to have the capability and granularity to selectively
bypass traffic for specific web pages and domains as required for compliance while making sure all other traffic is decrypted.
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A BETTER APPROACH TO DECRYPTION

Both encryption and decryption are entirely valid on a conceptual level and are a critical precursor to implementing a Zero Trust security
framework. What's needed is a way to make them practical in production.

The key is to avoid the need for device-by-device or per-hop decryption. Not only is device-by-device decryption inefficient and detrimental
toward overall performance, sharing the decryption keys so indiscriminately is a huge security liability. Instead, organizations need a
dedicated and centralized decryption solution that can support their entire security stack. This would make it possible to decrypt traffic
once, have it inspected by as many separate security devices as needed in tandem, and then re-encrypt it once it's on the way out of the
network. The same process should be followed for traffic coming into the network from the outside as well. Additionally, services are often
layered at this natural gateway point. These often include application and URL classification and threat intelligence services for extra
security efficacy and an enhanced Zero Trust strategy.

Enhance Performance with Secure Decrypt Zone Encrypted Internet Traffic ——>

A : Decrypted Internet Traffic ——
; All products have enhanced performance :
: due to Decryption/Re-encryption offload. :

: . SECURE DECYPT ZONE
@ e e ¢
: SN—r N—r SN—r N—r
N |
s — |0 [] — (V)] 'Q [ 1
i [
: Secure Advanced Threat Intrusion Detection & Next-gen
\ Web Gateway Protection Prevention System Firewall
Improved user experience due to reduced latency. Centralized decryption, policy control and key management

By avoiding the performance penalties associated with traditional decryption, this approach would allow easy scalability without
increasing overhead; the organization could add as many security devices to the infrastructure as desired without adding to its
complexity, latency, or cost.
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HOW A10 NETWORKS DOES IT

Delivering Fast, Versatile, and Reliable SSL/TLS Decryption

FULL VISIBILITY INTO ENCRYPTED TRAFFIC

By eliminating the encryption blind spot, A10 Networks Thunder® SSL Insight® helps organizations detect data
breaches and cyber-attacks while enforcing security and regulatory compliance standards. Thunder SSL Insight
also helps ensure compliance with continually evolving data protection and privacy mandates such as the E.U.
General Data Protection Regulation (GDPR) and HIPAA; for example, the solution supports HIPAA through selective
decryption by not decrypting any patient records or health records going on the wire.

{'E FAST, RELIABLE SSL/TLS DECRYPTION
Q}i Thunder SSL Insight ensures peak performance and eliminates decryption overhead for devices throughout the
security stack by providing a central, dedicated point of decryption. The solution is interoperable with numerous

third-party solutions including NGFW, IPS, IDS, ATP, SWG, DLP, and antivirus, allowing for a layered security
protection scheme that's critical to an effective Zero Trust framework.

SIMPLIFIED OPERATIONS

A single pane of glass provides full visibility across deployments of any size. Detailed insights into encrypted
traffic patterns enable organizations to set adaptive controls and make policy updates based on behavior analysis.
A10 Harmony® Controller, which provides centralized management and analytics for A10 secure application
services, offers actionable insights into real-time traffic encryption activity.
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WITHOUT SSL/TLS DECRYPTION,
YOUR CORPORATE DEFENSES ARE BLIND

In a multi-vendor enterprise perimeter security stack, decrypting traffic at each hop can prove to m

be inefficient and costly. However, with close to 90 percent of the internet traffic encrypted and a

correspondingly sharp increase in encrypted malware attacks, you might be forced to do just that. 8 ﬂ
But this leads to severe application performance and network security issues.

SSL/TLS Inspection
We ensure your network is protected from SSL/TLS encrypted cyber attacks by enabling

SSL/TLS decrypted traffic inspection via your enterprise perimeter security infrastructure.

ADDITIONAL RESOURCES:

S S

Request a live demo The Ultimate Guide Zero Trust is Encrypted Traffic
and experience the to TLS/SSL Decryption Incomplete Without Inspection for
A10 Networks Difference TLS Decryption Cyber Security Report

Schedule a Demo Read Now Read Now Read Now
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https://www.a10networks.com/solutions/network-security/ssl-tls-inspection/
https://www.a10networks.com/wp-content/uploads/A10-EB-the-ultimate-guide-to-tls-ssl-decryption.pdf
https://www.a10networks.com/wp-content/uploads/A10-WP-21163-EN.pdf
https://www.a10networks.com/wp-content/uploads/A10-EB-Encrypted-Traffic-Inspection-for-Cyber-Security-Report.pdf
https://www.a10networks.com/how-to-buy/request-demo/
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GLOSSARY

Antivirus: Computer program used to prevent, detect, and
remove malware.

Intrusion prevention system (IPS): A preemptive approach
to network security used to identify potential threats and respond
to them swiftly.

Command and Control: A computer controlled by an attacker
or cybercriminal which is used to send commands to systems
compromised by malware and receive stolen data from a target
network.

Data Breach: The intentional or unintentional release of secure or
private/ confidential information to an untrusted environment.

Data Loss Prevention (DLP): Detects potential data breaches/
data exfiltration transmissions and prevents them by monitoring,
detecting and blocking sensitive data while in use, in motion, and
atrest.

Decryption: Taking encrypted data and converting it back into
cleartext data that you or the computer can read and understand.

Encryption: The process of encoding clear-text data in such a way
that only authorized parties can access it.

Firewall: A network security system that monitors and controls
incoming and outgoing network traffic based on predetermined
security rules.

GDPR: The General Data Protection Regulation is a law on data

protection and privacy for all individual citizens of the European
Union and the European Economic Area.
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HIPAA: The U.S. Health Insurance Portability and Accountability Act
of 1996.

Intrusion Detection System (IDS): Monitors network traffic for

suspicious activity and issues alerts when such activity is discovered.

Malware: Any software intentionally designed to cause damage to
a computer, server, client, or computer network.

« Ransomware: Malware from crypto virology that threatens to
publish the victim’s data or perpetually block access to it unless
aransom is paid.

« Trojan: Malware disguised as legitimate software that tricks users

into loading and executing the virus on their systems.

Next-generation Firewall (NGFW): Combines a traditional firewall

About A10

with other network device filtering functionalities, such as an application

firewall using in-line deep packet inspection, and an intrusion
prevention system.

PCI DSS: The Payment Card Industry Data Security Standard compliance

and regulations designed to handle major credit transactions.

Phishing: A fraudulent attempt to obtain sensitive information

disguising oneself as a trustworthy entity in electronic communication.

TLS/SSL (Transport Layer Security/Secure Sockets Layer):

These are cryptographic protocols that encrypt data and authenticate

connections when moving data via the HTTPS protocol.



A10 Networks (NYSE: ATEN) provides secure application services for on-premises, multi-cloud and edge-cloud
environments at hyperscale. Our mission is to enable service providers and enterprises to deliver business-critical
applications that are secure, available, and efficient for multi-cloud transformation and 5G readiness. We deliver better
business outcomes that support investment protection, new business models and help future-proof infrastructures,
empowering our customers to provide the most secure and available digital experience. Founded in 2004, A10 Networks is

based in San Jose, CA and serves customers globally.
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