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Know Your  
DDoS Attackers
Who are your attackers? This report focuses on the 
sources of DDoS attacks — the attacker and “weapons” 
they use to launch DDoS attacks — the bots, amplifiers 
and botnets. 

This report uses data collected by the A10 security research team through 

a combination of internet scanning, patented deception techniques, and 

open-source intelligence and provides a snapshot of a constantly changing 

global weapons landscape with insight into the sources, types and other 

characteristics of DDoS weapons.  

Distributed denial of service (DDoS) mitigation has typically taken a reactive 

approach where the attack target tries to mitigate the damage once the attack 

has been detected. The time pressure makes it difficult to accurately assess 

the risk and respond with an effective strategy. An early security intelligence 

system that focuses on DDoS threats is essential for various reasons. A10 

continually monitors DDoS weapons and creates lists that organizations  

can use to strengthen their DDoS defenses before attacks occur. 
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KEY INSIGHTS

On a per-capita basis, the U.S. 

hosts 4X more weapons than 

China. This is largely a reflection of 

a higher concentration of internet-

connected populations in the U.S.

4X

While SSDP has consistently  

remained the largest reflected 

amplification weapon in terms 

of total weapons, lesser used 

categories such as Memcached 

have 1700X more amplification 

potential per weapon than SSDP.

1700X

Tracked bots increased by 16% 

worldwide since the last report. 

This increase is despite major 

government and organizational 

efforts to identify and dismantle 

malicious bots and botnets.

16%

The total number of DDoS 

weapons has remained 

fairly constant over the 

last few years, dipping down 

slightly in this report over 

the prior report.

This year, the United States 

edged out China for hosting 

the highest number of 

potential DDoS weapons,  

due to the high number  

of amplification weapons.

China, however, leads in 

total bots, with India the 

second largest global  

source of bots.
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DDoS weapons tracked by A10 consist of bots (also called 
drones) and amplifiers (also called reflectors) — infected 
or vulnerable devices that can be identified with unique IP 
addresses and used in a DDoS attack against a target victim.

A botnet (short for “robot network”) is a network of computers infected by 

malware that are under the control of a single attacking party, known as the 

“bot-herder.” Each individual machine under the control of the bot-herder is 

known as a bot. Bots and botnets can be used to launch direct distributed 

denial of service attacks, but more commonly use amplifiers for reflected 

amplification DDoS attacks (DrDoS). In DrDoS, the attacker spoofs the IP 

address of the target, uses a bot to send a request to an amplifier (for example, 

poorly configured DNS servers and other network devices) which then reflects 

a response to the target.

How Many DDoS Weapons are 
Available to Attackers for 2024?  

BOTS, BOTNETS AND AMPLIFIERS —  
THE ANATOMY OF THE DDoS WEAPONS

Figure 01.

Packet 1 
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Destination (Victim)

Packet 2 
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TOTAL DDoS WEAPONS TRACKED BY A10

15.1M15.4M12.5M

There are millions of weapons available to attackers. 
A10 estimates have hovered around 15M for the last 
few years.

Bots, botnets and reflectors continually change and move. Even as botnets 

and amplifiers are uncovered and dismantled and vulnerabilities closed, the 

total volume of available weapons remains largely unchanged because of the 

growing number of devices that can be weaponized. In tracking application-

layer unique identifiers, as an example, the research team sees IP fluctuation 

for some devices every week. To illustrate this point, diving deeper into the 

SSDP set of weapons, in 2024, the total number dipped only slightly from the 

last report. 

As defined by Microsoft, in amplification attacks — flooding or volumetric 

attacks — the attacker succeeds in generating more traffic than the target can 

process, exhausting its resources and making them unavailable for legitimate 

traffic. For the attack to be amplified, the response must be larger than the 

request. Attackers achieve this goal by finding many reflectors and crafting 

requests that result in the highest amplification.

2022 20242020

The fast growth of IoT devices deployed 

globally from over 800 different and largely 

unregulated manufacturers is expected to 

increase to over 29 billion by 2027. These 

devices including set-top boxes, mobile 

devices, smart TVs, smart watches, data 

collection terminals, printers and media 

players, provide a rich field of opportunity 

for exploitation by DDoS attackers. Any of 

these types of devices can be used as bots 

or amplifiers.

Figure 02.

Total DDoS Weapons Tracked, by Year
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https://www.microsoft.com/en-us/security/blog/2022/05/23/anatomy-of-ddos-amplification-attacks/


Where do DDoS attacks originate? The Asia region hosts 
the most DDoS weapons with China leading the other 
22 countries in the region. 

DDoS attacks, as the name suggests, are distributed in nature. A single attack 

may employ multiple DDoS weapons and vectors from anywhere in the world 

to overwhelm the victim’s network and defenses. These attacks are powered 

by weapons that are distributed globally, with higher concentrations found 

where internet-connected populations are most dense. Knowing the origin of 

these weapons can help organizations create better and more precise DDoS 

protection policies.

Sources of DDoS Weaponry 

Total DDoS Weapons Tracked, by Hosted Region

Figure 03.

North
America

6.1M4.5M1.8M1.5M0.7M0.1M

Africa Latin
America Europe AsiaOceania
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TOTAL DDoS WEAPONS TRACKED, BY COUNTRY

In this 2024 report, the United States exceeded 
China by almost 50,000 total weapons. The U.S. has 
4x more weapons per capita and 2X more weapons 
per connected IoT device than China. Russia has 
almost 8x more weapons per connected IoT device 
than either China or the U.S.

2X 1X
8X

RUSSIA

U.S.

CHINA

Total DDoS Weapons per Connected Device, Relative to China

Figure 05.

Figure 04.

Top Countries Hosting DDoS Weapons

United States China South Korea India Russia JapanItaly

1.64M
1.59M

1.12M

.87M
.74M .67M

 .37M

1,750,000

2,000,000

1,500,000

1,250,000

1,000,000

750,000

500,000
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WEAPONS BY HOSTED ORGANIZATION

Organizations are often unaware of the compromised 
devices in their networks. The top-five organizations 
host about 20 percent of the total DDoS weapons.

An autonomous system number (ASN) is a collection of IP address ranges that 

are under the control of a single administrative operator, service provider or 

other organization. Large numbers of weapons belonging to their users can 

remain connected to their network and play a role in attacking other systems. 

These organizations do not necessarily control the user and actual device that 

is being used as a weapon. In many cases, neither the organization nor the user 

is aware that their network device has been weaponized.

Distribution of DDoS Weapons, by Hosted Organization

Figure 06.

695K
Korea Telecom

447K
China Telecom

350K
CANTV Servicios

(Venezuela)

325K
China Unicom 643K

Wind Tre S.p.A.
(Italy)

253K
Chungwa Telecom

(Taiwan)
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A10 Networks tracks repeatedly used bots in DDoS 
attacks and scans for hosts exhibiting malware-infected 
characteristics, such as scanning behavior, where hosts are 
actively looking for vulnerabilities in other systems to exploit. 

The number of total bots observed in 2024 was higher by 16 percent in 

comparison to the 2022 report. The increase or decrease in botnets can 

generally be attributed to multiple factors, including:

•	 The growth of IoT and availability of new IoT devices

•	 New vulnerabilities and CVEs exploited by attackers

•	 Large-scale security updates to patch CVEs in IoT devices

•	 Botnet takedowns

Bots: Initiators of Most 
DDoS Attacks

TOTAL GLOBAL DDoS BOTS TRACKED

Figure 07.

Total Global Bots Tracked

Botnets are always on the move. While 

numbers can demonstrate a sharp increase 

right before an attack takes place or when 

a new botnet is being populated with bots, 

it is important to note that these changes 

are usually temporary. Once a device has 

been blacklisted, it is no longer of use for 

the attackers, which compels them to 

abandon the botnet and move on.

494,728
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China still hosts the largest number of DDoS botnet 
agents globally, with 33 percent.

China and India remain the top two countries — nearly unchanged  

from the prior report. 

Top Countries and Regions Hosting DDoS Bots

Figure 08.

TOTAL DDoS BOTS, BY HOSTED REGION AND COUNTRY

Asia 
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In each reporting period, bot activity changed among various organizations. 

When these organizations become aware of malicious activity in their networks, 

they take remedial actions, and the infected systems are taken down. In some 

cases, such measures are taken by outside entities including law enforcement 

agencies or vigilantes.

Top Organizations Hosting DDoS Bots

Figure 09.

- 10,000 30,000 50,000 70,000 90,00020,000 40,000 60,000 80,000 100,000

11K

12K

50K

68K

91K

DigitalOcean 
(U.S.)

Chungwa Telecom 
(Taiwan)

China Unicom

Bharat Sanchar 
Nigam Ltd. 
(India) 

China Telecom
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Large or Small, Amplification Attacks Remain Lethal

Amplified reflection attacks take the top position when it comes to size, 

with reported attacks exceeding 3 Tbps. This attack strategy exploits the 

connectionless nature of the UDP protocol and spoofs the victim’s IP address. 

Attackers using bot herders and the bots/botnets available leverage the millions 

of potential amplifiers tracked in this report to initiate these attacks. Because of 

the amplification factors, only a small percentage of potential amplifiers need to 

be activated to create a very large amplification attack. This makes it very cost 

efficient for amateur attacks to “rent” DDoS weapons on the dark web.

Amplifiers
TOTAL GLOBAL AMPLIFICATION WEAPONS TRACKED 

97% Amplification weapons comprise 

about 97 percent of total DDoS 

weapons.

In 2024, the A10 Networks research 

team observed approximately 14.6 

million unique systems that can 

be used in amplified reflection 

attacks. This is an three percent 

reduction from the prior report. 

14.6M

13% 31%
10%

5%
1%

40%
EUROPE

NORTH AMERICA

LATIN AMERICA

AFRICA

OCEANIA

ASIA

Total Amplifiers by Region

Figure 10.
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Amplified reflection attacks can wreak havoc on 
small, medium or large organizations alike, and 
leverage the amplification factors of many protocols 
and services commonly used across the internet. 

For the last few years, DDoS attackers have been increasingly focused 

on smaller attacks launched persistently over a long period of time, 

rather than very large volumetric attacks. 

However, the notoriety and capabilities of large-scale DDoS attacks 

cannot be ignored. At the end of the day, while these large-scale 

attacks might not be as lucrative as continuously attacking an 

organization for days or even weeks, these attacks are increasingly 

used to make a statement. And in a world where state-sponsored 

cyber warfare, cyber-attacks and cyber activism have quickly become 

a norm, these attacks can be quite damaging.
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TOP TRACKED DDOS AMPLIFICATION WEAPONS,  
BY PROTOCOL	

Figure 11.

Top Six Tracked DDoS Amplifiers, by Protocol

DNS

OPENVPN

TFTP

SNMP

PORTMAP 

1.12M

1.20M

1.37M

1.59M

1.72M

There are many categories of amplification weapons. 

Virtually any protocol or service can be exploited and used as a weapon.  

A10 tracks over 30 different categories. The top six categories are listed 

below and represent approximately 70 percent of amplifiers that were 

identifiable by category. The remaining 30 percent of amplifiers came from 

24 different categories. The Simple Service Discovery Protocol (SSDP), which 

can be a dangerous and potent DDoS amplifier weapon, remained at the top 

with over three million potential weapons exposed to the internet. 

SSDP
3.27M

While these top categories dominate in sheer volume, 

with the exception of openvpn and SSDP, the volume for 

the remaining four declined since the previous report. 

This reflects the increased use of more obscure protocols 

and services. For example, CLDAP and Jenkins, with 

only 65k amplifiers in total worldwide, have increased 

72 percent and 69 percent, respectively, since the last 

report. Additionally, several new categories have been 

added to the total list, including mitel, netis, slp.
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Complexity Matters — Amplification Factors

When it comes to amplified reflection attacks, the number of weapons, while an 

important metric, is not the defining factor; it’s the bandwidth amplification factor 

that makes the difference. Some reflected amplification attacks have displayed 

impressive amplification factors. For example, Memcached, with only 1,085 amplifiers 

tracked in this data set, has been reported to have elicited a 750kB response from 

a mere 15-byte request — an amplification factor of 51,200. This means that an 

attacker would only need to use 1,628 Memcached-amplifiers (at a request rate of 

100 requests per second) to generate a one terabits per second (Tbps) attack. By 

comparison, using the more prevalent SSDP protocol (with an amplification factor 

of 30), an attacker would need 277,778 amplifier weapons at 10x the request rate  

to create the same one Tbps size attack.

IN MOST LARGE, REFLECTED AMPLIFICATION ATTACKS, 
SEVERAL VECTORS AND PROTOCOLS ARE USED

Figure 12.

Bandwidth Amplification by Protocol

SSDP

DNS

NTP
30X

54X

557X277,778

Reported Bandwidth 
Amplification Factor

Reported Bandwidth 
Amplification Factor

Reported Bandwidth 
Amplification Factor

Amplifiers for a 1Tbps attack 
at 1,000 requests per second

MEMCACHED

51,200X
Reported Bandwidth 
Amplification Factor

1,628
Amplifiers for a 1Tbps attack 
at 100 requests per second
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While the huge volumetric attacks regularly make headlines, 
most organizations are focused on combating the day-to-day 
DDoS attacks from DDoS weapons against their data centers 
and services. 

Organizations, with the help of DDoS protection technology, successfully 

mitigate most of these attacks, but the duration and frequency of even  

small (<5 Gbps) attacks strain limited staff resources and often encourage  

over-provisioning of network capacity. 

For Attack Targets, Frequency, 
Not Sheer Size, Define the 
Day-to-Day Challenges 

A look at a 30-day sample of almost  

40,000 attacks globally, shown in 

the A10 Defend Threat Control Portal  

provides additional insight

40,000
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DDoS ATTACK CHARACTERISTICS — TOP TARGETS

23% 15%
8%

RUSSIA

44% ALL OTHER 

COUNTRIES

USA

3%UK

1% JAPAN

3%FRANCE

3%GERMANY

CHINA

Total Global Attack Targets, by Country (30-day Sample)

Figure 13.

Figure 14.

DDoS Attacks per-Capita

USA Russia France UKGermany

26.4M

21M
19.6M

16.2M 15.4M

4.3M
2.2M 1.4M

25,000,000

30,000,000

20,000,000

15,000,000

10,000,000

5,000,000

1,000,000

UkraineJapanChina

Attacks per Million Pops

0.1%
UKRAINE

While most weapons are located in Asia (primarily China), 
the U.S. is more frequently the target.

As shown in the 30-day samples below taken from the A10 Defend Threat 

Control Portal, the U.S. was the target in 23 percent of total attack samples 

compared to China at 15 percent. On a per-capita basis, up to 6x more 

attacks target U.S. and European locations than attack China. 
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DDoS ATTACK CHARACTERISTICS — ATTACK DURATION

In the same 30-day data sample, over 80 percent  
of all DDoS attacks lasted less than five minutes. 

DDoS attacks can use any of 42 different attack types or combinations of 

attacks, creating a very challenging environment for security personnel.  

DDoS attacks are indeed a global phenomenon that requires global vigilance 

and rapid, automated detection capabilities over a broad range of attack 

vectors and geographies.

81%
< 5 min

7%
 5 - 10 min

10%
10 min - 1 hr 

1%
 > 1 hr 

DDoS Attack Duration

Figure 15.
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A MONTH IN THE LIFE OF A TARGET ORGANIZATION

Accurate and automated DDoS detection 

and mitigation, combined with insight 

on the attackers are critical components 

of the DDoS protection arsenal and can 

offload security staff, minimize over-

provisioning of capacity and provide 

higher resilience against DDoS attacks.

Figure 16.

Attack Variety and Frequency Against a Representative Cloud Provider - 30-day Sample

610
DDoS Attacks

7
Different 
Protocols

14
Countries

359
IP Ranges

The volume of attacks and variety of attack vectors,  
protocols and origination are challenging for all organizations.

Below is an example taken from the A10 Defend Threat Control Portal of what a 

representative global cloud provider would experience over thirty days. Organizations 

need defenses against a broad range of different types of attacks and targets and 

require an automated detection mechanism, actionable threat intelligence and a 

granular approach to detecting and mitigating DDoS attacks.
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Accurate Threat Data —  
The First Step in a Complete 
DDoS Protection Strategy
Identification of potential attackers and early DDoS-focused 
detection system are critical. Organizations must detect threats 
early, assess risk accurately, and minimize the attack impact. 

Here are some key reasons why timely and accurate threat data is so essential: 

Identify potential attackers: Data on DDoS attack 
sources provide organizations with information about 
potential threats and emerging attack trends. This 
helps organizations detect potential attack patterns 
and trends early and deal with the threats proactively. 

Risk assessment: DDoS threat intelligence 
helps organizations assess the correct risk 
and corresponding attack exposure for 
their particular business vertical (gaming, 
e-commerce, government, etc.).

Attack attribution: DDoS threat data can uncover the 
attack vectors, attack methods, and sources, which can 
help organizations prepare for potential attacks. 

Compliance: Many industries and regulatory bodies now 
require organizations to have effective DDoS protection 
measures in place. DDoS threat intelligence can help 
organizations demonstrate their compliance with regulations. 

20©️2024 A10 Networks, Inc. All rights reserved. DDoS Weapons Report

0
7. D

efen
se  S

trateg
y

0
5

. A
m

p
lifi

e
rs

0
3

. D
D

o
S

 S
o

u
rc

e
s

0
2

. D
D

o
S

 W
e

a
p

o
n

s
0

6
. A

tta
c

k
s

0
4

. B
o

ts
0

8
. A

10
 D

e
fe

n
d

0
1. K

e
y

 In
s

ig
h

ts



For more information on A10 Defend, please visit 

A10networks.com/Products/A10-Defend

A10 Defend provides a holistic DDoS protection solution that is scalable, 
economical, precise, and intelligent to help customers ensure optimal user 
and subscriber experiences. Used by top service providers, enterprise, 
cloud and online gaming companies, the A10 Defend suite consists of  
four major components: 

• A10 Defend Detector efficiently identifies abnormal traffic 

• A10 Defend Mitigator automatically and intelligently mitigates the identified inbound DDoS attack 

• A10 Defend Threat Control proactively provides standalone layered defense and actionable insights 

• A10 Defend Orchestrator provides a centralized point of control for seamless DDoS defense execution

The A10 Defend Threat Control Portal provides a real-time snapshot into DDoS weapons and attacks 

globally and provides a view of the complexity in protecting against frequent and diverse DDoS attacks.

Intelligent and Automated DDoS Protection

A10 Defend Threat Control Portal Dashboard

Figure 17.
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About A10 Networks
A10 Networks (NYSE: ATEN) provides security and infrastructure solutions for on-premises, 

hybrid cloud, and edge-cloud environments. Our 7000+ customers span global large enterprises 

and communications, cloud and web service providers who must ensure business-critical 

applications and networks are secure, available, and efficient. Founded in 2004, A10 Networks  

is based in San Jose, Calif. and serves customers globally. 

Report Methodology
A10 Networks’ security research team gathers weapons intelligence by closely monitoring attack agents under 

the control of botnet command and control (C2), discovering malware innovations by deploying honeypots, 

intercepting self-replicating botnets, and scanning the internet for exposed reflected amplification sources. 

Our collection methodology considers attacks from DrDoS, botnet sourced direct attacks and attacks through 

open proxies through a combination of internet scanning, patented deception techniques, and open-source 

intelligence. Over 90 percent of the data used in this report was collected directly from A10 sources. 

For more information, visit A10Networks.com and follow us @A10Networks.
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