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In November 2019, HardenStance spoke with the Director of Transport Networks for one
of A10’s operator customers in Asia Pacific. He shared the company’s network evolution
plans for fixed broadband, 5G and MEC, and how A10 is supporting those plans.

= This operator is converging its fixed and mobile networks to deliver better video
experiences and reduce costs as the network scales out in the 5G era.

= A10 Networks is rated highly by this operator in terms of how the company’s
Thunder Converged Firewall (CFW) supports network automation and horizontal
scalability as well as for its small form factor.

= A10 is currently the incumbent provider of CGNAT functionality in this network but
will also be considered for selection as new tenders for IPsec gateways, Gi Firewalls
and potentially other network functions are launched.

This Asia Pacific operator is a challenger in its local market. It operates 2G, 3G, 4G as
well as fixed telephony and broadband services.

From a service perspective, this operator is focused on the following three priorities,
each of which is of roughly equal importance:

. Facing increasing customer demand as regards both volume and quality of video
services, it wants to take performance of its fixed broadband services to the next
level, specifically targeting low latency, lowest packet loss and highest bandwidth.

. With 5G, Fixed Wireless Access (FWA) is viewed as a key lead application.
. enhanced Mobile Broadband (EMBB) is also an early 5G priority.

Fixed and Mobile Infrastructures are Being Converged

This company is currently extending as well as converging its fixed and mobile
infrastructures to support these service objectives in the 5G era. On the fixed broadband
side, service nodes, content caches and other compute and storage resources have
already undergone one level of distribution to edge sites within the operator’s distributed
Broadband Network Gateway (BNG) architecture.

Figure 1: Fixed Wireless Access is a key 5G application for this operator
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The engineering
team finds the
automation
features very
valuable in terms
of the consistency,
speed and security
of operations that
they enable.

A second phase that extends BNGs out still closer to customers is being built out with
MEC. While the MEC build-out will initially support more distributed BNGs, it will also
serve as a point of edge convergence where mobile gateways will also be distributed
and co-located. At these MEC locations the plan is to share compute, caching and
networking functions across the distributed BNG and User Plane Functions (UPFs) for
fixed and mobile networks. As well as reducing costs, the goal of converging the two
infrastructures is to ensure a uniform experience for fixed broadband users, irrespective
of whether they are on fibre DSL or 5G FWA.

Network Strategy for 5G NSA and 5G SA

The strategy for phase one of 5G - 5G Non-Standalone (5G NSA) - is to use mid-band
spectrum and undertake a complete refresh of the mobile core to support 4G RAN and
5G NR. This was preferred to undertaking a software upgrade of the legacy 4G core.
Aligning with the MEC strategy will initially require doubling or trebling the number of
combined 4G and 5G NSA core sites. Long term, it's expected that the number of 5G
core sites could increase very substantially with the roll-out of 5G Stand Alone (5G SA)

This operator doesn’t expect to deploy 5G SA core for at least the next couple of years.
When it does, it will likely be in conjunction with access to millimeter wave spectrum
and a substantial further distribution of 5G SA core elements out to the edge. This will
be to target Ultra Reliable Low Latency Communication (URLLC) use cases. The company
anticipates 5G NSA and SA cores co-existing over time, for example via today’s handful
of NSA sites being complemented by many more distributed SA sites over time.

As the new EPC roll-out takes in new edge locations, these and all supporting networking
services as well as distributed BNGs are to be composed entirely of Virtual Network
Functions (VNFs). OpenStack will be the default infrastructure platform, but the
architecture will also be required to support containers running on Kubernetes if a
specific application requires it.

Where A10 Fits in The Evolution of the Network

A10’s Thunder Convergent Firewall (CFW) is already deployed in the network, providing
this operator’s Carrier Grade NAT (CGNAT) functions. In conversation with
HardenStance, the Director of Transport stated that he was generally pleased with the
product’s performance and the broader partnership with A10.

Based on this experience he stated this his company is open to the possibility of
deploying additional network and network security applications from A10. He singled out
Gi Firewall and IPsec Gateway as functions that A10 could potentially be considered for
in the near or medium term. The following three specific aspects of the CFW's operational
capabilities and performance were singled out as proving to be especially valuable:

1. Automation
2. Horizontal scalability
3. Form factor

1. API-Driven Automation in the Thunder CFW

The Interviewee was particularly appreciative of the level of API-driven automation that
he said the A10 platform provides. Once a field engineer has connected it, the operator’s
experience has been that he or she doesn’t need to even log onto the devices. They are
configured and brought on-line entirely with the use of built-in automation scripts
including the initial basic configuration. The automation features log-in via the console
portal, set up the basic IP connectivity, and then complete the configuration. He stated
directly that: “the engineering team finds the automation features very valuable for
deployment in terms of the consistency, speed and security of operations that they
enable.” The operator plans on using this as a benchmark for deploying new EPC core
elements as they are distributed out towards the edge for 4G and 5G services.
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Automation is the Key to 5G’s Availability & Security Challenges

In evolving its networks through 4G , MEC, 5G NSA and 5G SA releases, the most important security
requirement the Director of Transport Networks identified relating to his own network domain is to
extend IPsec encryption and PKI authentication between the operator’s centralized and distributed
core sites and its cell sites, primarily to protect the control plane. He considered this increasingly
important as the network scales out. As the operator’s incumbent supplier in the CGNAT domain,
deployed on the multi-application CFW platform, he considered A10 Networks to be a candidate
supplier whenever a new tender for IPsec gateway functionality is launched.

Asked about the primary security challenges as the company evolves through 5G releases he pointed
straight to increasingly complex and unwieldy manual operations as the network scales up with more
and more 5G network elements and end devices. In particular he cited increased risk presented by so-
called ‘Fat Finger’ errors made by operations personnel. Consistent with his core concern, he pointed
to higher levels of automation as the best way to mitigate this risk. It's noteworthy that as described
on page two of this paper, he also identified automation features as a core differentiator for A10.

The huge value to any organization’s security posture of being able to automate security patching
rather than counting on it being done manually is self-evident. The interviewee added additional
context in his environment. At this operator’s cell sites, a variety of different individuals implement
different configurations at different times with its current operations model. This makes it hard to
compare them. He expressed conviction that automation and orchestration can do away with this. He
pointed to the value not just of automating configurations but also running regular checks — weekly or

even hourly - to validate that a specific configuration that should be in place is actually in place.

The Interviewee
appreciated the
way his company
can flexibly
increase small or
large amounts of
capacity by
scaling out across
different nodes,
irrespective of
their location and
without service
interruption.

Invited to compare A10’s capabilities with others that are available on the market in the
same product space, the Director of Transport Networks stated that most comparable
products either can’t program via APIs at all or have a very poor API design that is
inflexible. As an example, he said that whereas with some vendors even a simple change
can require more than a thousand API calls, his company has found that the A10
approach requires no more than a handful of API calls to execute the same change. He
said that this renders management very much easier.

2. Multiple Applications in a Small Form Factor

This operator also places a lot of value on the converged nature and small form factor
of the A10 CFW. Specifically, it reduces the consumption of ports on underlying switching
and routing equipment. The company anticipates that the CFW’s small form factor will
be especially advantageous at more space-constrained distributed locations where only
a single rack of equipment might be available. If additional applications besides CGNAT
are added, the company also anticipates low power consumption arising from traffic not
having to transit across multiple devices.

3. Elastic Scalability Optimizes Investment Per-Site

In a market context where demand for some types of services is increasingly dynamic
and unpredictable, elastic scalability is increasingly important and the interviewee rated
A10 highly against this metric too. The Interviewee stated: “one of the things we like is
that we can flexibly increase small or large amounts of capacity by scaling out across
different nodes, irrespective of their location and without service interruption.” His
company has found it is able to introduce another A10 node, push out the same
configuration as the one that’s already there, and the new one can be up and running
and carrying live traffic in just twenty minutes. He attributed this to the combination of
smart load balancing and automation built into the A10 platform.
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By comparison the interviewee stated that many other vendors would want to take a
node off-line and scale up by changing out an existing box for a larger or smaller one.
Besides the resulting service interruption, he stated that the risk of over-investing at
some sites and under-investing at others is also much greater than with A10’s scaling
out model. He also pointed to the advantages of A10’s approach in that the operational
model for managing spare parts is less expensive than with models that are dependent
on changing hardware to scale out. |l

More Information
= This HardenStance Briefing was sponsored by A10 Networks

. Contact HardenStance’s Principal Analyst: patrick.donegan@hardenstance.com

. Register for free email notifications when HardenStance publishes new content.

. www.hardenstance.com

About A10 Networks

A10 Networks provides industry leading, highly scalable security solutions for 5G cloud-
native network scenarios using automated intelligence and machine learning. The A10
Networks Orion 5G Security Suite includes carrier-class firewall and DDoS mitigation and
detection which can be deployed in physical, virtual, bare metal, and container form
factors for 4G, 5G-NSA, MEC and 5G SA.

Thunder CFW is a carrier-class firewall, providing exceptionally high firewall connection
rates, low latency, throughput and concurrent sessions for the most demanding 5G use
cases. Thunder TPS™ is an automated multi-vector DDoS protection and detection
solution that ensures availability of business services at any scale or type of network.
For more information see the link below:

https://www.al0Onetworks.com/solutions/service-provider/5g-security-and-scale/

About HardenStance

HardenStance provides trusted research, analysis and insight in IT and telecom security.
HardenStance is a well-known voice in telecom and enterprise security, a leader in
custom cyber security research, and a leading publisher of cyber security reports and
White Papers. HardenStance is also a strong advocate of industry collaboration in cyber
security. HardenStance openly supports the work of key industry associations,
organizations and SDOs including NetSecOPEN, AMTSO, The Cyber Threat Alliance, The
GSM Association, ETSI and TM Forum. To learn more visit www.hardenstance.com

HardenStance Disclaimer

HardenStance Ltd has used its best efforts in collecting and preparing this report.
HardenStance Ltd does not warrant the accuracy, completeness, currentness,
noninfringement, merchantability or fitness for a particular purpose of any material
covered by this report.

HardenStance Ltd shall not be liable for losses or injury caused in whole or part by
HardenStance Ltd’s negligence or by contingencies beyond HardenStance Ltd’s control
in compiling, preparing or disseminating this report, or for any decision made or action
taken by user of this report in reliance on such information, or for any consequential,
special, indirect or similar damages (including lost profits), even if HardenStance Ltd
was advised of the possibility of the same.

The user of this report agrees that there is zero liability of HardenStance Ltd and its
employees arising out of any kind of legal claim (whether in contract, tort or otherwise)
arising in relation to the contents of this report.
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