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How enterprises deploy applications is changing as they adopt clouds, multi-cloud, hybrid cloud and container 
environments. Cloud and containers have their own built-in load-balancing services and functions that work well 
enough with applications that have few demands, but quickly run short of advanced features that enterprises 
expect for application delivery. Enterprises using multiple cloud services will have to spend time learning how to 
configure, monitor and manage each service’s application delivery controller (ADC) and security capabilities, and 
bridge any functional gaps that arise. Neither of these activities adds value to the enterprise or the application. 

Hybrid and multi-cloud use will be complicated enough without using a variety of custom services on each cloud. A 
more efficient and effective strategy is to standardize on an application environment with the goal of using a con-
sistent set of products regardless of where the application resides. From that foundation, application architects and 
IT can focus on delivering value to the enterprise with innovative applications effectively and efficiently.

Current and Future Use of IT Environments/Architectures
Source: 451 Research, Voice of the Enterprise: Digital Pulse, Workloads & Key Projects 2019

Q: Thinking about all of your organization’s workloads/applications, where are the majority of these currently  
deployed? (N=885) Where will the majority of these be deployed two years from now? (N=849)
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A CONSISTENT APPLICATION DELIVERY STRATEGY IS CRITICAL FOR SUCCESS.  Multi-cloud ap-
plications introduce variability in application delivery because the application locations change over time, and the 
native application delivery capabilities in different environments and cloud services vary widely. Performance as-
sumptions made in one environment won’t translate to other locations, complicating the achievement of perfor-
mance goals and making IT personnel spend time understanding multiple service capabilities and bridging gaps in 
functions, none of which adds value to the enterprise. Having a consistent application environment using the same 
products everywhere reduces or removes variability from applications, which helps ensure consistent performance 
and eases the ability to move and scale applications as needed.

PERFORMANCE METRICS MAKE PREDICTIONS RELIABLE.  Many application performance management 
(APM) suites either take a network view of traffic, which is increasingly opaque due to extensive use of TLS encryp-
tion, or use agents deployed on application servers, which is an operational nightmare and renders network details 
opaque. ADCs, which are terminating proxies, have complete views of network traffic and application transactions, 
even with encrypted traffic, and provide detailed visibility to application details and performance. A consistent ADC 
strategy reduces visibility gaps and ensures reliable performance data for monitoring, forecasting and trouble-
shooting. ADCs can also deliver per-application and per-client performance data for detailed analysis, monitoring 
and troubleshooting. Of course, pairing performance data from ADCs with other performance data from network-
ing hardware and software and cloud services can provide more contextual depth.

FLEXIBLE LICENSING POSITIVELY IMPACTS APPLICATION MANAGEMENT.  For developers, one of 
the attractions of microservices and cloud services is the ability to dynamically scale application components as 
demands change over time; however, network elements traditionally have licensing schemes based on a fixed per-
node or per-application basis without the ability to scale on demand that results in over-buying licenses based on 
expected demand. The pooled licensing model allows licenses to be dynamically allocated to physical and virtual 
ADCs whether on-premises or in the cloud as needed based on changing demands, while demand-based licensing 
can be scaled up or down as needed based on consumption. 

As more enterprises adopt hybrid and multi-cloud application strategies, it will be critical to maintain as 
consistent an environment as possible so that IT can meet application performance goals, take advantage 
of in-depth product knowledge gained from experience, and integrate application delivery capabilities into 
the application lifecycle. 

Application architects and developers can plan for and implement those capabilities – e.g., performance 
enhancements, TLS management, performance monitoring and security functions – using the ADC and 
ensure those capabilities will be available wherever the application resides. Architects will be able to adapt 
the application delivery infrastructure to take advantage of different environments or to address shortcom-
ings that arise. 

The final drive to have application architects use the ADC is to remove barriers to adoption, such as restric-
tive licensing (which inhibits development), deployment and scaling, which is where flexible and all-inclusive 
licensing models become an enabler to developer adoption and meet their expectations for frictionless use. 

With the new reality of organizations’ multi-cloud operations, security, agility, and reliability 
are not guaranteed. A10 Networks’ multi-cloud ADC solutions bridge on-premises and cloud 
environments, ensuring a common set of secure and available services are guaranteed across 
all public and private clouds. New multi-cloud environments require new A10 ADCs with 
portable all-inclusive FlexPool software licensing, Harmony multi-cloud visibility and analytics, 
100% Sec/DevOps-ready RESTful APIs, and broad support for container, service mesh and 
bare metal environments. A10 ADCs offer the most advanced multi-cloud solution for your 
cloud and on-premises needs. Join thousands of other A10 customers who experience the 
difference. Find out more at www.a10networks.com.  
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