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The deployment of 5G infrastructure couldn’t be more 

timely. With high data rates and massive scale placing 

historic demands on operator networks, 5G is vitally 

needed to handle both the volume and the diversity 

of this traffic, and to ensure the seamless, ubiquitous 
interconnection central to the mobile network operator 

(MNO) value proposition. Enabling enhanced mobile 

broadband, massive machine-type communications 

(MMTC) and ultra-reliable low-latency communications 

(URLLC), 5G will ensure the customer value necessary to 

support long-term industry growth and profitability. 

Two types of mobile devices drive this growth: the 

smartphones used by millions of subscribers for 

enhanced mobile broadband, and the billions of limited 

function, relatively "stupid" IoT devices with a single 

purpose and low processing capability. In total, total 

mobile data traffic is expected to increase almost 5X  

by 2024, across 7.2 billion smartphone subscriptions  

and 4.1 billion cellular connected IoT devices worldwide.

But security remains a mission-critical challenge. 

Subscribers are often careless about protecting their 

mobile smartphones, and low-cost IoT devices are 

designed with little or no security. Subscribers expect to 
use all of their devices and access all of their services 

while traveling. 

 

SMART PHONES AND STUPID DEVICES
—A GROWING ARMY OF ROAMING THINGS

Meanwhile, more and more commercial and industrial 

IoT devices are being globally deployed as well, requiring 
“permanently roaming” connectivity.

Without the ability to effectively protect subscribers and 

the mobile infrastructure,  the massive investments being 

made in 5G will remain at risk. 

Secure, seamless interconnection 

between operators—mobile 

roaming—is essential to 5G success.
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The stakes are high: according to Ericsson, a projected 

$1.3 trillion in new 5G-enabled revenue across the 

industry, with 10X the growth rates of historic mobile 

network revenues. Operators are caught between 

pursuing these new revenue opportunities and managing 

the additional security risks that come with opening their 

networks to a broader 5G ecosystem of partners.

The strategic importance of mobile data roaming will 

grow dramatically in the 5G era. New device types and 

use cases, supported through industry-wide investments 

in next-generation infrastructure, are expected to send 
global international roaming traffic soaring.

But traffic and revenues aren’t the only factors poised for 
growth. Security will become increasingly important—and 

challenging—as the roaming ecosystem becomes larger 

and more diverse. In the future, rapidly emerging industry-

specific Mobile Virtual Network Operators (MVNOs) and 
IoT solution providers will place new strains on a model 

built on aging protocols and business agreements rather 

than a robust security posture. As hackers and other bad 

actors sharpen their focus on this booming, relatively 

vulnerable landscape, operators will face threats from 

DDoS attacks to fraud. 

 

To fully capitalize on this opportunity, operators must  

first solve the critical security challenges endemic  
in the emerging 5G environment and in the 

hyperconnected networks.

ROAMING RISKS AND POTENTIAL

By 2022, 

1.5 MB/YEAR PER SUBSCRIBER
Global International Roaming Traffic will Reach

—A 32X Increase Over Current Levels.

The Number Of Countries with Operators  

Offering 4G Services has

 GROWN 316% since 2014

—with one IXP provider seeing over 700% growth.



Mobile roaming has evolved tremendously since its 

establishment nearly four decades ago. Back then, the 

ecosystem comprised a handful of state-owned operators, 

allowing for a far simpler infrastructure of technologies 

and agreements. Today, more than 2,000 partners 

worldwide participate in a web of interconnections 

to concurrently support four generations of mobile 

technology through dozens of interfaces and protocols. 

 

Subscriber behaviors have come a long way as well. Once 

a costly and exotic practice for a small niche of high-level 
travelers, roaming has now become routine across an ever 

more mobile global population. The UN World Tourism 

Organization estimates that the number of people making 

overnight visits abroad around the world increased 6% 

to 1.4 billion in 2018, nearly double the 3.7% growth in 

the overall global economy during that time. And today, 

when travelers hit the road, they take their phones with 

them—especially following the introduction of “Roam Like 

at Home” rules in 2017, under which people pay domestic 

prices for voice calls, SMS, and mobile internet as they 

travel across the E.U. 

This simpler, more transparent pricing eases travelers’ 

reluctance to use mobile phones as freely abroad as they 

would in their local market. Coupled with the ongoing 

embrace of streaming video and other data-intensive 

behaviors, this trend will increase data traffic per 
smartphone dramatically in the coming years. 

MOBILE ROAMING HAS EVOLVED

THE 3 FLAVORS OF DDOS ATTACKS: HOW THEY WORK & HOW TO DEFEAT THEM 5

Google Consumer Insights, 2018.

Over 70% of U.S. travelers agree that 

they ‘always’ use their smartphones 

when traveling, up from 41% in 2015. 

By the end of 2024, data traffic  
per smartphone will reach  

20 GB/month—3.5X current levels.
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One defining characteristic of the modern mobile network 
is that successive generations of standards simply 

overlap, not replace, previous generations. By 2025, the 

GSMA has estimated that only 15% of subscribers will be 

on 5G networks, while the remaining 85% will be served 

by 4G, 3G and even 2G networks. Today’s mobile threats 

result from traditional IP-based threats within the all-IP 4G 

network, combined with legacy 2G and 3G technologies. 

As the industry moves to 5G—again with significant 
overlap of 3G and 4G—the range of new services and 

technologies will only grow the attack surface.

Since 2.5G, the core enabling technology for roaming 

has been GPRS Tunneling Protocol (GTP), an IP-based 

communications protocol used to carry general packet 

radio service (GPRS) within GSM, UMTS (3G),  

and LTE (4G) networks. 

However, GTP is a communications protocol—not a 

security standard—and trust in peer mobile networks 

has traditionally been based on interparty roaming 

agreements, not any security inherent in GTP. The 

tenuousness of this approach is clearly a major  

liability for an industry facing dramatically changing 

partner ecosystem, traffic dynamics and threats. 

Attackers have many ways to manipulate GTP to launch 

attacks against the network and subscribers.

GTP PROTOCOL VULNERABILITIES IN  
MULTI-GENERATIONAL NETWORKS

By 2025,  

the GSMA has estimated that only  

15% OF SUBSCRIBERS  
WILL BE ON 5G NETWORKS 

As the industry moves to 5G 

the range of new services and technologies  

WILL GROW THE ATTACK SURFACE.
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GTP is extremely useful for facilitating the flow of data 
within and between mobile networks, but it remains a 

relic of a time when mobile networks were considered 

unbreachable. Time has shown that this is anything but 

the case. Most MNOs have experienced attacks that 
exploit GTP used by vulnerable interfaces exposed to  
the network. Common examples include confidential  
data disclosures, denial of service, network overloads, 

and fraud of many kinds.

THE ATTACKER GATHERS INFORMATION: 

TEID, TMSI AND IMSI

The mechanism of a GTP attack is straightforward. To 

breach the mobile network, all the attacker needs are 

the Tunnel Endpoint Identifier (TEID), the Temporary 
Mobile Subscriber ID (TMSI), and an International Mobile 

Subscriber ID (IMSI) that will be accepted as valid. There 

are two basic ways to accomplish this. 

GTP- BASED ATTACKS

ADVERSARY
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BRUTE FORCE OR TRIAL-AND-ERROR

As a first step, the attacker needs the correct Tunnel Endpoint Identifier (TEID) for the 
subscriber connection. Through trial and error or by using automated brute-force tools, the 

attacker sends GTP-U messages with arbitrary TEID values to the packet gateway (PGW) 

until one proves successful—a process that can be completed in as little as a few minutes. 

Figure 1: TEID can be determined by brute force or trial and error



Next, the attacker needs to specify the victim’s 
Temporary Mobile Subscriber ID (TMSI) in the 

generated requests. Again, the attacker can use brute 
force, passively scan for this information with the help 

of an eavesdropping device—i.e. an IMSI catcher—or a 

fake base station. 

With the TEID and TMSI in hand, the attacker can now 

send a GTP-C “identification request” message to the 
Mobile Management Entity (MME), which will respond 

with the victim’s IMSI.
Connects to
strongest signal Subscriber’s IMSI

Legitimate
Base Station

Rogue Base
Station

Figure 2: Rogue base station as IMSI catcher
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STEAL AN IMSI FROM AN UNSUSPECTING SUBSCRIBER

In this approach, the attacker uses an IMSI catcher to take advantage of an oversight 

in the original 3GPP mobile standards, which requires a device to authenticate to 
the network, but does not require networks to authenticate to devices. This makes it 
relatively simple for an IMSI catcher impersonating a base station to capture the IMSIs 

needed to launch an attack. 

GTP- BASED ATTACKS (CONTINUED.)
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FRAUD

Simple and highly effective, telecommunications fraud of 

all types currently accounts for annual industry losses of 

almost $30 billion. In GTP, there is no sender authentication, 

so the recipient of a GTP message has no way to verify 

whether it is legitimate or from an imposter. This means 

that a bad actor can easily use an invalid IMSI or spoof 

a legitimate user IMSI and send a GTP-C “create session 

request” to the PGW to initiate a fraudulent session. 

As a result, the spoofed subscriber can experience 
overbilling or service disruption. The MNO will either not be 

able to bill for the usage or has no choice but to refund the 

charges in question and has no way to recover these costs 
from either the subscriber or the roaming partner. 

DENIAL OF SERVICE (DOS) TO SUBSCRIBER

With a valid TEID, the hacker can use malicious GTP-C 

messages to trigger a range of DoS scenarios that result in 

a lost connection for the subscriber. This includes, deleting 

the PDP contexts, deleting sessions or deleting the bearer. 
With multiple TEIDs, the attacker can cause disruption to a 

large number of subscribers.

FRAUD, ATTACKS, AND FAILURES 
—THE RISKS MNOS FACE TODAY
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Figure 3: Through a malicious GTP-C message, a subscriber can be denied service

ONCE THE ATTACKER HAS ACQUIRED THE IMSI, 
THEY CAN LAUNCH A NUMBER OF ATTACKS.



DENIAL OF SERVICE (DOS) TO NETWORK

Attackers can also take advantage of poorly implemented operator equipment and send 
malformed packets or other invalid packets in sufficient volume to cause the signaling 
network to malfunction.

 

As the PGW or MME freezes or hangs under these requests, legitimate subscribers 
are unable to access services at an acceptable level of quality. Once again, the MNO’s 
customer experience, satisfaction levels, and retention suffer. 

MALICIOUS OR COMPROMISED PEERS

A fundamental vulnerability within the architecture of roaming is the need for MNOs to 

work with partners to provide seamless interconnect. Once the contractual agreements 

and physical connections are established, the GRX/IPX links used to support these 

connections are built on a trust relationship with no actual further authentication of the 

source. When a subscriber is roaming, subscriber credentials are transmitted as clear text 
during the setup process, leaving them open to compromise. 

If a roaming interface is breached, attacks can be launched including:

• Throttling, blocking, intercepting, and manipulating user data

• Tracking large numbers of subscribers 

• Eavesdropping on calls and messages to gather information  

about user credentials and the mobile network

• Modifying GRX/PX traffic
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As the evolution from 4G to 5G introduces new flexibility as well as new threats,  
industry leaders are responding with much-needed measures to improve security. 

The 3GPP specification for 5G security1 defines the security architecture, features, and 
mechanisms for the 5G system and the 5G core. The specification also covers the  
security procedures performed within the 5G system, including the 5G core and the 5G 

New Radio (NR). The following highlights the key roaming considerations that pertain to 

embedded security at 5G roaming links:

• The Security Edge Protection Proxy (SEPP) node now serves as the entity to  
terminate signaling messages between PLMNs through inter-exchange/roaming links.

• The interconnection model will be equivalent to the SS7 or Diameter interconnect  

that exists in today’s 3G and 4G networks. However, the application layer protocol  
(for example, HTTP/2) will support encryption on the inter-exchange/roaming links.

• The embedded application layer encryption at the SEPP will provide protection  

against the known inter-exchange/roaming vulnerabilities that exist in SS7  
and Diameter protocols.

• 5G deployments will continue to rely on GTP for user-plane traffic and therefore are 
susceptible to the GTP exploits discussed in this document.

Operators migrating to 5G may be vulnerable to existing and new 2G, 3G, and 4G threats, 
so multi-generational security is an important consideration during and after the transition.

5G IMPROVES SECURITY, BUT  
GTP VULNERABILITIES LIVE ON
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Threats to the mobile network have escalated as 

cyberattacks grow in sophistication and volume, with 

hackers using lightly protected mobile and IoT devices 

for their botnets and targeted attacks. The risks 

and resulting business impact are both diverse and 

potentially devastating. 

• The business impacts of this security risk  

can’t be overstated, including:

• A poor subscriber experience due to service 
degradations and outages

• Anger from customers left vulnerable to  

fraud by their operators

• Lost revenue as spoofing and other forms  
of fraud divert fees to hackers

• A missed opportunity to lead the lucrative new 

generation of mobile data

Mobile operators are taking the 5G security challenge 

seriously. A recent survey sponsored by A10 Networks 

found both broad awareness of the situation and a 

proactive approach to addressing it. 

MNOS RISE TO THE CHALLENGE

73% of MNOs have upgraded or  

are planning to upgrade the roaming 

firewall in their networks as they  
move into 5G

PLEASE RATE THE IMPORTANCE OF THE FOLLOWING REQUIREMENTS 
IN YOUR CURRENT 5G PLANNING AND CONSIDERATIONS

Security is an overwhelming concern for 5G among mobile operators, almost on par with 

network capacity and throughput. Over two-thirds respondents cite security as a "very 

important" consideration in the build-out of next generation networks.

  QUESTION
VERY 

IMPORTANT
IMPORTANT

SOMEWHAT 
IMPORTANT

NOT 
IMPORTANT

Network Capacity 
& Throughput 72% 26% 0% 2%

Security 68% 26% 4% 2%

Network Reach  
& Coverage 36% 62% 0% 2%

Automated 
Management & 
Configuration

17% 60% 21% 2%

Other 56% 6% 22% 22%



GIVEN THE COMPLEXITY OF THE CONTROL AND MANAGEMENT PLANE, 
HAVE YOU OR ARE YOU PLANNING TO UPGRADE YOUR GTP FIREWALL?

Asked if they will upgrade their GTP firewalls given the complexity of the control and 
management planes in 5G networks, close to three-quarters of respondents said they will 
make that upgrade as well, but only 13 percent have done so. Again, given the importance 

of building 5G networks on a solid security foundation, GTP firewall upgrades will and must 
increase rapidly.

RATE THE IMPORTANCE OF THESE SECURITY CONCERNS WHEN 
ROLLING OUT 5G INFRASTRUCTURE AND SERVICES

Core network security is the top security concern for operators. Yet endpoint security is 

also highly rated, as is security management and staffing.
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  QUESTION
VERY 

IMPORTANT
IMPORTANT

SOMEWHAT 
IMPORTANT

NOT 
IMPORTANT

   Core Network Security 72% 26% 0% 2%

   Endpoint Security 60% 38% 0% 2%

   Security Management &      

   Staffing Requirements 38% 57% 2% 2%

13%

13%

15%

60%

Yes, we have upgraded the GTP Firewall

We are planning to upgrade the GTP Firewall

No, we have no plan to upgrade

Not Sure
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that enable intelligent automation with deep machine learning to ensure business critical applications are protected, 
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SECURING THE FUTURE OF ROAMING
As you advance your strategy to capitalize on the 5G opportunity, make sure that GTP security is part of the plan. 

By taking advantage of the latest standards and technologies to reduce vulnerability and prevent attacks, you can 

ensure better mobile experiences for your customers and a more profitable future for your business. 

A10 NETWORKS GTP FIREWALL
The GTP firewall provides security and scalability, while protecting the mobile core against GTP-based threats such 
as information leaks, malicious packet attacks, and DDoS attacks through GTP interfaces in the access networks 

and GRX/IPX interconnect to support uninterrupted operations. GTP firewall features are included in A10 Networks 
Advanced Core Operating System (ACOS®) and as part of the of the A10 Thunder® Convergent Firewall (CFW), along 

with other key components such as stateful layer 4 firewall, L7 visibility, granular SCTP filtering, integrated DDoS 
protection and carrier-grade network address translation (CGNAT).   


