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DDOS: WHO, WHAT, WHY & HOW

Companies of all sizes are increasingly victimized by
today's most prevalent Distributed Denial of Service
(DDoS) attack types: volumetric, network, and application.
Who are the attackers and what motivates them? How do
they launch their destructive attacks and what's at risk?
And what strategies and technologies are recommended
for keeping networks, infrastructure, and online assets
available and secure in the face of today's complex and
stealthy attacks?

The advent of botnets and the Internet of Everything —
with countless vulnerable loT devices scattered worldwide o = =
— have elevated the severity of DDoS attacks and made
them more common and easier to launch than ever
before. Read on to dig deep into the anatomy of the three

major DDoS attack types and see what you can do to H‘ H
protect against their devastating and costly impact.
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I THAT WAS THEN, THIS IS NOW



THREE ATTACK TYPES THAT
SOMETIMES ACT IN UNISON

There are three main DDoS attack vectors that, as we'll see,
increasingly join forces to launch multi-vector attacks.

First, the most-often mentioned: As the name implies,
volumetric attacks flood victims with heavy volumes of

data in order to consume a target's bandwidth, shut down
services, and prevent legitimate user traffic from reaching
the victim's site. Volumetric attack methods vary in the way
attackers flood targeted systems (e.g., botnets, reflection,
and amplification), and frequently exploit connectionless UDP
as the delivery mechanism. As opposed to other attack types,
volumetric DDoS attacks don't rely on obfuscation. They are
easy to detect, but not so easy to mitigate.

Next: Network protocol (aka network layer) attacks render
a target inaccessible by exploiting protocol weaknesses,
typically in network layers 3 and 4. Common attacks include
SYN floods, fragment attacks like Ping of Death, and more
sophisticated, higher-layer SSL handshake renegotiations.

Lastly: As the name implies, application attacks are aimed at

exhausting a victim's application resources (e.g., Web servers,

application platforms, API, and applications themselves) at
the application layer. These attacks are targeted in advance,
with attackers conducting reconnaissance on exposed
applications, their behavior, and their potential weaknesses.
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VOLUMETRIC ATTACKS,
REFLECTED & AMPLIFIED

Volumetric attacks overwhelm websites with huge traffic
flows, thus throttling the traffic-handling capacity of a
victim’s network connections. Large volumes of traffic ;

gridlock targeted Internet access networks with junk
traffic, thereby preventing legitimate users from getting

|
through. These attacks deliver large packets directly fOﬁ
from botnets over TCP or UDP, or leverage reflection and _\ /_
\/

amplification to deliver indirect traffic swells. Spoofed
source IP addresses are commonly used in these attacks

N/
to obfuscate the identity of the attacker or the weapons 'I'
he or she is exploiting. II

In what are known as reflected attacks, perpetrators
use a victim's spoofed IP addresses to mask the
source of their attacks, bouncing requests off of third
parties and thus tricking targeted servers into sending
their responses back to the victim. As such, reflected
volumetric attacks really have two victims of their
bandwidth-consuming attacks: the target and innocent

bystanders. Attackers, however, only need a small
amount of bandwidth to achieve their results.
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Let's take it up a notch and look at the reflected volumetric
attack method of choice: Amplification. Here, attackers
send reflected queries to a victim calling for an enormous
volume of responses to amplify the effect of reflection.
For instance, using the victim's spoofed IP, the attacker
might query thousands of open DNS resolvers from the
pool of millions of available DNS servers armed with

large amplification payloads — that's quite a few! These
small, spoofed DNS queries result in thousands of large
responses directed at the victim.

DNS amplification is not the only way to go. Attackers can
also exploit NTP. SNMP, and other protocols and services
that answer authenticated spoofed requests and have
large payloads that can be delivered indirectly. And in

lieu of reflection, they can deploy an army of botnets to
amplify the volume of their massive attacks.
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EXPLOITING WEAKNESSES IN
NETWORK TRANSPORT PROTOCOLS

Network protocol attacks exploit weaknesses in protocols
(those acronyms that end in “P” like the Transmission
Control Protocol) that enable web browsing, streaming,
file transfers, and the overall movement of data across the
Internet. The most common variety, SYN flood, exploits
the 3-way handshake that is used to establish a TCP
connection between Internet users and a targeted site.

In normal states when a server is not under attack, the
SYN command (Synchronize) between the client and
server is acknowledged (ACK) and the TCP connection is
established. The handshake is complete and everything
works as it should.

SYN Flood

O Normal 3-way handshake
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Attackers exploit the 3-way handshake by sending
multiple SYN requests at a rate that exhausts the memory
or session-table resources of a victim’s firewall or other
network elements. In many cases the SYN request is

sent with a fake source IP address, so incomplete TCP
connections are backlogged and held in limbo, clogging
the server with half-open connections. As the half-open
connections accumulate they overload the server's array
and, consequently, no further requests to connect can be
accepted. In effect, the site is offline.

Connection-based SYN flood attacks typically use small
packets, although SYN tsunamis with large packets
occasionally wash out websites with both session and
volumetric traffic. Attackers exploiting network protocols
often conduct extensive reconnaissance of the targeted
landscape to better focus their attacks.

v

é;% ATTACKER

SERVER
GOOD CLIENT

v

@ @

BACKLOG

QUEUE

@ THE 3 FLAVORS OF DDOS ATTACKS: HOW THEY WORK & HOW TO DEFEAT THEM




APPLICATION ATTACKS:
CHEWING UP SYSTEM RESOURCES



MULTI-VECTOR ATTACKS:

ALL OF THE ABOVE & THEN SOME

If at first you don't succeed...try and try again. That's what
happens during a multi-vector DDoS attack. The attacker
shifts vectors (e.g., network protocol, application layer,
etc.), attacking one at a time — or in some instances

— up to 10 vectors simultaneously. Using an expanded
arsenal of tools often supplemented by botnets,
attackers aim to distract IT staff, strain their resources,
and maximize the impact of DDoS attacks that are
especially hard to mitigate.

Research shows that multi-vector DDoS attacks are
spread fairly evenly across IT infrastructure, with
attacks targeting firewalls and routers (network
layer), applications and servers (application layer),
and connectivity and services like DNS and CGNAT
(volumetric attacks) in nearly equal proportions.
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DIVERSION, SUBVERSION
& SMOKESCREENS

DDoS attacks are often launched for reasons that go beyond merely shutting down a
website. Increasingly, and especially in the course of multi-vector attacks, perpetrators
— typically nation-state actors or commercial spies — launch their attacks to distract
attention and create a smokescreen to mask nefarious activities, including:

RECONNAISSANCE — to scope out an
organization’s security posture and defense
mechanisms, probe for vulnerabilities, and lay the
groundwork for cybercrime.

MALWARE — to infect networks with viruses and
other malware (e.g., Ransomware, keyloggers)
that can be used to perpetrate criminal activities
and further distract an organization's threat
detection and mitigation capabilities.

DATA EXFILTRATION — the ultimate objective

of a diversionary DDoS attack may be to steal
confidential data, sensitive Pll, valuable IP, or other
proprietary information; when the DDoS attack
has subsided, the criminals are already gone.
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I AN INCONVENIENT TRUTH



PROBLEM, SOLUTION:

LET'S TALK ABOUT DETECTION

First things first. You can't stop a DDoS attack if you haven't detected it.
The key to mitigation is having a system in place for identifying
characteristics of attacks and alerting security staff when an attack
appears — or better yet having an automated defense system to do it for
you. Detection starts by learning and setting benchmarks for normal traffic
patterns and then looking for anomalies that point to traffic generated, for
example, by bots, spoofed IP addresses, or reflected sources.

Common technigues for identifying malicious traffic include noting abnormal
swells in bandwidth, rapid increases in packet rates, a rush of previously
unseen IP addresses, out of proportion protocol ratios, and other unusual
characteristics that can be observed by monitoring traffic metadata flow
records (NetFlow, sFlow, IPFIX) from edge routers.

Once a DDosS attack is suspected, the bad stuff can be filtered out by
directing suspect traffic to a mitigation solution using packet-level strategies
that leverage anomalous behavior blocking and apply connection and rate
limits. Toxic sources can be identified and blocked using DDoS weapons
intelligence-based IP reputation lists, dynamically extracted distributed
pattern signatures, spoof request challenges, or by diverting suspicious
traffic through a paid, upstream scrubbing service.

@ THE 3 FLAVORS OF DDOS ATTACKS: HOW THEY WORK & HOW TO DEFEAT THEM
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DETECTION & MITIGATION STRATEGIES

There are two key methods for detecting malicious
traffic. DDoS attack traffic should be mitigated as close
to the network edge as possible.

1. Analyzing the metadata of traffic flow data
— best for volumetric attacks

2. Packet inspection
— effective for all three types of attacks

VOLUMETRIC ATTACKS flood the input side of a victim's
network with traffic typically obfuscated by spoofing.
Volumetric floods can be easily detected using a strategy
based on edge-router, flow-based analysis.

NETWORK ATTACKS tend to have less traffic than
volumetric attacks, which makes flow-based analysis

a less effective detection strategy. Establishing normal
traffic baselines by observing atypical traffic packet rates
and protocol ratios (unusually lopsided SYN to FIN) is key
to detecting network attacks.

APPLICATION LAYER ATTACKS exploit logic flaws in

the victim's apps. Flow-based analysis often misses

such attacks because their flow patterns may resemble
standard access patterns through the communication
stack. Detection may require analyzing data in the
packet's payload (e.g., GET vs. PUT), which is not possible
with flow-based analysis.
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MITIGATION
DEPLOYMENT MODES

There are two ways to implement a DDoS solution:

PROACTIVE: In-path packet inspection with proactive

mitigation is the most effective mode for detecting and
defeating all three types of DDoS attacks. However it
can be expensive for large deployments because ingress

traffic and mitigation scaling is applied at a 1:1 ratio.
The proactive mode is commonly used for protecting
enterprise applications and critical service provider
applications such as DNS.

REACTIVE: Analyzing out-of-band traffic metadata

and flow data (NetFlow, sFlow, IPFIX) with on-demand
< mitigation is best for detecting volumetric attacks, less

effective for network attacks, and ineffective at the

application layer. Reactive, flow-data deployments are

the most commonly used defense because they provide

full metadata-level network visibility and mitigation

can be over-subscribed and applied on demand to only

the portions of the network under attack. This mode is

typically used for service provider infrastructure defense
and DDoS cloud scrubbing services.
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WHAT TO LOOK FOR WHEN
SHOPPING FOR A SOLUTION

There's not a perfect anti-DDoS solution. But if you shop
around and evaluate your options along key parameters,
you can come pretty close.

PRECISION: False positives, false negatives, and other
detection and mitigation errors can result in major
collateral damage — missed attacks, legitimate users
blocked, and service downtime impacting business
success. Machine learning and real-time DDoS weapons
intelligence can help sharpen your solution and keep it
on target.

SCALABILITY: In the age of |oT, attacks have intensified
to a massive scale. Bots and billions of highly vulnerable
devices make scaling up to minimize risk a major
challenge. Look for a solution that can do so without
breaking the bank.

WARTIME EFFICIENCY: Time is of essence when you're
under attack. Policy-based, automatic escalation and
dynamic, attack-pattern recognition powered by machine
learning improve frontline defender effectiveness and
reduce burnout of IT staff. The less manual intervention
required, the better the solution.

AFFORDABILITY: Time is money. Automation, machine
learning, the proactive use of threat intelligence, and rapid
incident response can help you save a bundle.

| PRECISION: SCALABILITY
/ \ Too many errors /- I More IOT threats
\ / resulting in collateral have changed the
\I/ damage from false threat landscape

negatives and positives

WARTIME AFFORDABILITY
EFFICIENCY Legacy systems are
Not enough people too expensive to scale

to handle manual
intervention
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NEXT STEPS: THINGS TO CONSIDER

If you're shopping for a DDoS solution or even if you already have one in place, here are a few things to keep in mind:

DDoS attacks are inevitable: have your attack mitigation plan ready — because it's not if, but when

Attackers have evolved: prepare for multi-vector attacks and watch out for the growing prevalence of loT threats
Cloud scrubbing is an essential element of volumetric defense, but not a panacea

Collaborate with your industry to collect and correlate threat intelligence and look for ways to make it actionable
Protect your users from collateral damage — whether they're in-house or your customers

When DDoS attacks come, watch your back door for other security threats

&
&
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LEARN MORE ABOUT DDOS

Looking for more resources? There's a wealth of information
available. But the DDoS threat landscape is constantly evolving,
so make sure to use the most up-to-date sources as possible.
Here are a few more items to help you get up to speed:

THE STATE OF DDOS THE STATE OF DDOS HOW TO DEFEND
WEAPONS REPORT ATTACKS AGAINST AGAINST REFLECTED
SERVICE PROVIDERS AMPLIFICATION ATTACKS
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