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A10 and Secunetics Power
a Federal Agency's Transition
to Native IPv6

An executive department of the U.S. Federal Government
supports its mission with a diverse, modern infrastructure
of data centers, cloud environments, edge and IoT systems,
wired and wireless networks, and a broad spectrum of
websites, applications, and databases.

The Challenge: Transitioning to IPvé6
while Maintaining IPv4 Accessibility

In any large government agency, technology modernization is both

a top priority and a major challenge. For this agency, Secunetics has
been a critical partner to achieve a complete redesign of its network
architecture. “Our objective is to deliver a modern infrastructure that
is fully visible and fully in control at all times, intelligent and easy to
operate, adaptive to the mission demand, and innately secure,” says
Soe 0o, principal at Secunetics. As part of the project, the agency
needs to comply with the longstanding federal government mandate
to transition its infrastructure to IPvé.
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Our objective is to deliver a modern
infrastructure that is fully visible and fully in
control at all times, intelligent and easy to
operate, adaptive to the mission demand,
and innately secure.

-Soe 0o
Principal at Secunetics
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Public sector expertise
streamlined the complex federal
procurement process

 |IPv6-only systems and users

can now seamlessly access
IPv4-based resources

 IPv4 and IPvé6 coexist efficiently

within the agency’s networks

» Modular IPvé translation allows

maximum flexibility for future
network changes




Al0

While it is the goal of the federal government to
migrate entirely to IPv6-only network environments,
the fact remains that there will always be IPv4-
only resources both inside and outside federal
networks. Without a way for IPvé-only networks

to communicate with IPv4-only networks, the
transition cannot happen. As a result, organizations
like the federal agency will need to maintain access
to legacy IPv4 components for the foreseeable
future even as they roll out new IPvé6 infrastructure.
Protocol translation will play an important role
during this extended transition period.

Choosing the Right Solution

In researching solutions for IPvé transition, the
Secunetics team determined that a combination of
NAT64 and DNS64 translation technologies would
be the most suitable for the agency. This approach
allows both IPvé6 and IPv4 clients to access IPv4
resources, a key capability given that IPvé lacks
backward compatibility with IPv4.

The next step was to choose the best product for
the project. The agency had a strong preference to
work with its existing vendors, but Secunetics urged
a different option. “Based on our market research,
we found that A10’s Thunder CGN provided a better
solution than the agency’s existing networking
vendors for the requirements, including its NAT64
implementation, application layer gateways, robust
support for vendor-independent standard routing
protocols such as BGP and OSPFv3, and NetFlow
logging features, even though it meant bringing

in a new vendor,” explains Allen Chen, managing
consultant at Secunetics. A10 Thunder CGN met

the agency’s requirements for scalability and high
availability as well as the multi-tenant partitioning
capabilities needed to support its dual DMZ and
internal network domains. A10 also aligned well with
the extensive security and operational standards
maintained by the agency.
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Secunetics also had firsthand experience with A10
from a much earlier engagement with a different
executive federal department. “A10 was relatively
new to the market at that time but the project was
a great success in terms of both products and
implementation support,” recalls Oo. “We only work
with vendors we can trust to support our clients
through thick and thin, and take care of them when
issues arise. We knew that A10 was the partner we
wanted to promote for that engagement.”

A Government-savvy Partner
Streamlines Procurement

The procurement process for government
agencies can be highly complex and idiosyncratic.
“To streamline the path from concept to reality, it's
critical to work with vendors who understand how
to efficiently navigate government procurement,”
says 0o. “That includes making sure that their
products are in the appropriate service catalog

with proper pricing, knowing which contract vehicles
to go through and how to partner with people on
them, responding correctly to information requests,
and coordinating effectively with other stakeholders
in the ecosystem. It takes deep public sector
experience to understand that choreography,

and A10 was an ideal partner in that regard as well.”
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Implementing a Simple yet
Highly Capable Carrier-grade
Networking Solution

The Secunetics team designed a simplified

yet robust IPvé translation architecture. Within
each of the agency’s two network domains, the
semi-centralized solution would include separate
Thunder CGN solutions for its internal network
traffic and the internet-bound traffic. The agency
maintains two data centers, so the same solution
would be implemented redundantly in both
locations to provide high availability and seamless
load-sharing, and to allow in-service updates
without impacting users.

The implementation process began with a proof

of concept based on common use cases. A Thunder
CGN virtual appliance made it simple for Secunetics
to deploy the solution, demonstrate its capabilities,
and work through technical project details without
the need for a physical device. Based on the
success of the PoC, the agency proceeded with
fullimplementation of its hardware-based solution.

Outcome: Transparent

IPv6 Enablement with

Future Flexibility

The agency provides a broad range of essential

capabilities to constituents and stakeholders
through its desktop and web applications, data

systems, and other tools. With Thunder CGN in place,

these users can continue to access IPv4-based
resources even as they migrate to IPv6 endpoints.

By establishing an agency standard for IPvé
translation, Secunetics and A10 have also provided
a solution that can be sustained for the long run.

©2025 A10 Networks, Inc. All rights reserved.

EXECUTIVE DEPARTMENT OF THE U.S. FEDERAL GOVERNMENT

| CASE STUDY

“We know that personnel and priorities can shift over
time,” says 0o. “A10 translation technology enables

a sustainable transition with a standardized solution
that's embedded in the environment.”

At the same time, as a modular solution, Thunder
CGN allows the agency to deploy IPvé translation
easily anywhere in its environment. “If the capability
was implemented directly in the agency’s existing
routers, you'd lose the ability to change the
underlying infrastructure as easily,” explains Oo.
“With Thunder CGN, you can replace that hardware
while maintaining the same NAT64 solution. If you
want to scale, you can just plug in Thunder CGN
anywhere you need it regardless of your existing
equipment or topology. It's like NAT64 on a stick.”

Building for the Future
with USGvé Certification

Federal acquisition regulations require agencies to
procure IP-enabled products that are IPv6 compliant.
Proof of this capability is demonstrated through

the USGvé certification program. While waivers are
available for the requirement, A10 took the initiative
to undergo the certification process instead, saving
the agency considerable paperwork.

With USGvé certification in place, and an IPvé6 solution
fully implemented at an executive federal agency,
A10 and Secunetics now have a proven method for
agencies of all sizes to facilitate IPv6 transition.

“We’re very focused on building
reusable packages that we can apply
quickly and effectively in future
engagements. Together with A10, we
can now offer a seamless path to IPvé

for the public sector.”

-Soe Oo
Principal at Secunetics
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Find out how to manage Request a live demo
IPv4 exhaustion using CGNAT and experience the

IPv6 - Are We There Yet? A10 Networks Difference

Download eBook : Schedule a Demo

About A10 Networks

A10 Networks provides security and infrastructure solutions for on-premises, hybrid cloud, and edge-cloud
environments. Our 7000+ customers span global large enterprises and communications, cloud and web
service providers who must ensure business-critical applications and networks are secure, available, and

efficient. Founded in 2004, A10 Networks is based in San Jose, Calif. and serves customers globally.

For more information, visit A1lONetworks.com and follow us @A10Networks.
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