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1 INTRODUCTION

Microsoft SharePoint 2010 is the latest web application platform developed by Microsoft for small to large
businesses. Microsoft SharePoint 2010 is designed as a centralized collaboration, content, and file
management application software. SharePoint provides many features for clients, such as support for
audio, video, and Silverlight applications, making it easy for users to build dynamic web sites. SharePoint
2010 also offers the new ribbon user interface that makes SharePoint easier to deploy, manage and
customize. In addition, SharePoint now offers easy-to-deploy templates that range from wikis to
workflows. SharePoint is a very scalable solution that can support thousands of customers and it can be
deployed in a multi-server environment. The AX Series Application Delivery Controllers (ADCs) provide
advanced load balancing services for Microsoft SharePoint 2010.

2 DEPLOYMENT GUIDE OVERVIEW

This document shows how an A10 Networks AX Series device can be deployed with Microsoft
SharePoint 2010. The tested solution is based on an AX Series device load balancing two (2) SharePoint
Web Front End (WFE) servers. The WFE servers will be referred to as web servers (WS) in the next
chapters. Refer to Table 1: AX Deployment for SharePoint 2010 Server Roles, for the details of the server
roles within the deployment guide.

The deployment guide is divided into two sections namely: Basic AX configuration and Advanced AX
configuration for SharePoint. The Basic AX configuration is a bare minimum configuration that can be
used in a SharePoint deployment. To transition configuration from Basic to Advanced there are required
configuration to be change. Please refer to the configuration changes required in Error! Reference
source not found..

This deployment document does not apply to Microsoft SharePoint 2003 or 2007 Servers. This
deployment guide only applies to Microsoft SharePoint 2010 installations.
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3 DEPLOYMENT GUIDE PREREQUISITES

AX Series Requirements
1 The A10 Networks AX Series ADC must be running version 2.4.x
Microsoft SharePoint Requirements

1 The Microsoft SharePoint 2010 application was tested and deployed for internal and external
users to access the SharePoint service.

1 Microsoft SQL Server 2008 R2 is required.

1 All Microsoft SharePoint 2010 Server Components are running on Windows 2008 (64-bit)
Enterprise Edition Server Operating System.

The deployment guide was tested based on:
T AX Release: 2.6.1
1 Clients OS: 64-bit Windows 7 Operating System.
1 Client browsers:
8§ Microsoft Internet Explorer Version 8.0
§ Google Chrome Version 10.0

§ Mozilla Firefox Version 4.0.1

Note: If the Virtual IP (VIP) is accessed from an external client, the network topology needs to be
deployed on a routed mode. If the SharePoint services are accessed internally, the network has to be
deployed on a one-arm mode. If the SharePoint servers are accessed from internal and external clients,
the network topology has to be deployed in one-arm mode configuration.

Note: For additional deployment modes that the AX Series device can support, please visit the following
URL: http://www.al0networks.com/products/axseries-load-balancing101.php
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4 AX DEPLOYMENT FOR SHAREPOINT 2010 SERVER ROLES

Figure 1: Provides server description for the test environment:

Server Roles Role

This server also known as a Web Front-End server (WFE) hosts all Web pages, Web Parts, and

Web server Web services used when your server farm receives a request for processing.

Application server This server hosts the service applications running in the farm, such as Visio, and Excel Services.

This server stores most of the data associated with a SharePoint 2010 implementation includ-
Database server ing configuration settings, administration information, data associated with the service ap-
plications, and user content.

This is an application server feature that is responsible for querying the index, finding the
Query server matching content, and then sending the content back to the Web servers for presentation to
users.

This is an application server feature that is responsible for accessing and cataloging content
Crawl server sources which then propagate the results to the query servers. The crawl server uses a crawl
database to store the URLs of all sources crawled.

Figure 1: SharePoint Server Role Matrix

5 ACCESSING THE AX SERIES LOAD BALANCER

This section describes how to access the AX Series device. The AX can be accessed either from a
Command Line Interface (CLI) or Graphical User Interface (GUI):

1 CLIT Text-based interface in which you type commands on a command line. You can access the
CLI directly through the serial console or over the network using either of the following protocols:

§ Secure protocol i Secure Shell (SSH) version 2
8§ Unsecure protocol i Telnet (if enabled)

1 GUIT Web-based interface in which you click to access configuration or management pages and
type or select values to configure or manage the device. You can access the GUI using the
following protocol:
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§ Secure protocol i Hypertext Transfer Protocol over Secure Socket Layer (HTTPS)
Note: HTTP requests are redirected to HTTPS by default on the AX device.

Access information:

=t

T Def aul t Uadmname:

9 Default paslOward is @
T Default I P Addre$%2o081tB8&. 8&vice is

For detailed information how to access the AX Series device, refer to document fA10 Net
System Configuration and Administration Guide. pdfo

6 SHAREPOINT 2010 RECOMMENDED INSTALLATION PROCEDURES

1. Prepare a list of servers that will be deployed in the topology. The required servers for SharePoint
are Application Server (AS), Web Front End (WFE), Database Server (DB), indexing/search
server, Active Directory (AD)/Domain Name Servers (DNS) server and optional Network Access
Storage (NAS).

2. Install base Windows OS (Windows 2010 64-bit) and install required software prerequisites.
Install SQL database and provision a SQL Admin account with the permission level needed to
create a database for SharePoint 2010 server.

3. Active Directory (AD) and DNS servers are required for network management and user
provisioning.

4. Install SharePoint 2010 server and configure the services based on server roles. This can be
done via the SharePoint Web Management GUI.

5. Configure an Alternate Access Mapping (AAM) on the web servers.

Note: For additional information on how to configure AAM refer to:
http://technet.microsoft.com/en-us/library/cc263208(office.12).aspx

6. Testthe SharePoint site to verify that it is accessible, and then deploy the AX Series device.

Note: If you have an existing SharePoint 2010 Server already installed, you can skip the SharePoint 2010
recommended installation procedure above.
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7 ARCHITECTURE OVERVIEW

=
External Client 1 203.0.113.2

eth0203.0.113.1

eth1 192.168.30.1

Router

eth2 VLAN 30-192.168.30.50

. .
VIP: 172.16.1.200 Bl Sia IBEEE| (SRR (===

eth1VLAN 10-172.16.1.50

1721614 1721612 172.16.1.5 172.16.1.6 1721613 1721617 17216110

AD/DNS WS1 WS2 AS Query/Crawl Internal Client 1
DB Tier Web Tier App Tier Client

AS: Application Server | WS: Web Server | DB: Database Server | AD: Active Directory | DNS: Domain Name Server

Figure 2: SharePoint 2010 Deployment Topology
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8 BASIC AX CONFIGURATION FOR SHAREPOINT

This chapter explains how the AX Series is configured with Microsoft SharePoint 2010 server
implementation. This chapter provides instructions for installing the real servers, service group, virtual
services, and virtual servers in a basic Microsoft SharePoint configuration with no optimization.

Basic SharePoint Configuration

o a

. .
HTTPS e s HTTPS
T iliaa -

Figure 3: Basic SharePoint Configuration

The simplest configuration uses the AX series device to load balance SharePoint traffic using a secured
HTTPS connection. The WFE are the only servers that are load balanced by the AX. This is because
Microsoft SharePoint 2010 has its own built-in redundancy and load balancing mechanism on the
backend servers. For detailed information explaining why Applications Servers (AS) and other SharePoint
components cannot be load balanced with any load balancer, refer to the following URLSs:

http://social.technet.microsoft.com/Forums/en-CA/sharepoint2010setup/thread/f3ael16bl-8a3b-4ffa-a2e0-
€78a48889c71

http://blogs.msdn.com/b/spses/archive/2010/01/20/sharepoint-2010-shared-service-architecture-part-
1.aspx
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8.1 SERVER CONFIGURATION

This section demonstrates how to configure the SharePoint webservers in the AX Series.

1. Navigate to Config Mode > SLB > Server.

2. Click Add to add a new server.

3. Within the Server section, enter the following required information.
4., Na meWS1ld

5. IP address /Host: 172.16.1.5

Note: Enter additional servers if necessary.

5LB >> Server »> Create

General

Hame: * s |

IP Address/Host: * [iT2.1818 | L IPvE
GSLB External IF Address:

Wight: 1

Health Monitor: (default) -

Status: @ Enabled Disabled

Connection Limit: 2000000 ¥ Logging

Connection Resume:

Slow Start:

Spoofing Cache:

Stats Data: @ Enabled Disabled
Extended Stats: Enabled 2 Disabled
Server Template: defaull -
Description:

Figure 4: Real Server Configuration

6. Inthe Port section, enter Port and Protocol type, then click Add.
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2 Port
Port: Protocol Weight(w): * [No sSL
Connection Limittg}: Logging Connection Resumetﬂ}::l @ update
Server Port Template(SPT): default - Stats Data(SD): @ Enabled (' Disabled @ Delete
Health Monitor(HM): @ (default) ~ [ Follow Port: TCP @ Enable
Extended Stats{ES): ) Enabled @ Disabled € Disable
= Port |Protocol|CL CR W |MoSSL [SPT HM SD [ES
[ |@ |443 |TCP 8000000 @ 1| default (default) v Elx]

Figure 5: Real Server Port Configuration

7. Click OK and then click Save to store your configuration changes.

8.2 HEALTH MONITOR CONFIGURATION

The AX series automatically initiate the health status checks of real servers (ICMP) and service ports
(TCP Health Check). This provides clients assurance that all request go to functional and available
servers. If a server or a port does not respond appropriately to a health check, the server will be
temporarily removed from the list of available servers. Once the server is restored and starts responding
appropriately to the health checks, the server will be automatically added back to the list of available
servers.

For higher availability Microsoft recommends the test IIS servers with a real http i G E fequest.
1. Navigate to Config Mode > SLB > Server Port > Health Monitor.
2. Click Add.
3. For the health monitor Name, enteri Shar ePoi nt HCO
4, FortheType, s eHETERO A

5. Click OK and then continue with the Service Group configuration.
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Health Monitor
Hame: * |5harePaint HC |

Retry:

Consec Pass Req'd:
Interval: Seconds
Timeout: Seconds

Strictly Retry:

DDWW—Aw

Dizable After Down:

O Method
Override [Pvd:
Override IPvG:
Override Port:

Method: @ Internal ) External

Type: | HTTF - |
Port: 20

Host:

URL: GET -/

User:

Password:

Expect: @ Text O code

Maintenance Code:

Figure6: Health Monitor Configuration

8.3 SERVICE GROUP CONFIGURATION

This section demonstrates how to configure the SharePoint webservers in a service group. A service
group contains a set of real servers from which the AX device can select to service client requests. A
service group supports multiple SharePoint real servers as one logical server.

1. Navigate to Config Mode > SLB > Service Group.

2. Click Add to add a new service group.

3. Within the Server Group section, enter the following required information:
8§ Name:EnteriShar ePoint Serverso

8§ Type: 3 €IPomntthe drop-down menu.

w

Algorithm: Selecti Ro u n d Rfiorh thenddop-down menu.

§ Health Monitor: Selecti Sh ar e P o ifront theldrégzdown menu.
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Service Group

Name: * [SharePoirt Servers |

Type: | TCF -~
Algorithm: | Round Robin - |

Health Maonitor: _SharePoint HC 1

Min Active Members: |:|

[ Send client reset when server selection fails
Stats Data: @ Enabled O Disabled

Extended Stats: O Enabled @ pisabled

Description:

Figure 7: Service Group Configuration

4. Navigate to Config Mode > Service > SLB > Service Group.

5. Inthe Server section of the window, add one or more servers from the server drop-down list:
§ Server: Select i WS 1from the drop-down menu.
§ Port: H¥ter 0

6. Click Add and enter all the available SharePoint web servers.

Figure 8 shows that the server names "WS1" and "WS2" are entered, each with port 443.

O Server

IPv4/IPVE: @ Ipv4 O IPV6

Server:” sz |~] Port* | K] | |© add |

Server Port Template(SPT): default - Priority: 1 - & update

Stats Data: @ Enabled ©) Disabled @ Delete
[F] Server Port SPT Priority | Stats Data 2 Enable
0@ |wst 443 default 1 ] €3 Disable
0 | @ [ws2 443 default 1 ]

Figure 8: Service Group Ser€enfiguration

7. Click OK and then click Save to store your configuration changes.
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8.4 VIRTUAL SERVER CONFIGURATION

This section demonstrates how to configure the VIP with the AX Series. Adding the virtual server ports
within the AX Series will generate a virtual service list based on the protocol type selected.

1. Navigate to Config Mode > SLB > Virtual Server > General.
2. Within the General section, enter the following required information:
§ Name:Ai WS/ PO

8§ IP Address or CIDR Subnet: 172.16.1.200

S5LB »> Virtual Server >> Create
General
Hame: * | | Wildeard
IP Address or CIDR Subnet: * =] & IPed O IPve
Status: % Enabled Disabled
ARP Status: % Enabled Dizabled
Stats Data: % Enabled Dizabled
Extended Stats: Enabled % Disabled
When-All-Ports-Down: @ Enabled Disabled
HA Group: -
Virtual Server Template: defaul -
PBSLE Policy Template: -
Description:

Figure 9: Virtu&server or VIP Configuration
3. Navigate to Config Mode > SLB > Virtual Server > Port.
4. Click Add.
5. Enter the Virtual Server Port information:
§ Type: from the drop-down menu,s e | dCRa A
§ Port: M430

§ Service Group: From the drop-down menu, s e | &SlarePdint Serverso0 t o bi nd the
server to the real servers.
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Virtual Server: | 1
Type: * TCF -

Port: * 2 1
Service Group: | SharePoint Servers -]

Figure 10: Virtual Server Port Configuration

O Port
[[] |status Port Type Service Group i) Add
@ 443 TCP SharePoint Servers D Edit
i3 Delete
2 Enable
) Disable
Figure 11: Virtual Port Lists
[] Name - Type ~ Port ~ IP Address or CIDR Subnet
O] _172.16.1.200_TCP_443 TCP 443 172.16.1.200

Select All Unselect All

Figure 12: Virtual Services Overview

6. Click OK and then click Save to store your configuration changes.
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8.5 SOURCE IP PERSISTENCE

The AX series can support different modes of persistence; such as Cookie persistence, Destination IP
persistence, Source IP persistence, and SSL session ID persistence. The purpose of persistence is to
direct traffic from the same client to the same server.

This deployment guide focuses on Source IP Persistence in the basic SharePoint configuration. Cookie
persistence configuration will be featured within the Advanced SharePoint section.

Load Balancing: Source IP Persistence
Server-1
Client 1 @ SlL R
SRC IP Persistence
A e || [ ; @ Server-3
Client 2
pl Load Balancer :
®
Server-n
Client 3

Figure 13: Source IP Persistence

8.5.1 CREATE IP PERSISTENCE TEMPLATE
1. Navigate to Config Mode> Template > Persistent > Source IP Persistence.
2. Click Add.

3. Enter the Source IP Persistence name.
E x a mp $oarce IFiPersistenceo

4. Click the Match Typedrop-d o wn menu aRoda sel ect

5. Leave the Timeout set to 5 minutes (Default).
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Template >> Persistent »>> Source IP Persistence = > Source IP Persistence
Source IP Persisience
Hame; " Source IP Persistence
Match Type: Part -

Timeout: : Minutes.

Don't Honar Conn Rules:

Nelmask: 255.255.255.255

X Cancel

Figure 14: Source IP Persistence Overview

6. Click OK and then click Save to store your configuration changes.

8.5.2 APPLY IP PERSISTENCE TO THE VIP
To assign the template to the VIP:
1. Navigate to Config Mode > Service > SLB > Virtual Server Port.

2. From the Persistence Template Type drop-down menu, select Source IP Persistence
Template.

3. Sel ect the corresponding template that wsausedcreat ed.
as the template name in the example below.

Persistence Template Type: | Source IP Persistence Template - |

Source IP Persistence Template: | Source IP Persistence -|

Figure 15Persistence Template Configuration

4. Click OK and then click Save to store your configuration changes.

8.6 IP SOURCE NAT

Optional: Only for one-arm deployment.

This section configures the IP Address pool to be used for IP Source Network Address Translation
(SNAT). When incoming traffic from a client accesses the VIP address (For example: 172.16.1.200), the

client request sedaor,e whsiocunr cmee aNiAsST t hat the AX replaces toh
based on the configured address pool of the source NAT. SNAT is required when your network topology
is basaegdaromo idepl oyment and if you have internal <client

VIP. The Source NAT template must be applied in the virtual server port for the NAT to take effect.
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One-Arm Mode VIP: 172.16.1.200  SNAT: 172.16.1.250

w
& @ %

Client Router L 172.16.1.6

203.0.113.2 172.16.1.1

Switch

Network: 172.16.1.0/24 Default Gateway  172.16.1.8

172.16.11 SharePoint
Web Servers

8 IS, [ P [ owr @
Client 203.0.1132 | 172.16.1.200 17216.1.250 | 172.16.15 Server

8 ‘
Dest IP Source IP

Client 203.0.113.2__| 172.16.1.200 172.16.1250 | 172.16.1.5 Server

Figure 16: IP Source NAT and traffic flow overview

8.6.1 CREATE IP SOURCE NAT TEMPLATE
1. Navigate to Config Mode >Service> IP Source NAT.
2. Click Add.
3. Enter IP Source NAT Name: fSNATQ
4. Enter Start IP Address: 172.16.1.250 (Example)
5. Enter End IP Address: 172.16.1.250 (Example)

6. Enter Netmask: 255.255.255.0
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IPv4 Pool

Name: * ISHAT I
Start IP Address: * [7zi6120 |
End IP Address: * 1172.16.1.250 1
Netmask: * 1255.255.255.0 |
Gateway:

HA Group: -

Figure 17: IP Source NAT Configuration
7. Click OK and then click Save to store your configuration changes.

Note: Apply the SNAT template to the Virtual Server Port. If the SharePoint environment will consist of
many concurrent users, it is advisable to configure multiple SNAT IP addresses. One IP address can be
used for up to 64,000 flows.

8.6.2 APPLY IP SOURCE NAT TO THE VIP
1. Navigate to Config Mode > Service > SLB > Virtual Server.
2. Select the Virtual Server name AVS-VIPa
3. Select port 430 aclicll Edit.
4. From the Source NAT Pool drop-down list, selectthe ISNATO t emp | at e.

Access List: -

Source NAT Pool: [SNAT |

Figure 18: SNAT Binding

5. Click OK and then click Save to store your configuration changes.
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8.7 VALIDATE SERVICE

To validate that the basic configuration is functioning correctly, do the following:

1. Navigate to Monitor Mode> Service >SLB> Virtual Server.

P
2. Check that the Status states is green:

Figure 19: Virtual Server status

3. Launch one of the approved web browsers from the lists above and navigate to the VIP address.
For example, 172.16.1.200 = www.example.com.

Figure 20Connection to theoadBalanced SharePoint Site

A‘g Networks / performance by Design // . 21


http://www.example.com/


















































































