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Deployment Guide for Microsoft Terminal Services 2008

® Introduction

This deployment guide contains configuration procedures for AX Series application delivery controllers
and server load balancers to support Windows Server 2008 Terminal Services.

Microsoft Terminal Services (TS) allows users to remotely control the whole desktop or certain applica-
tions. Microsoft provides three TS access modes:

» Remote Desktop Connection (RDC)
» Remote Desktop Connection with TS Gateway (RDC with TSGW)
* Web Access

For more information on Microsoft TS 2008, visit:
http://www.microsoft.com/Windowsserver2008/en/us/ts-product-home.aspx

The AX Series with its Advanced Core Operating System (ACOS) has been designed specifically for ap-
plications such as TS, providing more robust response in failover situations, offloading security process-
ing, and performing intelligent load sharing for all three TS access modes.

Prerequisites & Assumptions

» A10 Networks’ AX platform should be running software version 2.0 or later.

* It is assumed that users have some basic configuration familiarity with both AX and Microsoft TS
products.

» The AX can be configured in one-armed mode or routed mode.

* Microsoft screenshots are from Windows 2008R2 TS servers.

* Note: A10 supports Microsoft 2008 and Windows 2003 TS servers too. The same A10 configura-
tion can be applied for them.

» Both IPv4 and IPv6 Windows TS are supported. The examples in this deployment guides use
IPv4.
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Deployment Guide for Microsoft Terminal Services 2008
B AX deployment for Windows TS with RDC access

Windows 2008 enhanced TS with a new role: Session Broker. TS Session Broker provides simple load
balancing and user persistency to the TS Server.

Microsoft recommends Session Broker for Terminal Server farms of two to five servers.
(http://download.microsoft.com/download/b/b/5/bb50037f-e4ae-40d1-a898-7cdfcfOee9d8/All-Up/
WS08AndWS03ComparisonFinal _En.docx.)

AX fully supports Microsoft TS and allows:
» Large TS farms
» Granular TS load balancing and availability options
* TS in private networks (not directly reachable from outside)

€
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Figure 1: Microsoft TS with RDC access deployment
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Microsoft TS configuration with the AX Series load balancer

Note: To download a step-by-step guide for Microsoft TS, visit: http:/technet.microsoft.com/en-us/library/
cC772418%28WS.10%29.aspx

As explained in the Microsoft guide, to deploy with load balancers, configure the following Remote
Desktop Connection Broker settings on each TS. Navigate to Administrative Tools > Remote Desktop
Services > Remote Desktop Session Host Configuration - Edit Settings / RD Connection Broker. Use the
following settings:

» Deselect Participate in Connection Broker Load-balancing. (Load balancing is performed by
the AX device.)

+ Select Use token redirection. (When an end user closes their RDP connection without logging
out and then reconnects, the end-user does not reconnect directly to the TS. Instead, they pro-
vide the TS IP address information in a routing token used by the load balancer to know where to
redirect the end-user.)

» Select the IP address of the TS provided in the token. (This must be the Terminal Server IP ad-
dress defined on the AX device.)

x

Generl I Licensing RO Connection Broker | RO IP Virtualization I

Server purpose:

RD Connection Broker: | TSSB.dimi fr

Farm name: IHD P-Fam1

Change Settings... |

|'|' Participate in Connection Broker Load-Balancing I

Relative weight of this server in the fam: I 100 3:

IUse token redirection - l

Select token redirection only if your load balancer supports the
use of R0 Connection Broker routing tokens

Select |P addresses to be used for reconnection:

IP Address | Metworlk Connection -

10026 Local Area Connection |
fed0::100: A fffe... Local Area Connection™ 11 —

[ fe80:5efe:10.0.... isatap {E7800145-6244-4E53-5C0.. =

ok | Cancel | Aol
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AX configuration

Note: This example shows only the required AX options. For information about other options, see the AX
Series Configuration Guide, the AX Series GUI Reference, or the GUI online help.

AX configuration steps:

1. Create areal server for each TS. Enter the TS name and IP address, and add TCP port 3389.

> Via Web GUI: Config Mode > Service > SLB > Server

General

Name: ' 1151 |

IP AddressHost: * [ronze | ©@Pw Cipve

GSLB External IP Address: | |

Weight: [1 |

£ Port

port:* [5G35 Protocol: [TCP___ %] weightoas:* [1 | [INossL

Connection Limt(cL)y{/8000000 | [ Logying Connection Resume(CRE | @ Update |

Server Port Template(SPT): | default ¥|  stats DataiSDr: & Enabled  C Disabled @ Delete

Health Monitor(HM): © | (defaulty %] Ofollowport: [ | [1cF ~ @ Enable |
il Port Protocol |CL CR W  |No SSL |SPT HM sD €3 Disable
O |® |32 |ToP 5000000 ) 1 | o default (default o |

> Via CLI: AX(config)#slb server TS1 10.0.2.6

AX(config-real server)#port 3389 tcp

2. Create the service group (TS farm).

Enter a name for the service group, and select TCP from the Type drop-down list. Assign each
TS to the service group.
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> Via Web GUI: Config Mode > Service > SLB > Service Group

Senvice Group

Name: ' |75 -Farm |

Type: |TeR B |

Algorithm: | Round Robin v

Health Monitor: | v|

Min Active Members: F

[l Send client reset when server selection fails

Stats Data: @ Enabled O Disabled

Description:

O Server

IPVAIPVG: @t Oeve

Server: ' .T§2 !C_x_' Port: * & add

Server Port Template(SPTE | default | Priority: |_1—v-i @ update .

Stats Data: @ Enabled O Disabled @ Delete
0 Server ~ [port  [spr Priority |Stats Data @ Enable
O@ 191 3389 default 1 ® €3 Disable
O @ (152 3389 default 1 o

o ViaCLl: AX(config)#slb service-group TS-Farm tcp

AX(config-slb svc group)#member TS1:3389
AX(config-slb svc group)#member TS2:3389

3. Create the virtual IP address (VIP), which is the IP address that clients will access.
a. Enter a name for the VIP, and enter the IP address.
> Via Web GUI: Config Mode > Service > SLB > Virtual Server

General

Name: * I7s | O wildcara

IP Address or CIDR Subnet: * F2.62.24.31 | @ipve Cipve
Status: @ Enabled O pisabled

° Via CLl: AX(config)#slb virtual-server TS 62.52.24.31

b. Add the TCP port and select the service group.
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> Via Web GUI: Config Mode > Service > SLB > Virtual Server > Port

Virtual Server Port

Name: s

Type: ' | TCP e |

Port: * | EEEE] |

Service Group: [T5-Farm R |

Connection Limit: O Drop Reset Logging
o ViaCLI: AX(config-slb vserver)#port 3389 tcp

AX2(config-slb vserver-vport)#service-group TS-Farm

4. Create an aFleX policy, to define the TS persistence rule:

when CLIENT ACCEPTED {
# Collect client packet only if there is at least 30 bytes
# (If there is no routing token => first packet is 19 bytes)
TCP::collect 30

}

when CLIENT DATA {
# Find and save the routing token in the variable "msts"
set payload [TCP::payload]
set index [ expr [string first "msts='
"msts="]]

Spayload] + [string length

#only if there is a routing token
if {Sindex ne 4} {
set msts [string range S$payload $index end]

# Find and save the rawip@ in the variable "rawip"
set index2 [string first "." S$msts]
set rawip [string range $msts 0 [expr S$index2 -1]]

# Find and save the raw tcp port in the variable "rawport"
set msts2 [string range S$msts [expr $index2 + 1] end]

set index3 [string first "." $msts2]

set rawport [string range $msts2 0 [expr S$index3 - 1]]

# Convert and save the real tcp port in the variable "port
set port [ntohs [format "%d" S$rawport]]

# Convert and save the real ip@ in the variable "ipaddr"
set bin [binary format i S$rawip]

binary scan $bin cccc a b ¢ d

set a [expr { S$a & Oxff }]

set b [expr { $b & Oxff }]

set ¢ [expr { $c & Oxff }]

set d [expr { $d & Oxff }]

set ipaddr "$a.$b.$c.s$d"

node $ipaddr S$port

# print the node

# log "node= $ipaddr $port"
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> Via Web GUI: Config Mode > Service > aFleX

aFleX
when CLIENT ACCEPTED { ~
# Collect client packet only if there i= at least 30 hytes
# (If there i= no routing token =» first packet iz 19 bytes)
TCP::collect 30
i
when CLIENT DATA {
# Find and save the routing token in the varishle "msrs"
Definition: ' set payload [TCP::payload]
set index [ gxpr [string first "msts=" Spavload] + [string length
mmsts="1]

set w3tz [string range §payload jindex end]

# Find and save the m@ in the wvarishle "rawip"”
set index2 [string first "." sfmsts]
set rawip [string range fmwsts 0 [expr findexz -1]1]

v
° Via CLl: AX(config)#import aflex TS-persist
tftp://172.31.31.12/TS-persist
5. Assign the aFleX policy to the virtual server.
> Via Web GUI: Config Mode > Service > SLB > Virtual Server > Port
aFleX: ITS—persist 4 |
o ViaCLI: AX(config)#slb virtual-server TS 62.52.24.31
AX(config-slb vserver)#port 3389 tcp
AX(config-slb vserver-vport)#aflex TS-persist
AX VIP status
Display the status of the VIP and its members:
» Via Web GUI: Config Mode > Service > SLB > Virtual Server
) Connections Packets Bytes
O Name Current Total Forward Reverse Forward Reverse
O|© |Tsme252.2431 0 0 0 0 0 0| [
o HTTFSi443 1} 0 0 1} 1} 0| [z
() 80 (TSG1) ] ] ] ] i ]
(4] 80 (TSG2) a a a ] a a

* ViaCLl: AX#show slb virtual-server TS
AX#show slb service-group TSG-Farm
AX#show slb server [TSGl | TSG2]
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AX deployment validation

To validate the AX deployment:

1. Verify that clients can access the TS farm using RDP access via the VIP:

o Launch RDP (mstsc.exe) and connect to the VIP.

‘t‘! Remote Desktop Connection

Remote Desktop

Connection

LComputer; 252241

User name:  Mone specified

“ou will be azked for credentialz when vou connect.

[ Connect J[ Cancel ][ Help ]E_g_ptil:uns >>ﬂ

o Validate that the client has access to a TS.

o

Administrative Tools > Remote Desktop Services > Remote Desktop Services Manager, and
go to the TS group.

File Action View Help
= 2@ BmE
=0 Remote Desktop Services b
B 3 TSSB.dmifr -

_ | Actions

») Manage Remote Desktop Session Host Server Group: RDF |
& wf My Group "Q
# yfy RDPFarmi

=l5(x]

.‘Iﬁj Add Computer
Ei) Empty Group
Refresh

Reset
. -

s
e T T

userl RODP-Te.. 2

2. Verify persistence. Have one client close its RDP session (without logging out from the TS),
and reconnect. The AX device should send the new connection to the same TS.
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o Open an application (for instance, “Notepad”) and close the RDP session without logging
out from the TS.

‘t‘! 192.168.18.65 - Remote Desktop

o Establish a new RDP connection (from the same PC or another one) and log in with the
same user. The new RDP connection is on the same server and the application is still there.
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B AX deployment for Windows TS with RDC with TSG access

Windows 2008 enhanced its TS with a new role: Gateway. TS Gateway provides RDP connection over
HTTPS. The Gateway role enables remote end-users to access the TS farm, even when the RDP proto-
col is blocked by a firewall and only HTTP/HTTPS is authorized.

The AX device fully supports Microsoft TS Gateway and allows:

* Large TS Gateway farms

» Granular TS Gateway loadbalancing and availability options

» TS Gateways in private networks (which are not directly reachable from outside)
» Optional SSL offload on TS Gateways

Note: The same AX device can be used for TS with RDS (described in the previous section) and TS with
RDC with TSG.

HTTPS (443)
HTTPS (443) /

31 )

62.52.24.0/24 /
Remote

Clients

SEE6 ©

RDP (3389)

Figure 2: Microsoft TS with RDC with TSG access deployment

Microsoft TS Gateway configuration with load balancers such as AX

Note: To download a step-by-step guide for Microsoft TS Gateway, visit: http://technet.microsoft.com/en-
us/library/cc771530%28WS.10%29.aspx
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As explained in the Microsoft guide, to deploy with load balancers, configure the following settings on
each TS Gateway. (Navigate to Administrative Tools > Remote Desktop Services > Remote Desktop
Gateway Manager — Edit Properties / Server Farm.)

S x
General | SSL Certficate | RD CAP Store [ Server Fam | Audiing | SSL Bridging | Messaging |

Specify the RD Gateway servers to include in the RD Gateway server farm.

RD Gateway server farm member:
| Add

i Add every RD Gateway server that you want to include in the fam, and ensure that
you include this RD Gateway server.

Remote Desktop Gateway server fam status:
Server name | Status | Connections | Details

0 | This RD Gate: erver fam member s

Refresh Status Remove |

QK I Cancel Apply

When deployed with load balancers configured with no TS Gateway SSL offload, use the same server
certificate for the following on all TS Gateways:

+ |IS (Navigate to Administrative Tools > IS - Select Server > Sites > Default Web Site - Edit Site
Bindings.)

» Terminal Service Gateway (Navigate to Administrative Tools > Remote Desktop Services > Re-
mote Desktop Gateway Manager — Edit Properties / SSL Certificate) on all TS Gateways.
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When deployed with load balancers that are configured with TS Gateway SSL offload, configure HTTPS-
HTTP bridging on each TS Gateway. (Navigate to Administrative Tools > Remote Desktop Services >
Remote Desktop Gateway Manager — Edit Properties / SSL Bridging.)

-
General | SSL Certficate | RD CAP Store | Server Famm | Auditing Messaging |

For enhanced securty, you can configure RD Gateway for uge with |15A Serverora
non-Microsoft product to perform secure sockets layer (S5L) bridging.

¥ Use S5L Bridging [

™ HTTPS - HTTPS bridging feminate SSL requests and initiste new HTTPS
requests)

¢ HTTPS - HTTP bridging #eminate 551 requests and inttiate new HTTP
requests)

i | Important: You must enable external S5L termination on the SSL bridging product
you plan to use and configure it to connect to the RD Gateway server. For more
information, see Enable HTTPS-HTTF Bridging on the B0 Gateway Server.

AX configuration

The steps below detail the AX configuration for TS Gateway with SSL offload. If you do not want to of-
fload SSL on TS Gateway, see the “No SSL Offload Note” in each step.

Note: This example shows only the required AX options. For information about other options, see the AX
Series Configuration Guide, the AX Series GUI Reference, or the GUI online help.

AX configuration steps:

1. Create a real server for each TS Gateway. Enter the TS name and IP address, and add TCP
port 80.
No SSL Offload Note: Replace port 80 with 443.
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> Via Web GUI: Config Mode > Service > SLB > Server

General

Name: * |T5G1 |

IP Address Host: * [ionzs | @ipva Cipve

GSLB External IP Address: | |

Weight: 11 |

O Port

port:* [T ] Protocok [TCP___ ¥ Weighto: * Clno ssL © Add

Connection Limit(CL){8000000 Logging Connection Resume(CR: | @ Update

Server Port Template(SPT): | default ¥|  Stats DataisD:: @ Enabled O Disabled @ Delete

Health Monitor(HMy: @ | (default w| OFollowPort: [ | ] @ Enable
|l Port Protocol |CL CR W No SSL [SPT HM so €3 Disable
O |@ (a0 TCP aoooonn @ 1 (] default fetault) (V] '

o ViaCLl: AX(config)#slb server TSGl 10.0.2.8

AX(config-real server)#port 80 tcp

2. Create a service group for the TS Gateway farm.
Enter a name for the service group, and select TCP from the Type drop-down list. Assign each
TS Gateway to the service group.

No SSL Offload Note: Replace port 80 with 443.
> Via Web GUI: Config Mode > Service > SLB > Service Group

Service Group

Name: ' ITSG-Fam 1

Type: L1cp |

Algorithm: | Round Raobin |

Health Monitor: | ~ |

Min Active Members: (M|

F Send client reset when server selection fails
Stats Data: @ enabled O Disabled
Description;
O Server

IPV4IPVG: @i Cipve

Server: Ts62 (@]  Po: @ Add

Server Port Template(SPTY: | default | Priority: |_1—V| @ Uﬁdate

Stats Data: @ Enabled O Disabled @ Delete
il Server Port SPT Priority |Stats Data @ Enable
TT10% 7501 T Hetault 7 /] € Disable
[]|@ |T5G2 g0 default 1 [v] .

o ViaCLI: AX(config)#slb service-group TSG-Farm tcp

AX(config-slb svc group)#member TSG1:80
AX(config-slb svc group)#member TSG2:80
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3. Create the virtual IP address (VIP), which is the IP address that clients will access.

No SSL Offload Note: In step b, replace port type HTTPS with TCP.
a. Enter a name for the VIP, and enter the IP address.

> Via Web GUI: Config Mode > Service > SLB > Virtual Server

General

Name: * I7s | O wildcara

IP Address or CIDR Subnet; * [E252242 | @Pv Cipve
Status: @ Enabled O pisabled

o

Via CLI: AX(config)# slb virtual-server TS 62.52.24.31

b. Add the HTTPS port and select the service group.
> Via Web GUI: Config Mode > Service > SLB > Virtual Server > Port

Virtual Server Port

Name: 15

Type: * |HTTPS ~

Poit: * 1443 |

Service Group: |T5G-Farm |

Connection Limit: E Drop Reset Logging
o ViaCLI: AX(config-slb vserver)#port 443 https

AX2(config-slb vserver-vport)#service-group TSG-Farm

4. Import the TS Gateway certificate onto the AX device, and add it to a client-SSL template:
No SSL Offload Note: Skip this step.

a. Enter a name for the certificate, select the import method (Local or Remote), and select the

format. Enter or select download settings. (These depend on whether you select Local or
Remote.)

> Via Web GUI: Config Mode > Service > SSL Management > Certificate

Import

Name: * 1TSG-Cert |

Import Certificate from: @ Local O Remote

Certificate Format: FPEx_ v

Password: r‘

Certificate Source: IC:'\Tem pits w2 it I Browse..

o

Via CLI: AX(config)#slb ssl-load certificate TSG-Cert type pfx password all
tftp://10.0.1.10/tsgw2.pfx
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b. Create a client-SSL template. Enter a name for the template, select the certificate and key
files, and enter the passphrase.

Via Web GUI: Config Mode > Service > Template > SSL > Client SSL

o

Client SSL
Mame: * [T5G-Cert-template 1
Certificate Name: |TeG-Cert ~1
Chain Cert Name: v
Key Name: |TeG-cent |
Cache Size: 0
Pass Phrase: ssssssssene
Confirm Pass Phrase: sassbassaEE
o ViaCLl: AX(config)#slb template client-ssl TSG-Cert-template

AX(config-client ssl)#cert TSG-Cert
AX(config-client ssl)#key TSG-Cert passphrase al0

5. Assign the client-SSL template to the virtual server port.
No SSL Offload Note: Skip this step.

> Via Web GUI: Config Mode > Service > SLB > Virtual Server > Port

Client-SSL Template: | TSG-Cent-template ~]

e ViaCLl: AX(config)#slb virtual-server TS 62.52.24.31
AX(config-slb vserver)#port 443 https

AX(config-slb vserver-vport)#template client-ssl TSG-Cert-tem-
plate

Note: TS Gateways do not need persistence. Each TS Gateway is aware of all user connections. When
an end-user closes their RDP connection without logging out, and then reconnects, the connection may

be load balanced to another TS Gateway. The TS Gateway simply forwards the end-user traffic to the
correct TS Gateway.
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AX VIP status

Display the status of the VIP and its members:
1. Via Web GUI: Config Mode > Service > SLB > Virtual Server

] “ Name Connections Packets Bytes
y “[Current — Total ~Forward  Reverse “JForward  “Reverse
Oy |TeE2.52.24.31 = i i i i i 0| 44
(1] HTTPSI443 = 0 i i il il 0| [
(4] 80 (TSG1) 0 0 0 o ] 0
(4] 80 (T5G2) 0 0 0 o 0 0

2. ViaClLl: AX#show slb virtual-server TS
AX#show slb service-group TSG-Farm

AX#show slb server [TSGl | TSG2]

AIB Networks / performance by Design // A 8
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AX deployment validation

To validate the AX deployment:

1. Verify that clients can access the Terminal Servers using RDP with TSG access via the VIP:

Launch RDP (mstsc.exe) and connect to the TS with the TSG option configured. (Navigate
to Options — Advanced > Settings.)

o

#4715 Gateway Server Settings

Remote Desktop

Connection

What iz a TS Gateway zerver and how do | know if | need one?
Connection settings

) Automatically detect TS Gateway server settings

I@ Usze theze TS Gateway server sethings: I

Server name: ItsgwE.dimi.fr I

Logon method: .-"-'-.II-:-I.-'-.I me ko zelect later

[] Bypass T5 Gateway server for local addresses

(Do not uze a TS Gateway server

Logon zettings

Ilzer name: DIkl adrminiztrator

Saved credentials will be used to connect ta this TS Gateway server.
You can edit or delete these credentials.

I ok l [ Cancel

o Validate that the client has access to a TS.

o

On the TS Gateway, validate that the TS Gateway is aware of the client connection. (Navi-

gate to Administrative Tools > Remote Desktop Services > Remote Desktop Gateway
Manager + Go to Monitoring.)

"% RD Gateway Manager

== =]
File Action \Wiew Help

e | 2md=

C_E_" R_D Gateway Manager Monitoring | Actions
Bl 5 TsGW1 (Local)
| Policies

=| Monitoring More about Monitoring a RD Gateway Server. Select All
1 Connection{s) from 1 user(s)to 1 remote computen(s) Edit Connection ...
Set Automatic R...
Comnection ID__| User ID | User Name | Connected On View »
4:1 DIMINAdministrator DIMI\Administrator 6/22/2010 4:27:26 FM I
Gl Refresh
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B AX deployment for Windows TS with Web access

Windows 2008 enhanced TS with a new role: Web Access. TS Web Access provides web access to
distributed applications on TS.

End customers access the web portal that provides the list of distributed applications on TS. Then they
connect to these applications via RDP to the TS.

The AX device fully supports Microsoft TS Gateway with Web access and allows:
» Large TS Gateway farms
» Granular TS Gateway load balancing and availability options
» TS Gateways in private networks (not directly reachable from outside)
* (optional) SSL offload on TS Gateways

Note: The same AX device can be used for TS with RDS and TS with RDC with TSG.

HTTPS (443)
HTTPS (443)

—

% 31 [

l\

62.52.24.0/24 /
Remote
Clients — S—
RDP (3389) RDP (3389)

Figure 3: Microsoft TS with Web access deployment

Microsoft TS Gateway configuration with load balancers such as AX

Note: To download a step-by-step guide for Microsoft TS Gateway, visit: http://technet.microsoft.com/en-
us/library/cc771354(WS.10).aspx

TS Web Access does not need any specific configuration when deployed with load balancers.
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AX configuration

The steps below detail AX configuration for TS Web Access.

Note: This example shows only the required AX options. For information about other options, see the AX
Series Configuration Guide, the AX Series GUI Reference, or the GUI online help.

AX configuration steps:

1. Create a real server for each TS Gateway. Enter the TS name and IP address, and add TCP
port 443.
> Via Web GUI: Config Mode > Service > SLB > Server

General

Name: * 15w |

IP AddressHost: * [i55z10 | @Pu Cieve

GSLB External IP Address: | | |

Weight: [1 |

£ Port

Port: ' Protocol: [TCE V| Weight(w): CINo ssL @ Add

Connection Limit(CL[8000000 | Logging Connection Resume(CRY | © Update

Server Port Template(SPT: | default v|  stats DataisDy: @ Enabled O Disabled @ Delete

Health Monitor{HMy: & | (default v| OFollow Port: [ ] r ___________ ] @ Enable
O Port Protocol |CL CR W  |NoSSL |SPT HM sD | €3 Disable
O |@ |443  |TCP annnnon 1 default {defaulty o |

e ViaCLl: AX(config)#slb server TSW1 10.0.2.10
AX(config-real server)#port 443 tcp
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2. Create a service group for the TS Gateway farm.
> Via Web GUI: Config Mode > Service > SLB > Service Group

Service Group

Name: ' |75 Fam |

Type: | e ~]

Algorithm: | Round Rohbin ¥

Health Monitor: | v|

Min Active Members: [

.l Send client reset when server selection fails

Stats Data: @Enabled O pisabled

Description:

L Server

IPVAIPVE:; @ipve Cipve

Server: ' T5wz2 "1-‘_' Port: * & add

Server Port Template(SPT): | default | Priority: |_1—;| @ Update

Stats Data: @ Enabled O pisabled @ Delete
| Server Port SPT Priority | Stats Data @ Enable
O | @ |Tawi 443 default 1 o €3 Disable
_|:| @ |TSw2 443 default ] @_ '

o ViaCLI: AX(config)#slb service-group TSW-Farm tcp

AX(config-slb svc group)#member TSW1:443
AX(config-slb svc group)#member TSW2:443

3. Create the virtual IP address (VIP), which is the IP address that clients will access.
a. Enter a name for the VIP, and enter the IP address.
> Via Web GUI: Config Mode > Service > SLB > Virtual Server

General

Name: ' | LB | O wildcara

IP Address or CIDR Subnet: * F2.62.24.31 | @ipve Cipve
Status: @ Enabled O pisabled

° Via CLl: AX(config)#slb virtual-server TS 62.52.24.31
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b. Add the HTTPS port and select the service group.
> Via Web GUI: Config Mode > Service > SLB > Virtual Server > Port

Virtual Server Port

Name: s

Type: ' TCP b

Port: * 443

Service Group: | Taw-Farm "l

Connection Limit: O Drop Reset Logging
o ViaCLI: AX(config-slb vserver)#port 443 tcp

AX2(config-slb vserver-vport)#service-group TSW-Farm
4. Configure persistence for TS Web access:
a. Create a source-IP persistence template. Only a name is required.

> Via Web GUI: Config Mode > Service > Template > Persistent > Source IP Persistence

Source IP Persistence

Name: ' Jercip-persist |

Match Type: Part 4

° Via CLl: AX(config)#slb template persist source-ip srcip-persist

b. Assign the source-IP persistence template to the virtual server.
> Via Web GUI: Config Mode > Service > SLB > Virtual Server > Port

Persistence Template Type: I Source |F Perzistence Temelate b I
Source IP Persistence Template:
o ViaCLl: AX(config)#slb virtual-server TS 62.52.24.31

AX(config-slb vserver)#port 443 tcp
AX(config-slb vserver-vport)#template persist source-ip srcip-
persist
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AX VIP status

Display the status of the VIP and its members:
1. Via Web GUI: Config Mode > Service > SLB > Virtual Server

0  Name Connections Packets Bytes
7 “|Current < Total |Forward  {Reverse jForward |Reverse
ey |Tsm|252.24.31 = 0 I 1] i 0 0| s
o TCPI443 = 0 i 1] ] 0 0| [z8
o 443 (TSW1) ] ] ] o ] ]
(4] 443 (TSW2) ] ] ] n] ] ]

2. ViaCLl: AX#show slb virtual-server TS
AX#show slb service-group TSW-Farm
AX#show slb server [TSWl | TSW2]

AX deployment validation

To validate the AX deployment:
1. Verify that clients can access the Terminal Servers using Web access via the VIP:
o Launch Internet Explorer and connect to the TS Web Access servers.

{Z RD Web Access - Windows Internet Explorer
% - \g, https:ftswaz, dimi, FrjRDWeb|Pagesien-Usflogin, aspx?Returmirl=def ault aspx "| QJ RIEE |-'_| Google

Ele Edit Yiew Favorites Tools Help

S Favorites | g5 @8 Suoge

|§RD web Access Epov B0 0 mm v page - Safety - Toos - -

|”*‘ Remote Desktop Services Default Connection
et

) RemoteApp and Desktop Connection

Domain\user name: iDIMI\,userl

Passward: |

@ Inkernet 3 v ®osn -

o Validate that the client has access to the distributed applications.
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¥ Summary and Conclusion

The AX Series Advanced Traffic Manager provides Windows Server 2008 Terminal Services load bal-
ancing with:

» High availability

» High scalability
 High flexibility

* High performance
* High security

For more information about AX Series products, refer to:
http://a10networks.com/products/axseries.php
http://a10networks.com/resources/solutionsheets.php
http://a10networks.com/resources/casestudies.php

A!B Networks / performance by Design // . 25



About A10 Networks

A10 Networks was founded in 2004 with a mission to provide innovative networking and security
solutions. A10 Networks makes high-performance products that help organizations accelerate,
optimize and secure their applications. A10 Networks is headquartered in Silicon Valley with offices
in the United States, Europe, Japan, China, Korea and Taiwan. For more information, visit
www.a10networks.com.

Performance by Design Corporate Headquarters  Asia Pacific Sales:

To learn more about the AX A10 Networks, Inc. China, Beijing Office:

Series Advanced Traffic Manager 2309 Bering Drive +86 10 8515-0698

and how to imprOVe applica- San Jose. CA 95131

tion performance up to 8 imes 74, 41 408 325-8668 China, Shanghai Office:

faster while enhancing reliability Fax: +1 408 325-8666 +86 21 6137-7850

and security, visit A10 Networks’

website at: North America Sales: Japan Sales:

www.a10networks.com +81-3-3291-0091

Or call and talk to an +1 888 A10-6363

A10 sales representative: +1 408 325-8616 Korea Office:

+82-2-6007-2150

Europe, Middle East & +82-2-6007-2151
Africa Sales:

Taiwan Office:
+31 70 799-9143 +886-2-2657-3198

AIB Networks © 2010 A10 Networks, Inc. Al rights reserved |
DG_terminal_072010



