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This guide describes how to achieve SAML-based claims authentication with OWA by configuring and
deploying A10 Networks® A10 Thunder® Series with Active Directory Federation Services (ADFS) and consists of
the following parts:

«+ Aninstalled Microsoft Exchange Server 2010 SP3
- A configuration guide for OWA with ADFS

-+ A configuration guide for AD FS

- A configuration guide for A10 Thunder Series

Installing Microsoft Exchange Server 2010 SP3
Before you install Exchange Server 2010, see the following documents for the Exchange 2010 requirements:

« Exchange 2010 System Requirements

+ Planning Active Directory

To use Exchange Server 2010 SP3, you must complete the following tasks:
1. Prepare your system.
2. Install Exchange Server 2010.
3. Upgrade from Exchange Server 2010 to Exchange Server SP3.

The following sections provide additional information about these tasks.

Prepare Your System

1. Configure your basic system.
a. Install Windows Server 2008 R2 Standard / Enterprise.

b. Join the server to the a10-tplab domain.
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Figure 1: Configuring your system
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2. Prepare to Install Exchange Server 2010

a. Before you start, ensure that your login account has the privileges to configure the domain controller and
the local system.

b. Switch your user to account that is in domain admin group or Enterprise admin group.
Prepare the Active Directory and Domain

If you're deploying a new Exchange organization (There is no any exchange server installed in you domain). You
must first install the Active Directory management tools and prepare your AD and domain for Exchange 2010.

To install the Active Directory management tools, run the following command in PowerShell:

ServerManagerCmd -i RSAT-ADDS

& Administrator: Windows PowerShell =

Windows PowerShell
Copyright <(C)> 2889 Microsoft Corporation. All rights reserved.

PS C:\Users\Adninistrator.A18-TPLAB> ServerManagerCmnd —i RSAT-ADDS

Figure 2: Installing the AD management tools

To prepare AD and Domain:
1. Insert the Exchange 2010 CD into your computer.
2. At the command prompt, go to directory in which the setup.com file is located.
3. Type following commands:
e setup /PrepareAD /OrganizationName:alO-tplab

¢ setup /PrepareDomain
Note: The user account should in the Enterprise Admins group and the schema Admins group.

Install the Microsoft Filter Pack and Mandatory Packages

To install the Microsoft Filter Pack, use the PowerShell console and enter the following commands to download
and install the necessary Microsoft Office 2010 Filter Packs:
e Import-Module ServerManager

¢ Add-WindowsFeature RSAT-ADDS

¢ Add-WindowsFeature Desktop-Experience, NET-Framework, NET-HTTP-Activation,
RPC-over-HTTP-proxy, RSAT-Clustering, RSAT-Web-Server, WAS-Process-Model,
Web-Asp-Net, Web-Basic-Auth, Web-Client-Auth, Web-Digest-Auth, Web-Dir-
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Browsing, Web-Dyn-Compression, Web-Http-Errors, Web-Http-Logging, Web-Http-
Redirect, Web-Http-Tracing, Web-ISAPI-Ext, Web-ISAPI-Filter, Web-Lgcy-Mgmt-
Console, Web-Metabase, Web-Mgmt-Console, Web-Mgmt-Service, Web-Net-Ext,
Web-Request-Monitor, Web-Server, Web-Stat-Compression, Web-Static-Content,
Web-Windows—-Auth, Web-WMI -Restart

e Set-Service NetTcpPortSharing -StartupType Automatic

3. Install Exchange Server 2010

To install Exchange Server 2010, complete the following steps:
1. Insert the Exchange Server 2010 CD in your computer.
2. Run the setup.exe command.

Note: To upgrade to Exchange 2010 SP3, you must first download Exchange 2010 SP3 from the Microsoft Download
Center and install it.

Configuration Guide for OWA with ADFS

Prerequisites

To configure OWA with ADFS, you must complete the following prerequisites.

Generate a New Certificate for your Service

1. Enter the following command in the Exchange Manage PowerShell window to generate a self-signed
certificate and use single-sign on (SSO) for your new web site:

New-ExchangeCertificate -SubjectName “c=TW, o=alO-tplab, cn=webmail.alO-
tplab.com” -DomainName alO-tplab.com -PrivateKeyExportable $true

In this example, the service URL for OWA is webmail.a10-tplab.com.

% Machine: WinSrv2008R2-Ex.a10-tplab.com
n32>New-ExchangeCertificate ~SubjectName “c=TW, o=alB-tplah, cn=webmail.a1@8-tplab.com™ -DomainNa

n
me al@-tplab.com ~PrivateKeyExportable S$true

Confirn

OQuerurite the existing default SMIP certificate?

Current certifi te: " 21 AEABBC6626BFAB667B6S6B3SFAEFE3’ (exp 11,2,2019 4 28 aAM>

Replace it with tif "AC8AB1D22948C649FB1CAT8B8 B8 708 F668B8 expires 11/14/2019 3:83:20 PMD
= N

ica
[¥] Yes [A] Yes to A1l [N] No [L]1 No to All [?] Help {(default is

bmail.al@-tplah.com, O=al@-tplah. C=TW

Figure 3: Creating a new certificate for your service

2. Click Exchange Management Console > Server Configure.
3. On the Exchange Certificate tab, the certificate that you just created is displayed.

4. Right click on the certificate and select Assign Services to Certificate.




Deployment Guide | Outlook Web Access (OWA) WS-Federation SSO with A10 Thunder Series

Fle  Acien  Vew teb —
e w [ 2(m|Bim
L Meraaoft Exchange £ Server Configuration "N e [ Actions
= [} Moosoft Exchange On-Fremises (¢ .
Sl WL Organaaton Corigurabion ¥ Create Fiter
L4 Moo o Moty Conk Doman Centrede. ..
¥ Mub Tranport = b Tearmport, Clent Acc...  Version 14,3 @uld 123.4) # Ewportist
217 Uived Messagng B WINSRV2008R2-8X Mub Trarsport, Clent Acc..,  Version 14,3 8uld 123.4) View R
E s Maox € Refresh
S Chent Access ™
o Hu Transpent
§ R et ————
= Reapent Corfguration
& Maltox oxsavz
2, Destrbuton Grow &5 Manage Malbax Roe
.:amn:aw B Manage Clent Access Role
Move Reguest £+ Manage rub Transport Roke
i Teobex [ Marge Dagnostc Loggng Propert...
ol Enter Product Key...
La New Exchange CertAcate. ..
% Import Exchange Cortficate..
D Propertes
1 Exort tachange Certificate...
W fssign Services o Certficate.,
L&/ RenewExchange Certicate. ..
7 Remave
‘:J' Open
B »o
< ] il | 2|
| |

Figure 4: Assigning services to the certificate

5. Select the services that you want to use this new certificate and click Assign.

In Figure 5, the Internet Information Service option has been selected.

%J Assign Services to Certificate

3 Zssign Services

13 Comgletion

' Assign Services

™ Unfied Meszaging (UM)

e

Assign the appropaate services to the cetficate for your Microsoft Exchanga Server.

™ hntemet Message Access Protocol (IMAP)
™ Post Office Protocal (POP)

¥ Smpie Mail Transfer Protocol (SMTF)
™ Intemet Information Services

Figure 5: Assigning services to the certificate

Run a Windows Update (optional)

Before you can run a Windows update, ensure that all critical fixes for the Exchange Server are installed.
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Create a New OWA Website for SSO
You can create a new OWA web site for SSO.
Creating a New Web Site

Using IS mmc, create a new web site in IS on the Client Access Server, and bind it to the new IP address and
the SSL certificate.

To create a new web site:

1. Open IIS Manager, right click on Sites and select "Add Web Site.”

W Internet Information Services (T1S) Manager =N ..il:ll}.l
OO [ o @ e
Fle View Hep
1 EXSRV2 Home T
& Start Page 2 = - > — 2 Restat
= 93 EXSRV2 (A0-TPLAB Adming ) Fiter: = e - Gyshow Al |Groupby: Area SE- >
L Apphcation Pools ASP.NET -
- ¢ =
30 Web Site,, > = e 4
@ =2 & [&] - f"/ = View Appication Pocls
Wk Refresh NET NET NETEmor  NET  NETTust  Appicaton e e
& s 1 Contant View Authorizat, Compilation Pages Globalzation Levels Settings Change .NET Framework Version
n E =) s @ Hep
O ﬁ = @ s e Orline Help
Comnection  Machine Key  Pages and Providers  Session State  SMTP E-mail
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ns
S 9 o B @ B
Authentication Compresson Default Drectory Error Poges  Falled Request
Document Browsing Tracng Rues
— - e - == _:l
|-/ Features View |\_. Content View
Ready S

Figure 6: Creating a new web site

2. Configure your new web site by completing the following tasks:

a. In Site name, enter the site name.

b. In the Content Directory section, in Physical path, enter the physical path for your site.

Note: Click Test Settings to ensure that IIS can access the assigned path. Click Connect as to specify a user or
credential to access the path.

c. In Type, select https and enter an IP address and port number for your site.

d. In SSL Certificate, assign the certificate that you created previously for this service binding.
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— Content Directory

|webmail.a 10-tplab.com
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Physical path:
lC:\www\owa
Pass-through authentication

Connectas... | Testsettings... |

—Binding

Type: 1P address:

[https
Host name:

=l |192. 168.90.118

SSL certificate:

|Microsoft Exchange

V' Start Web site immediately

3.

4. Change the Application Pool identity to LocalSystem and Load User Profile to True.
5. Click OK.

Figure 7: Configuring the web site

In Application Pools, right click your application and select Advanced Settings.
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Figure 8: Configuring the application pools
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Create a Virtual Directory for a New OWA Web Site
To create a virtual directory for a new OWA web site:
1. Launch an Exchange Management shell window and run the cmdlets to create a new OWA and ECP site.
2. For the WebSiteName parameter, enter the name of the web site that you created above:
a. New-OWAVirtualDirectory -WebSiteName webmail.a10-tplab.com
b. New-ECPVirtualDirectory -WebSiteName webmail.a10-tplab.com

3. Navigate to the OWA web site URL and enter your username and password.

Configure the OWA and ECP Service Authentication Types

To configure the OWA and ECP service authentication types:
1. Start the Exchange Management Console and under Server Configuration, select Client Access.
2. Display the properties of the newly created OWA.

3. On the Authentication tab of the Properties window, select the Use one or more standard
authentication methods option.

4. Verify that no other options are selected.

Note: Ignore the Microsoft Exchange warning about missing authentication.
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Figure 9: Configuring OWA service authentication types

5. Repeat steps 1-4 for the corresponding ECP.

Note: Ignore the Microsoft Exchange warning about missing authentication and reset IS by using the
iisreset /noforcecommands.
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Figure 10: Configuring ECP service authentication types

6. From IIS mmc, enable Anonymous authentication for OWA.

Note: Anonymous authentication should be already enabled for ECP, so you must reset lIS again.

Group by: No Grouping -

%_;‘m l;m:ﬁ_Lﬂn-_J_

X Impersonation
Basc Authentication Disabled HTTP 401 Chalenge
Digest Authentication Disabled HTTP 401 Challenge
Forms Authentication Disabled HTTP 302 Login/Redrect
Windows Authentication Disabled HTTP 401 Challenge

Figure 11: Enabling anonymous authentication for OWA

10
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Install WIF and C2TWS
To install WIF and C2TWS:

1. Download the x86 or x64 WIF runtime package from http://www.microsoft.com/download/en/details.
aspx?displaylang=en&id=17331.

2. Select the appropriate file for your system:
a. For Windows Vista and Windows Server 2008, select the msu file with name that starts with Windows6.0.
b. For Windows 7 and Windows Server 2008 R2, select the msu file with name that starts with Windows6.1.

3. After the installation is complete, there should be a new service called Claims to Windows Token Service
that is added to the CAS server.

4. Download and install the WindowsldentityFoundation-SDK-3.5.msi file from http://www.microsoft.
com/download/en/details.aspx?displaylang=en&id=4451.

Enable Federation for OWA and ECP
You can enable federation for OWA and ECP.

Generating the web.config file for SSO on the OWA website

You must create a web.config file in the folder that is mapped to the root of the web site that was created
earlier. The contents of the web.config file can be the empty <configuration> tag.

Note: You must create a new web.config file in the folder that is mapped to the root of the web site.

Do not use the <System Disk>:\Program Files\Microsoft\Exchange Server\vV14\
ClientAcess\Owa\web.config directory path.

In the example in Figure 7, the root directory for new OWA website is C\www\owa), so create a web.config in
c\www\owa\ with the information in Figure 12.

. web.confia + (C:\www\owa) - GVIM2 =lol x|

File Edit Tools Syntax Buffers Window Help

ARPE 2G4 2GBRRSSA|TER2 2 R

K7xml version=""1.0" eacoding="utf-8"7>
<configuration>
</configuration>

i

BRI AR R TR R R R

3,1 All

Figure 12: Sample web.config file for the new OWA web site
5. Start FedUtil.exe and on the first screen provide the location of the web.config file that was created
earlier.

6. In Application URI, specify the complete URI for the new OWA application that was created earlier and
click Next.

In the example in Figure 10, the Application configuration location is c:\www\owa\web.config and the
Application URI is https://webmail.al0-tplab.com/owa/.

1
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Administrator: Federation Utility f_[ar.
Welcome to the Federation Utility wizard 5
“This wizard helps you to establsh a trust relationship between a claims-mware application and a Securly “
Token Service (STS).

ttps://webmail.a 104plab.com/owa/ N

Figure 13: Using the Federation Utility Wizard
7. On the Security Token Service page, select Use an existing STS and enter the ADFS URL in the STS WS-

Federation meta document location.

8. Skip the warming and click Next.

In the example in Figure 11, the document location is https.//idp.a10-tplab.com/
FederationMetadata/2007-06/FederationMetadata.xml, where idp.a10-tplab.com is the ADFS server. You
should be able to check the metadata file by clicking the link.

12
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;,{':; Administrator: Federation Utility E _...I_l- = l'
Secunty Token Service -~
Select a Securty Token Service (STS) option. m
" NoSTS

Enables claims programming model for the selected application. This option does not require a Security Token
Service.

€| Crezte 5 new ST5 project in the curent solition
Anew STS project will be added to the cument solution, The selected application’s configuration will be
modified to trust and accept claims issued by this STS. This option is only available through the 'Add STS
reference,. "menu item in Visual Studio.

L&_Use an existing STS|
The selected application’s configuration will be modified to trust and accept the claims issued by an existing
STS. Specify the WS-Federation metadata document location for the existing STS.

— STS WS-Federation metadata document location

| com/FederationMetadata/2007-06/FederationMetadata xmf Browse... | Test location... |
{Example: https://Aabrikam com/FederationMetadata/2007-06/FederationMetadata xmi)

ok [[Hen] | comn |

Figure 14: Configuring the Security Token Service

9. Accept the default values on the rest of the pages in the wizard.

# & Administrator: Federation Utility = ] 3 |
STS signing certificate chain validation error -~
Chain validation failed for one or more STS signing certificates. Select a certificate validation option. m
This STS uses a seffissued certificate for token signing. Chain validation failed for one
STS signing certificate. View Certfficates... |

' Disable cerificate chain validation
Choose this option for a development environment or for a production environment where the STS's signing
certificate(s) are seffissued.

(" Enable cerificate chain validation

Choose this option for a production environment where the STS's signing certificate is issued by a Cettificate
Authority (CA). This wizard will place the failed cerificate onto your deskiop. Import the certfficate to the
Trusted People certificate store of the account under which the application runs.

oo [T | _ omn

Figure 15: Completing the Federation Utility Wizard
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10. Open the web.config file for the new web site and complete the following tasks:
a. Comment out the <httpmodules> section.

b. Add the runAl1ManagedModulesForAllRequests="true” attribute to the <modules> tag.

The tag should now read <modules runAllManagedModulesForAllRequests="true”>

13 </authorization>
1 </systen.web>

15 </location>

16 (systen.web>

17 <authorization)

18 <deny users="?" />

19 </authorization>

20 <authentication mede="None" />

kal <compilation>

22 <assenblies>

23 <add assembly-"Microsoft.IdentityModel, Version=3.5.0.0, Culture=neutral, PublicKeyToken-318FI856ADISHEIS" />
2n </assenblies)

25 </compilation>

26 {/system.ueb>
{systen.webServer>

nodules eques! rue™>
<add mame="WSFederationfuthenticationtodule” type="Microsoft.IdentityModel.Web WSFederationAuthenticationtodule, Microsoft.ldentityModel, Version-3.
5.0.9, Culture-neutral, PublicKeyToken-31bF3856ad364e35" preCondition-"nanagedhandler™ />

<add mame="SessionfuthenticationModule™ type="Hicrosoft.IdentityHodel .Veb. Sessionfiuthenticationtodule, Microsoft.ldentityModel, Version=3.5.0.0, Cul
ture~neutral, PublicKeyToken-31bF3856ad36he35" preCondition="nanagediandier” />
£52

32 <{/uystem.vebServer>
33  <microsoft.identityModel>

an <service>

as Caudiencelris>

a6 <add value="https://webmail.a10-tplab.con/owa/™ />

37 <add valuwe="https://webmail-sp.at0-tplab.con/axowa" />

as </audienceuris>

a9 <securityTokenlandlers>

an <add type="Microsoft.ldentityMadel.Tokens.Sanl11.Sanl11SecurityTokenffandler, Microsoft.ldentityModel, Version=3.5.0.8, Culture=neutral, PublicKeyl
oken~310F38562d0368e35">

L)l <samlSecurityT quirencnt map true* vice="true” />

42 </add>

Figure 16: Configuring the web.config file
1

—

.Add the following tags after <audienceUris > in the following way:

<securityTokenHandlers>

<add type="Microsoft.IdentityModel.Tokens.Samll1l.
SamlllSecurityTokenHandler, Microsoft.IdentityModel, Version=3.5.0.0,
Culture=neutral, PublicKeyToken=31bf3856ad364e35”>

<samlSecurityTokenRequirement mapToWindows="true”
useWindowsTokenService="true” />

</add>

</securityTokenHandlers>

=

F3l Ccogpiiations =l

22 Cassenblies>

23 <add azseshlyg=“Microsoft.ldentityModel, Version=3.5.0.8, Culturesneutral, PublicKeyloken~310FISSEADIGKEDS™ />

2% </assenblies>

25 </compilation>

26 {/system.web>

27 Laysten.webServer)

28 runftllMnag orfliRequestse"true™>

29 <add names"usFederationfuthenticationtedule” type="Hicrosoft.ldeatityMode] Vet WiFederationfuthenticationModule, Microsoft, ldentityModel, Version-3.
5.0.0, Culture=neutral, PublicKeyToken-310F385604360e35" precondition="nanagediandler™ />

a0 <add mame-"SesslonfuthenticationModule” type="Nicrosoft.ldentityModel .Veb. SessionfuthenticationModule, Microsoft.ldentityModel, Version=3.5.0.0, Cul
turesneutral, PublicKeyloken=310F385600360e35" preConditinn="nanagedifandler™ />

3 <{/modules>

32 </system.webServer)

33 <microsoft.identitydodel>

an <service>

as <audiencetris>

36 <add ealue="https://wetmail.atd-tplab.comfovas™ />

a7 <add ealue="nttps://webmail-sp.a10-tplad.con/axoua™ />

38 L/audlencelris>

[39 <securityTokentandlers>

L1 <add type="Hicrotsoft.ldentityNodel.Tokens.Sanl11 . Sant19SecurityTokenfandler, Microzoft.ldentityModel, Uersion=3.5.0.0, Culture-neutral, PublicKey!
oken=31hFIBSSad36%035™)

A <sanlsecurityTokenRequirenent mapiowi true® wsewi vice="true" />

N2 </ada>

a3 </secorityTokendandlers>

G TTETRerTee

L] <clainTypeRequired>

L <1--Folloving are the claims offered by STS "http://idp.at10-tplab.con/adfs/services/trust'. Add or uncomment claims that you require by your app
1ication and then update the federation metadata of this application.-->

L <clainlype type="hLip://schenas xnlsoap.org/uws/2005/05/identity/clains/nane” optional="true" />

BH Lclaimippe type="hitp://schenas.microsoft . con/us/2008/06/identity/clains/role” sptisnal="true” />

w9 <t-—<clainType types"http://schemas.xmlsoap.org/ws/2005/05/identity/clains/enalladdress™ optional="true" />--> =

Figure 17: Configuring the web.config file
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12.Uncomment following line and change the optional attribute to true:

<claimtype optional="true” type="http://schemas.xmlsoap.org/ws/2005/05/
identity/claims/upn”>

£ ToveurityTokeniandierss 4]

o <add type="Microsoft.lidentityModel.Tokens.Sanl11.5anl11SecurityTokenliandler, Microsoft.ldentityModel, Version=3.5.0.0, Culture-neutral, PublicKey?
oken~31bF38562d36he35">

" <samlSecurityl quirenent map “true” w TokenService="troe" />

w2 <{/add>

43 </securityTokenHandlers>

b CapplicationService>

s <clainTypeRequired>

<t--Following are the clains offered by STS ‘http://idp.a10-tplab.com/adfs/services/trust’. Add or uncomnent claims that you require by your app
lication and then vpdate the Federation metadata of this application.-->
W7 <clainType type="nttp://schemas.xnlsoap.org/es/2005/05/identity/clains/nane” optional="true" />
48 <clainiype type="http://schemas.nicrosoft.com/ws/2008/06/identity/clains/role” eptional="true" />
(!--(:hhlype type- nttp //schenas.xmlsoap.org/us/2005/05/identity/clains/enailaddress™ optional="true” />-->
Type 13 20085/85 o ional="true” />-->

?
<t--<ela

“http://schenas.xmlsoap.org/clains/Enailnddress™ optional

5k !--(chhlype “http://schenas.xmlsoap.org/clains/Group™ optional="true" />-->

55 <t--<claimType type<"http://schenas.xmlsoap.org/clains/UPN" optional«"true" />-->

56 <t--<clainType type-"nttp://schenas.xmlsoap.org/us/2005/05/identity/clains/surname™ optional="true" />-->

57 <t--<claimType types="http://schenas.xnlsoap.org/us/2005/05/identity/clains/privatepersonalidentifier” optional="true" />-->
58 <t--<claimlype type="http://schenas.xmlsoap.org/us/2005/05/identity/clains/naneidentifier” optional="true" />-->

59 <t--<claimType type-“nttp://schenas.microsoft.con/ws/2008/06/identity/clains/authenticationinstant™ optional="true" />-->
60 <t--<clainType type~"http://schenas.microsoft.con/ws/2008/06/identity/clains/authenticationnethod” optional="true” />-->

61 <t--<claimlype type="http://schenas.xmlsoap.org/us/2005/05/identity/clains/denyonlysid” optional=""true" />-->

62 <t--<claimType type-“http://schenas.microsoft.con/ws/2008/06/identity/clains/denyonlyprinarysid” optional="true" />-->

63 <r-~<claimType type~"http://schenas.microsoft.con/ws/2008/06/identity/clains/denyonlyprinarygroupsid” optional="true™ />-->
o4 <t--<claimType types="http://schenas.microsoft.con/ws/2008/06/identity/clains/groupsid” optional="true" />-->

65 <t--<claimlype type«"http://schenas.microsoft.con/ws/2008/06/identity/clains/primarygroupsid” optional="true" />-->

66 <t--<claimType type-"http://schenas.nicrosoft.con/ws/2008/06/identity/claims/prinarysiad” optional="true” />-->

67 <t--<clainType type="http://schenas.microsoft.con/ws/2008/067identity/clains/windovsaccountnane” optional="true" />-->

68 <t--<claimlype type="http://schemas.microsoft.con/2012/01/devicecontext/clains/isregistereduser” optional="true" />-->

69 <t--<claimType type~“nttp://schenas.nicrosoft.con/2012/01/devicecontext/clains/identifier” optional="true" />--> =l

Figure 18: Configuring the web.config file

13.Add a path attribute to <cookiehandler requiressl="true"/>.

The revised node should read <cookieHandler requireSsl="true"” path="/"/>.

Note: This step allows ECP to use the SSO cookie that was generated for OWA.

100 r--<clainType lype- "http://schenas.nicrosoft.con/2012/12/certificatecontext/extension/certificatetenplateinfornation™ optional="true™ />--> A

1m <{t-—<clainType ttp://schenas. nicrosoft.con/2812/12/certificatecontext /extension/certificatetenplatenane® optional="true” />-->
102 Ct-—<clainType ttp://schenas . xnlsaap.org/us/2005/05/identity/clains/thusbprint™ optional«"true™ />—>

103 Ct--<clainType ttp://schenas.nicrosoft. . con/2012/12/certificatecontext/Field/x509version” optional="true” />-->

108 Ct--<clainType “http://schenas.nicrosoft.con/ws/2812/01/insidecorporatenctwork™ optional~ =),

105 <t--<clainType ttp://schenas nicrosoft.con/ws/2012/01/passwordexpirationtine” optionals 172-=>

1106 <1--<clainType ttp://schenas.nicrosoft .con/ws/2092/01/passvordexpirationdays” optional="tr H-=>

'
NEtp://schenas.nicrosoft.con/ws/2012/01/passwordchangeurl” optional="true" />-->

107 <t--<clainType ty,

108 <t--<clainType type=“http://schenas.nicrosoft.con/clains/authnmethodsreferences” optional="true" />-->

100 <t1--<clainType type="http://schenas.microsoft.con/2012/01/requestcontext/clains/client-request-id” optional="true” />-->

110 </clainTypeRequired>

1 </applicationService>

112 <certificatevalidation certificatefalidatisnMode="Hone" />

113 <federatedfuthentication?

1 CwsFederation passiveRedirectEnableds"true” isswer="nttps://idp.a10-tplab. con/adfs/1s/" realm="https://webnall. 310-tplab.confowa/" requirelttpss"t
rue” &

115 Bookietandler requireSsl="true” path="/" />

116 g

iz <issuerNameRegistry type="ticrosoft.ldentityModel . Tokeas.ConfigurationasedlssuertaneRegistry, Microsoft.ldentityModel, Version-3.5.0.0, Culture«neu
tral, PublicKeyToken-31bF3056a0364e35™)

118 <trustedlssuvers>

119 Cadd thumbprint~"F25012083CH7C7DD0DBINF COINSASANZCORIED ™ name="http://idp.a10-tplab. con/adfs/services/trust”™ />

2e </trustedissuers>

121 </1ssuerNaneRegistry>

122 </service>

123 (Ilizrlﬂofl.hlfnlllymﬂrl)

17h </configuration>
Figure 19: Configuring the web.config file

a. Run the FedUtil again on the web.config file.

This step updates the Federation metadata of new SSO-enabled web site with the additional UPN
claim information.

b. Browse the federation meta data at https://SSO OWA FQDN/FederationMetadata/2007-06/FederationMetadata.

xmland ensure that UPN appears as a mandatory claim type, where SSO OWA FQDN in the URL above is the
domain name of the new OWA.

After you run the FedUtil again, the utility creates a metadata for the OWA service. The metadata is
located in the FederationMetadata\2007-06\FederationMetadata.xml file in your website root directory.
ADFS or another service or user can access the metadata by using the web service.

In the example, the URL for my service metadata should be:
https.//webmail.al0-tplab.com/ FederationMetadata/2007-06/FederationMetadata.xml

You can use your browser to test the link, and this link can also be used to configure your ADFS server.

15
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htips:dwebmail a++-1/2007-06/xml %

& httpsZAvebmail al0-tplab com/FederationMeted ats/2007-06/FederationMetadate)ml -)H-Mms:ll‘nbwmil‘alﬂ»fylzpl 3 & B8 R =

It XML RS 8T FETEUEM » TELASHRIERERiA =0 o

- <EntityDescriptor ID="_02b08e6e-6603-4aab-bb27-4c0448b15fa7" entitylD="https://webmail a10-tplab_.com/owa/">
—<RoleDescriptor xsi:type="fed ApplicationServiceType" protocolSupportEnumeration="http://docs.oasis-open org
Iwsfed/federation/200706">
- <fed:ClaimTypesRequested>
<auth:ClaimType Uri="http://schemas.xmisoap.org/ws/2005/05/identity/claims/name” Optional="true"/>
<auth:ClaimType Uri="http://schemas.microsoft.com/ws/2008/06/identity/claims/role” Optional="true"/>
<auth:ClaimType Uri="http.//schemas. xmisoap.org/ws/2005/05/identity/claims/upn” Optional="true"/>
</fed:ClaimTypesRequested>
- <fed: TargetScopes>
- <EndpointReference>
<Address>https://webmail.a10-tplab.com/owa/</Address>
</EndpointReference>
</fed:TargetScopes>
- <fed:PassiveRequestorEndpoint>
- <EndpointReference>
<Address>https://webmail a10-tplab.com/owa/</Address>
</EndpointReference>
</fed:PassiveRequestorEndpoint>
</RoleDescriptor>
</EntityDescriptor>

Figure 20: Testing the Link to the service metadata

Start the C2WTS Service
To start the C2WTS service:
1. Un-commenting following line in the C2TWS configuration file:
<add value="NT AUTHORITY\SYSTEM” />
This step allows you to configure the Claim To Windows Token Service, which allows Exchange to use
it. The file is located in the <System Disk>\Program Files\Windows Identity Foundation\v3.5\c2wtshost.exe.

config directory.

. c2wtshost.exe.config (C:\Program Files \Windows Identity Foundation\v3.5) - GVIM =100 x|

Fie Edt Tods Syntax Buffers Window Hep

ARRS PO ¥ LB DRVRISSA T2 ? R

K?xml version="1.0"7>

I»

<configuration>
<configSections>
<section name="windowsTokenService" type="Hicrosoft.identityModel.WindovsTokenService.Configuration. WndowsTokenServiceSection, Microsof
.IdentityHodel .WindowsTokenService, Uersion=3.5.0.0, Culture-neutral, PublicKeyToken-31bF3856a0364e35"/>
<{/canfigSections>

=

Lstartup>
<supportedRuntime version="uvh4.0'/>
<supportedRuntime wersion="v2.0.50727"/>
</startup>

<windowsTokenService>
<t--
By default no callers are allowed to use the Windows Identity Foundation Claims To NT Token Service.
Add the identities you wish to allow below.
-=>
<allowedCallers>
<clear/>
<1-- <add value="NT ARUTHORITY\Network Service" /> -->
==Ladd “HI_AUTHAR 0 ruice” /> -->
—X¥-—add value="NI AUTHORTTYSH Aticated Users" /> -->
<{/allowedCallers>
</windowsTokenService>
</configuration>

I~ ;|

22,6 All

Figure 21: Starting the C2WTS service
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2. In Startup type, select Automatic and verify that Cryptographic Services is already started.
If the service has not been started, start it now.

You can also make the C2WTS service dependent on the CryptSrv service. For more information, see
http://support.microsoft.com/kb/2512597.

Fle Action View Help
@ |mDoBm>nup _ |
7., Servies (Loca) _
Claims to Windows Token Service ~ _Name = :
Stop the service {4 Applcation Host Helper Service Automatic Local System
Bestars the service {4 Appication Idensty Manusl Local Service
4 Apphcation Information Manual Local Systam
D&ﬂﬁ:ﬂ: i S " Apphcation Layer Gateway Service Manual Local Service
Service to convert 14 Appication Managament Manusl Local System
fbdus Kentiex 44 ASP NET State Service Manad Network s,
i Background Intefigent Transfer Service Transfers f... Marussl Local System
{4, Base Filterng Engne TheBasaF... Started  Automatic Local Service
' Certificate Propagation Coples use... Manual Local System
%, Claims to Windows Token Service Service to.., Started  Automatic Local System
B 1o idows Token servc Propetes(cal Compiel 7 MRSy
{4 COM+ Event Sy - natic Local Service
“: oM Systema G%0%l | Log O | Recovery | Depandencies | o Local System
{4, Computer Brows ) bed Local System
i CredentalMana | Servicename: - c2wts s Local System
< Cryptographkc S Display name:  Claims to Windows Token Service natic Network S,
(% DCOM Server Pr - e natic Local System
(. Desktop Vindon s 1o 2l fhave  Locaisystem
4, DHCP Clent ' 2l fhatc  LocatService
T, Diagnostx Polcy Path to executable: matic (D... Local Service
45 Dia0nostic Senvh | €A Program Fes\Windows ldentty Foundation\3 5\c2wtshost exe " Lo Servie
£, Disgrossic Syste i Local System
<DskDefagren  Smtptve [T ~| | | Locai System
i Distributed Link © natic Local System
. Distrbuted Tran  Helo me confiae senvice statup options. hatic (D... Networks...
5 DNS Clent Inatic Network S...
LEnayptngFle & Servicestatus.  Stated (o Local System
L, Extensible Authy = Local System
*Wm Start I Sop. I Pouso I Hesune s Local Service
i Functon Discowe st thy o Local Service
(4 Google Update ¢ from here. matic (D... Local System
4 Google Update ¢ ol Local System
G Group Pokcy Cle || Slatparstene | hatc Local System
{4 Health Key and | o Local System :]
s e s o
\ Extended A Standard / [ ok | coca | v | i i

Figure 22: Configuring the Windows Token Service Properties
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Configuring ADFS
To configure ADFS:

1. Add the Relying Party Trust in ADFS by using the Add Relying Party Trust Wizard and using OWA'’s
Federation Metadata file.

2. Inthe Select Data Source step, enter the Federation metadata address, and click Next.

In Figure 23, the URL is https.//webmail.al0-tplab.com/ FederationMetadata/2007-06/FederationMetadata.
xml.

7;5 Add Relying Party Trust Wizard E3

Select Data Source

Slse Select an option that this wizard vll use to oblain data about this relying pary:
Welcom
= S;"; G G Igpont deta about the reling party published online or on a local network
2 e Souce Use this option to import the necessary data and certificates from a relang party organaation that

@ Choose Issuance publshes its federation metadala onlne or on & local network.
Authorization Rules " ! it
& HOCIEES [NOSE NAME Of i
R to Add Trust H
" F“’" ? FFederstiorMetadata/ 2007 06 /F ederstiorMeladsia xml |
@ Finish

Example: fs.contoso.com or hitps://www.contoso.com/app

" Import data about the relying party from 3 file

Usa this oplion to mmport the necessary data and certificates from a relying party ciganeation that has
e:m'ledi:fedueﬁmndad%:loa& Ensure that this file is from a trusted source. This wizard will

Federation metadata file location:

(" Enter data about the relying party manually
Use this option to manualy input the necessary data about this relying party crgangzation:

<previous |[ Nets | cacd | Heo |

Figure 23: Adding the Relying Party Trust Wizard
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3. In the Specify Display Name window, enter the display name, and click Next.

Add Relying Party Trust Wizard

Figure 24: Configuring the Display Name

4. Since ADFS can get OWA configurations from the metadata, accept the default values on rest of the
windows in the wizard.

5. Click Close.
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6. In the Edit Claim Rules window, select Send LDAP Attributes as Claims, and click Next.

% Add Transform Claim Rule Wizard j l‘j

Select Rule Template

es Select the template for the claim rule that you want to create from the following list. The d
@ Choose Rule Type provides details about each claim rule template.
@ Configure Claim Rule Claim rule t
Send LDAP Attributes as Claims '
Claim rule template description:

Using the Send LDAP Attrbute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the refying party. Multiple attributes may be sent as
muttiple claims from a single rule using this nule type. For example, you can use this rule template to
create a rule that will extract attrbute values for authenticated users from the displayName and
telephoneNumber Active Directory attributes and then send those values as two different outgoing

claims. This nide may also be used to send all of the user’s group memberships. If you want to only send
individual group memberships, use the Send Group Membership as a Claim rule template.

Tell me more about this nule template .

< Preyious I Cancel I Help l

Figure 25: Editing the Claims Rule

7. In the Edit Rule window, complete the following steps:

a. In Claim rule name, specify the name for this claim rules.

b. In Attribute store, select Active Directory.

¢. Add the following mappings:
- LDAP Attribute User-Principal-Name map to Outgoing Claim UPN (mandatory)
- LDAP Attribute SAM-Account-Name map to Outgoing Claim Name
- LDAP Attribute SAM-Account-Name map to Outgoing Claim Role
- LDAP Attribute User-Principal-Name map to Outgoing Claim Name ID (recommend)

This step maps the Active Directory attributes to the outgoing token claims/attributes and passes to your
service for authentication.
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dt Rute-LOAP

You can configurs s nie 1o send the values of LDAP stirbutes & clams. Selact an stirbute store from
which to extract LDAP atidbutes. Specy how the atirbutes wil map (0 the outgoing clakm hypes that wil be

View e Language._ | R i |

Figure 26: Editing the rules

This step completes the configuration. When you navigate to the new OWA URL it should redirect you to ADFS,
and after you have been successfully authenticated, your email box is displayed.

Note: The default OWA should still support the original authentication setting.

Configuration Guide for A10 Thunder Series

Prerequisites

Before you deploy A10 Thunder in your environment, complete the following tasks:
- Verify that you can successfully authenticate to and access the OWA service.
« Ensure that all of the set up and configuration for OWA and ADFS is correct.
The topology might change after you deploy A10 Thunder in Figure 27:

User

/%
'\g

ADFS ADFS
Figure 27: Sample A10 Thunder Series topology
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After you deploy A10 Thunder in your topology, OWA no longer needs to redirect the user to ADFS for
authentication. Instead, A10 Thunder becomes the service provider and completes the following process:

1. When users access A10 Thunder's service URL, A10 Thunder redirects the users and browser to ADFS for
the WS-Federation token.

2. After users enter their credentials, and are successfully authenticated, ADFS redirects the users back to
A10 Thunder with the tokens.

3. A10Thunder relays the users'request and token to the OWA server.

Before this procedure can be successfully completed, complete the following prerequisites:
1. Configure A10 Thunder, which involves the following tasks:
a. Configure the ADFS information
b. Act as a service provider
c. Provide information about OWA servers
d. Authentication

e. Service connectivity
2. Configure ADFS to work with A10 Thunder instead of OWA.
3. Configure the OWA server to access the tokens that are issued by ADFS for A10 Thunder.

Configurations on A10 Thunder Series

In this chapter, the complete configuration for our example is described. If you have any issues with the
configuration, you can go complete the steps below:

Configuration Example
1. Import ADFS metadata to the A10 Thunder Series.
For example, you can enter the following command:

import auth-saml-idp tp-idp use-mgmt-port ftp://ben@192.168.x.x/owa/
FederationMetadata/2007-06/FederationMetatdata.xml

2. Configure SSO by entering the following commands:

aam authentication saml service-provider axowa-sp
adfs-ws-federation enable
assertion-consuming-service index 0 location /axowa binding post
entity-id https://webmail-sp.alO-tplab.com/axowa
service-url https://webmail-sp.alO-tplab.com

|

aam authentication saml identity-provider tp-adfs
metadata tp-idp

!

slb template server-ssl sl

!

slb server owal 192.168.90.119
port 443 tcp

!

aam authentication relay ws-federation ws relay
application-server exchange-owa
authentication-uri /owa

!

aam authentication template al
type saml
saml-sp axowa-sp
saml-idp tp-adfs
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relay ws_relay
!
aam aaa-policy pl
aaa-rule 1
action allow
authentication-template al
!
slb service-group app-sg tcp
member owal 443
!
slb template client-ssl cl
cert webmail-sp.alO-tplab.com.pem
key webmail-sp.alO-tplab.com.pem
|
slb virtual-server vipl 192.168.91.56
port 443 https
source-nat auto
service-group app-sg
template server-ssl sl
template client-ssl cl
aaa-policy pl

Configure ADFS Information

We can configure ADFS by using the metadata that is provided by ADFS. You need to download the metadata
and import the data to A10 Thunder.

To download the metadata:
1. Enter the following command:
import auth-saml-idp tp-idp use-mgmt-port ftp://ben@192.168.x.x/owa/
FederationMetadata/2007-06/FederationMetatdata.xml
2. Create a saml identity-provider and assign the metadata to the identity provider by entering the
following command:
aam authentication saml identity-provider tp-adfs

metadata tp-idp

Act as a Service Provider
To configure A10 Thunder as a service provider, enter the following commands:

aam authentication saml service-provider axowa-sp
adfs-ws-federation enable
assertion-consuming-service index 0 location /axowa binding post
entity-id https://webmail-sp.all-tplab.com/axowa
service-url https://webmail-sp.alO-tplab.com

The following list provides additional information about the commands:
- adfs-ws-federation enable: specify the service provider use WS-federation instead of SAML protocol.
- assertion-consuming-server is the endpoint provided by service provider.

- After ADFS or other identify provider complete the authentication they can forward or redirect the tokens
to this endpoint. In this example, the SSO service URL is https://webmail-sp.a10-tplab.com. Therefore,
location is configured to /axowa and another service-url option to https://webmail-sp.a10-tplab.com.
The index and binding options follow the ADFS's configuration as 0 and post. (The configuration should
map to ADFS's relying party trusts configuration, which will be configured later in Changes on ADFS )
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- entity-id is the unique name for this service provider.

- service-url, is the service URL for this service provider.

In this example, the URL is https.//webmail-sp.al0-tplab.com.

Information about OWA Servers

In the example topology, only one OWA server is deployed in 192.168.90.119. You can deploy multiple OWA
servers for load balancing.

To configure the back-end OWA server, enter the following commands:

slb server owal 192.168.90.119

port 443 tcp
|

slb service-group app-sg tcp
member owal 443

Authentication and Relay Tokens

To configure a ws-federation relay so that A10 Thunder can relay tokens to the backend OWA servers, enter the
following commands:

aam authentication relay ws-federation ws relay
application-server exchange-owa
authentication-uri /owa

These commands create a ws-federation relay called ws_relay, with the following options:

- application-server specifies the backend application server type.
In the example, it is OWA server, so, you can configure it as exchange-owa.

- authentication-url is the URL path for the backend server to receive ws-federation tokens.
The authentication path for OWA is /owa.

For the authentication information, enter the following commands:

aam authentication template al
type saml
saml-sp axowa-sp
saml-idp tp-adfs
relay ws_relay

The aam authentication template specifies a template with the following options for authenticate methods:
- type, specifies the authentication type.

In the example, it is saml.

- saml-sp specifies the service provider configuration.

You must assign the previously configured axowa-sp to it.

- saml-idp specifies the identify provider configuration.

You must assign the previously configured p-adfs to it.

- relay specifies the configuration for how we relay the token to the backend.

You must assign the previously configured ws_relay to it.
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Service Connectivity

- To configure SSL information to connect to the client, the back-end server, and the server address to
receive requests from user, enter the following commands:
slb template server-ssl sl
!
aam aaa-policy pl

aaa-rule 1
action allow
authentication-template al
!
slb template client-ssl cl
cert webmail-sp.alO-tplab.com.pem
key webmail-sp.alO-tplab.com.pem
|
slb virtual-server vipl 192.168.91.56
port 443 https
source-nat auto
service-group app-sg
template server-ssl sl
template client-ssl cl
aaa-policy pl

- To configure SSL between A10 Thunder and the back-end server, enter the following command to create
a blank server-ss| template:

slb template server-ssl sl

- To configure SSL between A10 Thunder and user, enter the following commands to create a client-ssl
template and specify the certificate and the private key that you want to use want use for your service
server:
slb template client-ssl cl

cert webmail-sp.alO-tplab.com.pem
key webmail-sp.alO-tplab.com.pem

Note: You can import the certificate and the private key by entering the import cert and import cert-key commands.

- To configure a policy for the service provider, enter the following commands:

aam aaa-policy pl
aaa-rule 1
action allow
authentication-template al

In this example, we do not need a policy. We added one rule to allow all requests and also assigned the
authentication template.

- To specify the IP address and port for our service provider and assign the recently configured back-end
server(s), SSL configurations and policy to the service provider, enter the following commands:
slb virtual-server vipl 192.168.91.56
port 443 https

source-nat auto
service-group app-sg
template server-ssl sl
template client-ssl cl
aaa-policy pl
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Changes on ADFS

Since the Identifiers/Entity-ID and service URL of A10 Thunder is different from OWA server, you should change
the Identifier and Endpoints values in the ADFS Relaying Party Trusts.

To change the identifier and endpoint values:
1. On the ADFS server, open ADFS 2.0 Management.

2. Select Relying Party Trusts and right click on the relying party for the OWA server.
3. Select Properties.

i Fe  Acton View Window Hep

e I ol 7 1[5

] ADES 2.0 Relying Party Trusts

s e ———
= [Tosotere ——  Tewes [gews 1

Updarte from Federstion Mptadaota .
Edit Claim Rudes. ..

=

Figure 28: Making Changes in ADFS

4. On the Identifiers tab, in Relying Party Identifier, enter https.//webmail-sp.a10-tplab.com/axowa, which is
the A10 Thunder entity ID.

5. Click OK.

Organization | Endpoints [ Prosy Endpoints | Motes | Advanced
Monitorting | Identifiers [ Encryption ] Signature l Accepted Claims
Specify the display name and identifiers for this relying party trust.

Display name:
%bmail—sp. al0-tplab.com >

Relping party identifier:

Example; https; //fs. contoso, com/adfs/services/trust
Relying party ideptifiers,
ttps://webmail-sp.a10-tplab. com/ﬁowp Remove ‘

| [Come ] [ |

Figure 29: Updating the relying party identifier
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6. On the Endpoints tab, select the POST Binding URL, and click Edit.

7. Change the Trusted URL of endpoint to https.//webmail-sp.al0-tplab.com/axowa, which is A10 Thunder’s
Assertion Consuming Service location.

= e https://4es-wit.a | UIaD. com/ Claimapp/_tiust/
webmail-sp.a10-tplab.com Properties X || hitps:/7vipl a10.com/adts
https://sptest]. a1 0lab.com: 7777/ _trust/

Monitring | ldeplifes. | Enciypiion | Signature | Accepted Claims | | hitps://sharepoint.a104plab.com
Drganization Prowy Endpoints | Notes | Advanced | | hitps://vip2.a10.com/adis

Specify the endpoints to use for SAML and WS-FederationPassive protocols. https://sharepoint. a1 0-tplab. com: 5050

URL Index  Binding  Default  Re

WS-Fedegati R
s://webmail-sp. a10-tplab.... POST Yes

‘ W5-Federation
{v] Setthe tusted LIRL a: default

Trusted URL:
al[hitps: //webmail-sp. al O-tplab com/axowa

Example: hitps://sts.contoso.com/adfs/ls

< n | >
[ ok ][ Conce || ape

Figure 30: Modifying the endpoints value

Note: To allow the user to work with the OWA server directly with A10 Thunder, you can add the relying party again by
following the steps in “Configuring ADFS”.

Modifying the Exchange Server

To make changes on the Exchange server:
1. In OWA server, open the web.config file for the OWA service.
2. Add the Entity ID of A10 Thunder to the <audienceUris> tag.

For example, if the identifer of OWA is https.//webmail.al0-tplab.com/owa and the Entity ID of A10 Thunder is
https.//webmail-sp.al10-tplab.com/axowa, change the web.config file from:

<audienceUris>
<add value="https://webmail.alO-tplab.com/owa” />
</audienceUris>

to the following:

<audienceUris>

<add value="https://webmail.alO-tplab.com/owa” />

<add value="https://webmail-sp.all-tplab.com/axowa” />
</audienceUris>
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This will allow OWA to accept WS-Federation tokens that were issued for OWA and A10 Thunder.

20 <authentication mode="None" /> _‘J

21 <compilation>

22 <assenblies>

23 <add assesbly="Hicrosoft.ldentityModel, Version=3.5.0.0, Culture~neutral, PublicKeyToken=318F3856ADISKEIS" />

2 </assemblies>

25 </conpilatiaon>

26 </system.web>

27 <system.webServer>

28 <modules runflll edNodulest orfl1Requests="true">

29 <add name-"WSFederationfuthenticationtodule” type~"Hicrosoft.ldentityModel Veb. WsSFederationfuthenticationModule, Microsoft.ldentityModel, Version=3.
S.0.0, Culturesneatral, PublickeyToken=310F3856ad366e35" preCondition="nanagediandler” />

30 <add name="SessionfuthenticationModule” types"Hicroseft.ldentityModel.Web.Sessionfuthenticationdodule, Microsoft.ldentityModel, Uersion«3.5.0.0, Cul™
ture~neutral, PublicKeyToken-31bF3856ad364e35" preCondition="nanagediandler” />

an </modules>

32 </system.webServer>

43  <microsoft.identityModel>

kL] <service>

a5 <audiencetris>

36 <add walue="nhttps://webmail.a18-tplab.con/owa/" />

a7 = o

a8 </audienceUris>

a9 <securityTokenHandlers>

ho <add type="Microseft.ldentityModel.Tokens.Sanl11.Sanl11SecurityTokeniandler, Microsoft.ldentitytodel, Version=3.5.0.0, Culture=neutral, Publickeyl
oken=31bF38562036835">

A <samlSecurity? quirement map “truet vice="true” />

52 </add>

a3 </securityTokenHandlers>

ny capplicationService>

K5 <clainTypeRequired>

b6 <t--Following are the clains offered by SIS 'http://idp.at10-tplab.con/adfs/services/trust’. Add or unconment claims that you require by your app
lication and then update the federation metadata of this applicatien.-->

57 <clainType type="http://schemas.xnlsoap.org/ws/2005/05/ dentity/clains/nane” aptional="true" />

h8 l <clainType type="http://schemas.nicrosoft.com/ws/2008/06/identity/clains/role” optional="true" /> =

Figure 31: Modifying the web.config file
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