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Disclaimer

This document does not create any express or implied warranty about A10 Networks or about its products or services, including but not limited to

fitness for a particular use and noninfringement. A10 Networks has made reasonable efforts to verify that the information contained herein is accurate,

but A10 Networks assumes no responsibility for its use. All information is provided “as-is" The product specifications and features described in this

publication are based on the latest information available; however, specifications are subject to change without notice, and certain features may not
be available upon initial product release. Contact A10 Networks for current information regarding its products or services. A10 Networks' products and

services are subject to A10 Networks'standard terms and conditions.
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Overview

The purpose of this document is to provide administrators with a guide they can use to deploy A10 Networks®
Thunder® ADC line of Application Delivery Controllers Security Assertion Markup Language (SAML), a feature
specific to Microsoft Active Federation Services (ADFS) solutions with SAML 2.0 compliancy. This guide will
provide detailed configuration steps for how to set up A10 Thunder ADC to authenticate using SAML 2.0
protocol with the SAML 2.0 HTTP POST binding.

SAML Overview

Security Assertion Markup Language (SAML) is an XML-based open standard data format for exchanging
authentication and authorization data between an identity provider (IdP) and a service provider. SAML is

a product of OASIS Security Services Technical Committee. With the introduction of SAML support in A10
Networks Advanced Core Operating System (ACOS®) version 4.0, Thunder ADC can act as a service provider

in a security topology and delegate authentication and authorization to identify providers. In multi-domain
services using the same identity provider, SAML offers easy integration and seamless federation with an identity
provider even with clients that originate from different service domains.
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Figure 1: A10 Networks ACOS 4.0 SAML integration overview

With SAML in ACOS 4.0, the Application Access Management (AAM) feature plays an important role to protect
resources and distribute access requests. Before access is granted, clients need to provide authentication
credentials and meet AAM authorization policies. A security administrator configures an authentication
template and an authorization policy in order to perform authentication control.

This guide is designed to provide detailed instructions on how to integrate with Microsoft ADFS IdP. The
integration has been tested specifically with the A10 Thunder line of Application Delivery Controllers running
ACOS 4.0 and Microsoft ADFS 2.0.
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Integration Topology

The following diagram is an overview on how the A10 Networks solution integrates with a third-party Microsoft
ADFS SAML device.
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Figure 2: Topology overview

Deployment Prerequisites
To deploy SAML, security administrators must complete the following steps:

1. System Clocks — Synchronize the system clocks of A10 Thunder ADC and the IdP or use Network Time
Protocol (NTP) configuration to ensure that time settings are synchronized. A few minutes time drift is
acceptable. This is an important requirement to integrate the service provider and the identity provider.

2. Users List = The users list within the IdP has to be preconfigured before the integration starts. Each user
will have unique account credentials to access the website, and the user has to be configured within the
|dP application. Bulk provisioning may be available, so ask your IdP provider for more details.

3. Identity Provider — SAML 2.0 compliancy is required for the integration with Thunder ADC to work. In
this guide, we will integrate with Microsoft ADFS. If you need additional support for another SAML IdP
provider, please contact your regional sales team.

4. Service Provider - Thunder ADC acts as a service provider with the SAML topology. The request is front-
ended by a service provider and the authentication is passed within the IdP. This configuration is typically
called "service provider Initiated.” In some cases, a topology where the IdP takes the first request also
works and this topology is called “IdP initiated.” A SP-initiated and IdP-initiated SSO can be deployed at
the same time.

5. Configuration Steps
The Thunder ADC SAML configuration requires a list of steps to get the solution working. To make deployment
easier, here are the configuration steps for an administrator to follow.
Step 1: AAM Authentication SAML Service Provider

This section allows the administrator to define the SAML Authentication configuration. This covers the IdP and
service provider configuration for SAML, and it includes the configuration of the Thunder ADC and the IdP.

Step 2: Create AAM Authentication Template

The purpose of this configuration is to define the authentication settings; this is also a template that can be
used for other configurations within A10 Thunder ADC.

Step 3: Create AAM AAA Policy

Create an AAM authentication, authorization and accounting (AAA) policy. This policy is required for SAML
authentication to work. It enables administrators to allow and deny access to application resources. This policy
must be configured and defined before you can deploy authentication.
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Step 4: AAM Policy Binding to VIP
This section allows the administrator to bind the AAM Authentication template to the virtual IP address (VIP).

Note: Once the AAM policy has been bound to the VIP address, open up a browser and access the protected
application. If the AAM policy allows access, the site should prompt the client on access assuming that the IdP
credentials were correct. Likewise, if the AAM policy has deny privileges, the site should prevent users from
accessing application resources.

A10 Networks Device Requirements

The SAML solution is supported on the following Thunder ADC and A10 Networks AX™ Series devices. ACOS 4.0
is supported on the following platforms:

A10 Networks Thunder ADC and Thunder CGN Hardware
- A10 Thunder 6630(S)
« A10Thunder 6435
- A10 Thunder 6430(S)
- A10 Thunder 5630(S)
- A10 Thunder 5435(S) SPE
« A10 Thunder 5430(5)-11

« A10Thunder 5430S

- A10 Thunder 4430(S)

- A10 Thunder 3030S (Non-FPGA)

- A10 Thunder 1030S (Non-FPGA)

- A10 Thunder 930 (Non-FPGA)

A10 Networks AX Series Hardware
- AT0 AX 5630 ADC
- AT0 AX 5200-11 ADC
- AT0 AX 3530 CGN (non-FPGA)
- A10 AX 3400 CGN
- AT0 AX 3200-12 ADC

A10 Networks vThunder line of virtual appliances
- vThunder ADC for Azure
« vThunder for VMware EXSi
- vThunder for KYM (with SR-IOV)
- vThunder for KVM
- vThunder for Hyper-V
Al A10 Networks Thunder HVA hybrid virtual appliances (Thunder 3030S HVA, Thunder 3530S HVA)
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Microsoft ADFS Requirements

Minimum Hardware Recommendations
+ Multi-core Intel Xeon processor or higher (Windows 2008 R2 64-bit or Windows 2012 (64-bit))
+ 4 CPU/Cores recommended
- 4GB of RAM
- 80 GB of available hard drive space
- Active Directory Domain Services (AD DS)
« Web Server Services (IIS)
Note: The following URL is the download site for ADFS 2.0 RTW (Release to Web):

http://www.microsoft.com/en-us/download/details.aspx?displaylang=en&id=10909

Authentication and Authorization Process

The process diagram below describes a detailed topology and sequential procedures on how A10 Thunder
ADC and Microsoft ADFS integrate.
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Figure 3: A10 Thunder ADC and Microsoft ADFS integration

Web Server IIS Installation

This section provides detailed instructions on how to install a Secure Sockets Layer (SSL) self-signed certificate.
As part of the requirement, you must have already installed IIS to move forward with the installation.

In the start menu, navigate to All Programs > Administrative Tools > Internet Information Services (lIS)
manager. Within the console tree, double-click the icon named Server Certificates.
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In the action pane, select Create Self-signed Certificate. On the “Specify Friendly Name” page, enter “adfs”and
click OK.
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Now follow these steps:
1. In the console tree, select the Default Web Site.
2. Inthe Actions pane, click Bindings.
3. In the Site Bindings dialog box, click Add.
4

In the Add Site Binding dialog box, select https. In the IP address drop-down, select “All Unassigned”
and Port“443 In the Type drop-down list, select the adfs.idp.com certificate. In the SSL certificate
drop-down list, click OK, and then click Close.
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ADFS 2.0 Installation

1. After the download of the ADFS 2.0 image is complete, locate the AdfsSetup.exe installation package
and then start the installation by double-clicking the executable file.

2. Follow the setup wizard page and accept the end user license agreement (EULA).

3. During the installation wizard process, you will be prompted with a Server Role window. In this segment
of the installation, select “Federation Server”and then click Next.

4. You have now completed the installation of Microsoft ADFS 2.0 using the Setup Wizard.

5. You can use the Management console to administer the ADFS 2.0 system.

Configuring a Stand-alone Federation Server
1. Inthe ADFS 2.0 Federation Server Configuration Wizard, click to start the wizard.

2. On the installation options of Select Stand-alone or Farm Deployment page, click Stand-alone
federation server, and then click Next to continue.

3. On the Specify the Federation Service Name page, verify that the adfs.idp.com certificate is selected,
and then click Next.

4. On the Ready to Apply Settings page, review the settings, and then click Next.
5. On the Configuration Results page, click Close.
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“rilA[) FS 2.0 Federation Server Configuration Wizard

Configuration Results

Steps
@ Welcome

The following settings ate being configured

Component Status
@ Select Deployment Type " - q .
3 i )| Stop the 5D FS 2.0 Windows Service Configuration finished
@ Federation Service Name - -
5 2| Install Windows Intemal Database Configuration finished
@ Summ
o0 )| Start the Windows Intemal Database service Configuration finished
@ Results

2| Create AD FS configuration database
2 | Configure service settings

) | Deploy browser sign-in Web site

) | Start the AD FS 2.0 Windows Service Configuration finished
¥} | Create default claim set Configuration finished
¢) | Create default Active Directory claim acceptance rules | Configuration finished

Configuration finished
Configuration finished
Configuration finished

You have successfully completed the AD FS 2.0 Fedesation Server Configuration Wizard.
To close this wizard, click Close.

Microsoft ADFS Administration

This deployment guide is designed for Microsoft ADFS 2.0 with an Active Directory 2008 R2 data store.
ADFS 2.0 can also support Active Directory 2012. To administer ADFS, use ADFS 2.0 Management under
Administrator Tools.
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Relying Party Trusts

To enable the Relying Party Trusts function in ADFS, navigate to the ADFS Console > Trust Relationships >
Relying Party Trusts > right-click and select “Relying Party Trust.”

Select the option called “Enter data about the relying party manually”in the Select Data Source step.

W Add Relying Party Trust Wizard

Select Dota Source
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Welcome
B .M ~ Napod il abokk e o Bt
2 Uze ihis opbion o mmpor the d d from - that
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Define the display name as https://www.vipl.com/adfs in the Specify Display Name step.
"_l Add Redying Party Trust Wizard E3|
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Select the ADFS 2.0 profile in the Choose Profile step.

Choose Profile
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Select “Enable support for the SAML 2.0 WebSSO protocol” in the Configure URL step.
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Add the trust identifiers as "https://www.vip1.com/adfs”in the Configure Identifiers step.

’;! Add Relying Party Trust Wizard
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Select "Permit all users to access this relying party”in the Issuance Authorization Rules step.
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Once selected, click Next. At this point, ADFS Trust installation will be complete.
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Deployment Topology Options

Thunder ADC's AAM solution supports two types of deployment with IdP providers. The solution can be
deployed with the following options:

Front End, Service Provider-initiated Configuration

Service Provider Identity Provider
sp.example.com idp.example.org

A6 Microsoft ADFS

® (=]
2

Single Sign-On
Assertion Consumer Service
Access Check Service
A ! A 1
W 1 1 1
(7] / : 3]
1 1
1 ! .
Access Supply Redirect with GET User Chaflﬁnge
Resource  Resource <AuthnRequest> <AuthnRequest> login .
\ ; Credentials
1 POST signed Signed :
, <Response> <Response> o ,
' in HTML form X '
T ! 1 1
1 ] 1
v v

Browser &‘E i E

User or UA action  User or UA action

Figure 4: Front end service provider-initiated configuration
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Back End, IdP-initiated Configuration

Service Provider
sp.example.com

An

Identity Provider
idp.example.org

Microsoft ADFS

[ ]
(v

=

Assertion Consumer Single Sign-On
Service Service Access Check
1 A A 1
1 1 1 1
° S
1 ! ! 1
N 1
1 .
. Signed Select Challenge
Supply Zg:: SCI)%ZZS <Response> remote Igsei; for
Resource P in HTML form 9 Credentials

Browser

User or UA action

Y

resource
B 1
1 1
1 1
1 1
1 1
. .

1
1
1
I
1

v

SSO-idp-POST

Figure 5: Back end IdP-initiated configuration

Thunder ADC Configuration

This section of the guide provides detailed steps on how to integrate A10 Thunder ADC and Microsoft ADFS. In
the Thunder ADC configuration, the ADFS server has to be defined as an SAML authentication server.

SAML Service Provider Configuration

This section of the guide explains how to configure the AAM SAML portion. On the menu of the section of the

GUI, navigate to AAM Policies.

AAA Policles

AAM >> AAA Policies
Search Q
Name Virtual Port Bindings Requests Responses
] 10 10 10.100-potic 10 10.10.100 / 80 8 g 0
" 1010 10.200-policy 10.10.10.200 / 80 8 9 0

Pravious - Neat Total 2

ftems

AXSOMAX 4.0.0 bufid 518

@ Heip
Z Refresh Clear | WliDelete | < Create
Auth Failures Statistics Details Actions

Bind Edit

Bind Edat

tems per page: 25 E[

Sample GUI from the AAA Policies

14
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[CLI configuration]

aam authentication saml service-provider adfs
artifact-resolution-service index 0 location /adfs/services/trust/
artifactresolution binding soap
assertion-consuming-service index 0 location /SAML2/POST binding post
single-logout-service location /lgo binding post
certificate server
entity-id https://www.vip.com/adfs
service-url https://www.vip.com

Note: The directories above must match the Thunder ADC and ADFS configurations.

AAA Policy

The AAA Policy section of the GUI is the section where the site administrator configures client permissions.
Client policies can be configured based on domain or access list to control access within an application or site.
They include:

1. Index-unique
2. Domain Name

3. Access-list

4. Action

5. Authentication template

Sample GUI Configuration

AA A Policies Hal
AM >> AAA Policies >> Update AXSOItAX 4.0 (Runld %18

Update AAA Palicy

. A
Nome 10.10.10.100-policy BOYEINS
Virtual Port = New VP
= Ada
Shndings Index Rule Action Domain Name Actions
Virtual Ports | R Edit
10.10.10.100 80+http Z x

Cancel

[CLI configuration]

aam aaa-policy 10.10.10.100-policy
aaa-rule 1
action allow
authentication-template 10.10.10.100

15
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Authentication Template Configuration

This section enables an administrator to configure the AAM Authentication template:
Update Authentication Template

Name * 10.10 10,100

Type SAML Z'
SAML Service Provider 10 10.10 100-sami-sp -
SAML Mentity Provider pf_idp_demo —;l
Idie Logout Time 300

[l

Authentication Relay
New Authenbication Relay
Log Use configuration of authentication-log enable command

0

Cookie Domains

Cookie Domain

Cookie Domain Group IDs

Cookie Domaln Group 1D

[CLI configuration]

aam authentication template 10.10.10.100
type saml
saml-sp sp
saml-idp adfs_idp_demo
logout-idle-timeout 300

Export Metadata Information

Once the connection settings have been completed within A10 Thunder ADC and ADFS, you must export
the metadata information. The metadata information has to match the ADFS host address, which includes
the public key certificate and signing algorithm (for example: RSA SHA 1). Once completed, use the following
command to import the metadata information to Thunder ADC.

vThunder#import auth-saml-idp adfs tftp://example.com/metadata

Binding the AAA Policy to the VIP

Once the AAA policy has been configured, you must bind the policy to the respective VIP. The binding can be
done from the CLI or from the GUI.

To bind the AAA policy to the VIP, navigate to the VIP Port under ADC > Virtual Services > Virtual Port
Select the VIP Port and edit. Within the General Fields tab, select the policy within the drop-down menu.

Skip rev tuple hash insertion

Message Switching B

Force Routing Mode [l

AAA palicy | 10.10.10.100-policy ]
Templates

16
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Summary

In summary, the configuration steps described in this deployment guide show how to set up Thunder ADC
AAM integration with the ADFS application. With the introduction of SAML support in A10 Networks Advanced
Core Operating System (ACOS) version 4.0, Thunder ADC can act as a service provider in a security topology
and delegate authentication and authorization to identify providers. In multi-domain services using the same
identity provider, SAML offers easy integration and seamless federation with an identity provider even with
clients that originate from different service domains.

This integrated solution provides the following benefits:
- Minimizes the overwhelming nature of user interactions with traditional AAA servers
- Simplifies network authentication by using the A10 device as an authentication proxy
- Offloads web and authentication servers

-+ Enables A10 Thunder ADC to handle the sending and initial processing of authentication challenges,
forwarding credentials to SAML IdP and granting access.

By using Thunder ADC, significant benefits are achieved for all authentication deployments. For more
information about A10 Thunder ADC products, please refer to the following URLs:

https://www.al0networks.com/products/thunder-series/thunder-adc

www.a 10networks.com/products/application delivery controllers.php

Appendix

Sample Configuration

hostname SAML
timezone UTC nodst
ntp server ntp
prefer
interface management
ip address 10.100.2.70 255.255.255.0
ip default-gateway 10.100.2.1
interface ethernet 1
enable
ip address 10.10.10.1 255.255.255.0
interface ethernet 2
enable
ip address 10.10.12.1 255.255.255.0
ip nat pool saml-ipv4 10.10.10.17 10.10.10.19 netmask /24
aam authentication log enable
aam authentication saml service-provider 10.10.10.100-saml-sp
assertion-consuming-service index 1 location /SAML2/POST binding post
entity-id http://10.10.10.100/adfs
service-url http://10.10.10.100
aam authentication saml service-provider adfs
aam authentication saml identity-provider adfs idp demo
metadata adfs idp
aam authentication saml identity-provider idp
aam authorization policy test
attribute-rule 1
slb resource-usage virtual-port-count 1024
slb resource-usage virtual-server-count 512
slb server apache2 10.10.12.200
port 80 tcp
aam authentication template 10.10.10.100
type saml




Deployment Guide | Achieve Single Sign-on (SSO) for Microsoft ADFS

saml-sp 10.10.10.100-saml-sp
saml-idp adfs idp demo

slb service-group http-sg tcp

member apache2 80

slb service-group https-sg tcp

slb template client-ssl client-ssl-amm

slb virtual-server AAM-HTTPS 10.10.10.100

port 80 http
source-nat auto

service-group http-sg

aaa-policy 10.10.10.100-policy

end
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