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Disclaimer

This document does not create any express or implied warranty about A10 Networks or about its products or services, including but not limited to 

fitness for a particular use and noninfringement. A10 Networks has made reasonable efforts to verify that the information contained herein is accurate, 

but A10 Networks assumes no responsibility for its use. All information is provided “as-is.” The product specifications and features described in this 

publication are based on the latest information available; however, specifications are subject to change without notice, and certain features may not 

be available upon initial product release. Contact A10 Networks for current information regarding its products or services. A10 Networks’ products and 

services are subject to A10 Networks’ standard terms and conditions.
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Overview
The purpose of this document is to provide a guideline for administrators on how to deploy the A10 Networks® 

Application Access Management (AAM) module with Integrated Windows Authentication (IWA). IWA is a hash-

based authentication service which is exchanged between clients and servers across the network. The A10 

Networks Thunder® ADC line of Application Delivery Controllers is equipped with the authentication feature 

called AAM without additional license requirements, and one of the various authentication server options it 

supports is NT LAN Manager (NTLM). This guide covers the A10 AAM NTLM configuration in Microsoft Windows 

to enable authentication between clients and servers.  

Deployment Prerequisites
Client Requirements:

• OS: Windows 7 or higher. For MAC OS, there are some versions of MAC OS that do not support NTLM 

authentication. Please use accordingly and refer to Apple documentation for supportability. 

• Browser: Internet Explorer 11 or higher; Mozilla version 38 or higher; Chrome 22 or higher.

A10 Networks Advanced Core Operating System (ACOS®) Requirements: 

• 4.0.1 Px or higher

Authentication Server:

• Windows Server 2012 or Windows Server 2012 R2 

Authentication Process
Figure 1 provides a detailed authentication flow that shows how the NT LAN Manager (NTLM) authenticates 

between clients and servers.  
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Figure 1. NTLM authentication flow with A10 Thunder ADC
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Thunder ADC AAM Configuration

Template Configurations

The best way to deploy the A10 AAM solution is to preconfigure all templates and then apply them to the 

Thunder ADC AAM configuration. 

In this guide, the following templates will be used with the following names:

• Authentication server: “ntlmserver”

• AAM authentication logon template: “ntlm” 

• Authentication template: “ntlmtemplate”

• AAA policy: “ntlmpolicy”

AAM Authentication Server Configuration 

This section of the guide describes the steps needed to configure the AAM authentication server parameters. 

Before configuring this option on the Thunder ADC device, administrators must ensure that the authentication 

server is configured and available. To configure the authentication server parameters in the GUI, navigate to 

AAM > Auth Servers > Windows, then click “Create.”

Enter the following information:

• Authentication name: ntlmserver

• Host: 10.10.10.100

• Timeout: 10

Once completed, click OK and save configuration.

Sample CLI Configuration: 

aam authentication server windows ntlmserver 

  host 10.10.10.100 

  auth-protocol kerberos-disable
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AAM Authentication Logon Configuration

As the first step to configure the Integrated IWA authentication template on the Thunder ADC device, navigate 

to AAM > Auth Clients. 

• Click “Create” on the right-hand side of the dashboard 

• Enter the name of the authentication client logon “ntlm”

• Enter the number of retries, for example “3” 

• Select authentication options for the client login

In this guide, we will be checking “Enable NTLM Logon” as part of the configuration. 

Sample CLI Configuration: 

aam authentication logon http-authenticate “ntlm” 

  auth-method ntlm enable 

  logon “ntlm”

Authentication Template Configuration 

This section of the guide covers the authentication template creation. Navigate to AAM > Authentication 

Templates and click “Create.”

Enter the following parameters: 

• Authentication template Name: “ntlmtemplate”

• Type: “Standard” 

• Authentication logon: “HTTP Authenticate: NTLM”

• Server or service group: “Authentication Server” 

• Authentication server: Windows: “ntlmserver”

Sample CLI Configuration: 

aam authentication template ntlmtemplate 

  logon ntlm

  server ntlmserver

AAA Policy Configuration 

This section of the guide explains how an administrator configures the AAA rules to allow or deny access. The 

rules are configured using a unique index number. To configure the AAA policy, navigate to the AAM > AAA 

Policies. 

• Click “Create”

• Enter policy name: “ntlmpolicy” and click “Create” which redirects to the “Update AAA Policy” page

• Enter the virtual ports: “80+http”
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• Configure the AAA rules: 

 -  Enter index: “1”

 -  Rule action: “allow” 

• Click OK and save configuration

In the AAA rules section, make sure that the authentication template is defined as “ntlmtemplate.” Refer to the 

next section of the document for guidance about how to create an authentication template.  

Sample CLI Configuration: 

aam aaa-policy ntlmpolicy

  aaa-rule 1

    action allow

    authentication-template ntlmtemplate

Real Server Configuration

To configure the backend server (e.g., web server) and ports. Navigate to ADC > SLB > Servers.

Sample CLI Configuration:

slb server ser1 10.10.10.120 

  port 80 tcp 

Service-Group Configuration 

To create a service group and add servers within the pool, navigate to ADC > SLB > Service Group.

Sample CLI Configuration:

slb service-group sg-ntlm tcp 

  member ser1 80

Note: Additional servers can be added from the SG as needed. 
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VIP and Virtual Port Configurations 

This shows how to create a Virtual IP(VIP) for a web service (for example, www.example.com in this guide) and 

bind all of the template components preconfigured for authentication:

• Navigate to ADC > SLB > Virtual Server/Virtual Port

• In the general field of the virtual port, select the preconfigured AAA policy called “ntlmpolicy” 

Sample CLI Configuration:

slb virtual-server vip-ntlm 10.153.0.100 

  port 80 http 

    source-nat pool 10.10.10.200 

    service-group sg-ntlm 

aaa-policy ntlmpolicy

Summary 
This guide gives administrators the simple configuration steps needed to deploy A10 Networks Application 

Access Management (AAM) module with Integrated Windows Authentication (IWA). A10 Networks Thunder 

ADC line of Application Delivery Controllers comes with the AAM feature without additional license 

requirements, and one of the various authentication server options it supports is NT LAN Manager (NTLM). This 

guide covers the A10 AAM NTLM configuration in Microsoft Windows that enables authentication between 

clients and servers.  

Appendix 
aam authentication logon http-authenticate ntlm 

  auth-method ntlm enable 

  logon ntlm

aam authentication server windows ntlmserver 

  host 10.10.10.120 

  auth-protocol kerberos-disable

aam authentication template ntlmtemplate

  logon ntlm 

  server ntlmserver

aam aaa-policy ntlmpolicy

  aaa-rule 1

    action allow

    authentication-template ntlmtemplate

slb server ser1 10.10.10.120 

  port 80 tcp slb service-group sg-ntlm tcp 

  member ser1 80

slb virtual-server authntlm 10.153.0.100 

  port 80 http 

    source-nat pool 10.10.10..200 

    service-group sg-ntlm 

aaa-policy ntlmpolicy
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