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Introduction

Running an IT organization in today s business environment can be a difficult and daunting task. At the forefront of challenges is that of
managing the ever growing base of users and user accounts. This integral part of every organization creates the foundation which
dictates the resources that users can access spanning from the network to e-mail to the variety of daily business applications.

The challenge of managing user accounts increases exponentially as the user base increases, applications authentication mechanisms
are added and security choke points are deployed throughout the network. Each of these resources can represent a unique place in
the network where user account data and credentials must be stored and managed. In addition, each of these resources will have a
proprietary interface which must be mastered in order to perform tasks and manage users on a daily basis.

Having a well thought out plan for managing the user account infrastructure will not only help with user access to network resources but
will also help reduce administrative costs, increase overall efficiencies in IT and supporting teams as well as benefit security and
compliance tasks. Lack of a plan can very quickly have the reverse effect causing inefficiencies for employees and IT teams while also
leaving holes in the security infrastructure.

Simplified User Account Management

As organizations grow so does the burden of managing user accounts. In most organizations it is not uncommon for a single user to
have upwards of five or more unique accounts to provide access to the wired network, wireless network and remote access in addition
to e-mail, CRM, ERP, SCM and HR applications. If the number of user
accounts is not complex enough, add to the equation the uniqueness of
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With user account management being such an integral part of any
organization, the task should not be left without a well thought out
process to manage the entire user account lifecycle. Unfortunately, in
some organizations, identity management lacks the attention required
because of the overwhelming amount of time needed to manage user
accounts properly. Neglecting this task can create the inevitable
situation where IT teams must scramble to address the issues that crop
up. Not only is this an inefficient way to manage the identity o o 9@@9
infrastructure but the results may also spill over to affect both employee
productivity as well as overall security.
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A well implemented identity management solution ca n reduce administrative costs up to 78% and
reduce user lost productivity by 53%

- The Radicati Group, Inc. 2005

To help minimize the complexity, Network Identity Management solutions simplify the process of managing the identity infrastructure by
consolidating the management of disparate systems into a single central interface. This not only reduces the learning curve and
overhead required to manage each unique system but can also help IT realize other efficiencies such as data synchronization which
helps to ensure that all data for a given user is in sync across all repositories. In addition, centralization significantly helps with
inventorying user accounts to identify every users access points and greatly simplifies user de-provisioning - arguably one of the most
import parts of the identity life cycle. The right solution can greatly simplify this process by allowing an admin to remove a user from
multiple locations with a single click and eliminate security risks associated with unauthorized or stale accounts.
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Efficient Password Recovery

A common practice in most organizations is to employ a policy requiring complex passwords combining length, upper and lower case
letters, numbers and special characters to ensure security across the organization. A problem that arises with this type of policy is that
the more complex the password the more likely a user is to forget it. This coupled with the reality that most users are required to
remember a barrage of usernames and passwords from work to personal life and the inevitable situation is created where users forget
a password and cannot access the resources to perform job functions.

It turns out that helpdesk employees often spend m ore than half their time resetting passwords
for users. An identity management system that can automatically reset passwords for users
without helpdesk intervention is easy to justify.

- The 451 Group: Identity Management Becomes an Essential IT Function, August 2005

When a password is forgotten a user must typically call a help desk to perform a reset before they can get back to work or complete a
task. Each of these calls increases support costs and takes help desk personnel away from other, potentially more critical tasks. In
addition, there is impact to employee productivity since they cannot access the required resources to conduct business.

One option to combat this increase in helpdesk cost and loss of employee productivity is to compromise security for a simpler password
policy which may, in extreme cases, open the door for the use of pet names, familiar names or even the all too common password for
a password. Weak passwords are susceptible to attack and leave the company and assets at risk. When IT insists on a strong
password policy users often times take matters into their own hands by writing down hard to remember credential and sticking them to
monitors or under keyboards.

The self-service password management feature alone can cut corporate costs by thousands in a
matter of days according to various studies, it r educes IT help desk calls by 40% - 60%.

- The Radicati Group, Inc: Identity Management Market 2005 - 2009

None of the above solutions adequately address the issue of protecting company assets with strong password policies while ensuring
that these policies do not get in the way of employee productivity. A good Network Identity Management solution will not only help to
solve the problems of account creation and deletion, but will also provide a self service mechanism which can be accessed when a user
forgets a password. These mechanisms require no support staff intervention and allow employees to reset passwords through an
easy-to-use web interface and get back to being productive quickly.

Faster Problem Resolution

With security threats on the increase and many security breaches coming from internal sources, knowing who is responsible for a
particular event can dictate the difference between a quick containment and the spread of a problem. The longer a security breach is
left unaddressed the more its damaging effects can spread, translating into employee downtime, loss of data and an increased burden
on the resources tasked with clean up. And serious issues can even lead to lost customer confidence and legal action against the
organization.

When a member of the IT staff receives an alert for a security event the process of digging through multiple device logs to find the
individual responsible begins. The starting point included in the alert is usually nothing more than an IP address and a short event
description. The end goal is translating that IP address into a real user to isolate and resolve the problem. This arduous task can take
minutes if not hours and require coordination between multiple teams to dig through the variety of device logs and data stores. With
users commonly switching from wired to wireless connections throughout the day a single user can appear in several logs as multiple
IP addresses and complicate the identity forensics task.
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Corporate networks are vulnerable to many threats that can inflict damage resulting in significant
financial losses.

- Network World: A Peer-to-Peer Look at Trends and Challenges, May 2006

Having an up to-date identity infrastructure which is integrated with the authentication and logging infrastructure can help with the
immediate isolation of a problem. By including the available user and contact information directly into alerts sent by security devices,
individuals can instantly be identified, contacted and stopped - eliminating the ability for the issue to spread. The Network Identity
Management infrastructure can also play an important part in post-incident forensics by eliminating the burden of correlating data from
a variety of sources to pinpoint the culprit. This in turn not only expedites problem resolution but can also help ease compliance
requirements.

Stronger Authentication and Access Control

One of the most important ways to protect company resources and assets is to control who has access to the network and applications.
In smaller organizations, managing this infrastructure manually on an individual application basis might be feasible. However, as the
organization grows and applications are added it becomes increasingly difficult to take a manual approach to account and access
management. When additional applications are added, the infrastructure will likely be filled with a variety of authentication methods and
repositories of user accounts and credentials making it difficult to manage efficiently.

From a user perspective, each of these applications represent a unique entity requiring authentication. As applications are added the
experience can become overwhelming for the user who has to authenticate multiple times to access various applications. Additionally,
each time they access a new application a new set of credentials may have to be used.

Results show the respondents number one concern i s unauthorized access to corporate data,
followed by catastrophic data loss.

- Network World: A Peer-to-Peer Look at Trends and Challenges, May 2006

A Network Identity Management solution can help to unify user credentials and authentication around a central repository, simplifying
both the management of this infrastructure as well as user s interaction with the authentication mechanisms. This centralization can
also help speed the adoption of new applications while ensuring that they adhere to corporate policy. In addition the centralization can
help to ensure that when an employee leaves the organization, all access to the network and resources can be removed with one single
step.

Network Identity Management Solution from A10 Networks

The A10 Networks IDsentrie is a network identity management appliance, purpose builtto B B

simplify an organizations identity management infrastructure. The solution is easy to

deploy, manage and scales to fit the requirements of networks large and small. The IP-to-ID Central Account
Service Management

IDsentrie helps to reduce the complexity of both deploying a network identity management
solution as well as the complexity of managing the network identity infrastructure -
including the entire lifecycle of user accounts.

With the IDsentrie appliance approach, customers can deploy sophisticated identity User Self-Help Network
management functions into their existing networks within a few hours or days - not months Service Authentication
to years like expensive software-based solutions. IDsentrie allows businesses to
transition from manual identity management procedures to a centrally managed Network
Identity Management environment without large capital expenditures and helps
businesses lower their operational costs, improve user productivity and better meet compliance regulations.
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“The 1AM suites from IBM, Computer Associates, Hewl  ett-Packard, BMC Software, RSA Security,

Sun Microsystems, Oracle, Novell, Beta Systems Soft ~ ware and Microsoft have most of the

functionality of the IDsentrie 1000 (though no one else puts a firewall log analyzer in an IAM suite).

“However, these suites from major vendors are price d five times, if not 25 times, the price of the

IDsentrie 1000... The aggressive pricing and hardwar e form factor could shake up the crowded IAM

space.”

- The 451 Group: 451 Market Insight Report, Decembe r 2005

IDsentrie Features

IP-to-ID Service

The IP-to-ID Service allows for the instant correlation of an IP or MAC
address to a user identity, reducing the forensics time associated with
security, network and application event resolution. With this capability IT
teams can now react to critical issues much faster improving the ability to
ensure uptime and protect resources while reducing support overhead
and saving money. The IP-to-ID Service is integrated with the IDsentrie
GUl interface and is easily extended to work with 3¢ party security,
reporting and network devices - all without modification to existing security
and network environments. The IP-to-ID service is also integrated with
the Universal Identity Resolver (UIR) tools offered by A10 Networks to
improve the efficiencies of security, networking and compliance teams.

Central Account Management

The IDsentrie simplifies the complexity of the identity infrastructure by
centralizing the management of multiple dissimilar data stores in one easy
to deploy, cost effective appliance. The Graphical User Interface (GUI) for
IDsentrie allows for the management of user accounts from one central
place in the network, eliminating the need to interact directly with each
unigue device or data store. Another benefit of centralized management
is the ability to synchronize account details and passwords among data
stores to ensure that data is always up to date and accurate. Additionally
the ability to de-provision a user with a single click enhances security by
ensuring that when a user leaves they are no longer able to access

corporate resources and assets.

User Self Help Service

With an easy to deploy and easy to use web-based interface, the
IDsentrie User Self Help Service allows end users to reset passwords and
update account information independent of help desk and IT teams. This
not only reduces support overhead and cost but also ensures that
employees can quickly recover from a forgotten password and get back to
work. The User Self Help Service also integrates with MS Windows
passwords and expiration policies to simplify management and
compliance requirements. Changes made in the Self Help interface can
also be synchronized across multiple data stores to ensure that data stays
in synch as well as to simplify authentication tasks.




