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Figure 3.1 SSL Certifi cate Confi guration 

Confi gure SSL Server Template

In this step, a SSL server template is confi gured for the real server. 

To confi gure a Server SSL template:

Select 1. Confi g Mode > Service > Template.
Select 2. SSL > Server SSL from the menu bar and drop down.
Click 3. Add. The Template  >>  Server SSL  >>  Create  screen appears.
In the 4. Name fi eld, enter a name for the template. In this example, the name is “sps-server”.
In the 5. CA Cert Name drop-down list, select the certifi cate confi gured above “sps-ssl-cert”.
Click 6. OK. The new template appears in the Server SSL template table. 
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Figure 3.2 Server SSL Template Confi guration 

Confi gure SSL Client Template

In this step, a SSL client template is confi gured for the HTTPS virtual server. The SSL certifi cate and key 
confi gured in the previous step are used here. Later, during confi guration of the virtual server, the tem-
plate will be bound to the HTTPS virtual service port.  

To confi gure a client SSL template:

Select 1. Confi g Mode > Service > Template.
Select 2. SSL > Client SSL from the top menu bar and drop down.
Click 3. Add. The Template >> Client SSL >> Create screen appears.
In the 4. Name fi eld, enter a name for the template. In this example, the name is “sps-ssl-temp”.
In the 5. Certifi cate Name drop-down list, select the certifi cate confi gured above. In this exam-
ple, the name is also “sps-ssl-cert”.
In the 6. Key Name fi eld, select the key confi gured above. In this example, the name is also 
“sps-ssl-cert”.
Click 7. OK. The new template appears in the Client SSL template list. 

Figure 3.3 Client SSL Template Confi guration
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Confi gure HTTPS Virtual Server

In this step, a virtual server with a SSL virtual service port is confi gured. 

Select 1. Confi g Mode > Service > SLB.
Select 2. Virtual Server on the top menu bar.
Click 3. Add. The SLB >> Virtual Server >> Create screen appears.
In the 4. Name fi eld, enter a name for the virtual server. In this example, the name is “https-sps”.
In the 5. IP Address fi eld, enter the IP address that clients will request. In this example, the IP 
address is “192.168.214.115”.

 
Figure 3.4 HTTPS Virtual Server Confi guration

In the 6. Port box, click Add. The SLB >> Virtual Server  >> Port >> Create screen appears.
In the 7. Type drop-down list, select the service type. In this example, select “HTTPS”.
In the 8. Port fi eld, the service port number defaults to 443.
In the 9. Service Group drop-down list, select the service group (in this example, “HTTP-SPS”).

Figure 3.5 HTTPS Virtual Server Port Confi guration

In the 10. Source NAT Pool drop-down list, select the pool confi gured above (in this example, 
“SPS”).
In the 11. HTTP Template drop-down list, select the HTTP confi gured above (in this example, 
“SPS-HTTP-Temp”).
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In the 12. RAM Caching Template drop-down list, select the RAM Caching template confi gured 
above (in this example “SPS-RAM”).
In the 13. Client-SSL Template drop-down list, select the confi gured client-SSL template confi g-
ured above (in his example, “sps-ssl-cert”).
In the 14. Server-SSL Template drop-down list, select the confi gured server-SSL template (in this 
example, “sps-server”).
In the 15. TCP-Proxy Template fi eld, select the “SPS-TCP-Proxy” template confi gured above.
In the 16. Persistence Template Type fi eld select Cookie Persistence Template drop-down list, 
then in the Cookie Persistence Template fi eld below select the cookie-persistence template 
(in this example, SPS-Per_Cookie).

 Figure 3.6 HTTPS Virtual Server Port Confi guration (Continuation)

Click 17. OK. The port appears in the Port box list.
Click 18. OK.
Click 19. Save to save the confi guration changes to the startup-confi g.



Performance by Design 22

Deployment Guide for SharePoint Server

Summary and Conclusion 

The confi guration steps described above show how to set up the AX device for Microsoft SharePoint 
Servers. By using the AX device to load balance SharePoint, the following key advantages can be 
achieved:

Transparent SharePoint application load sharing• 
Multiple SharePoint Servers can be pooled together without any changes to how users ac-• 
cess the applications.

Availability of SharePoint applications• 
Obtain higher availability when SharePoint Servers fail so that there is no direct impact to • 
how users access the applications.

Performance of SharePoint applications• 
Achieve higher connection throughput and faster end user responsiveness by acceleration • 
techniques and offl oading security processing to the AX device.
Please visit www.a10networks.com for third party performance reports detailing perfor-• 
mance benefi ts.

The AX Series Advanced Traffi c Manager provides signifi cant benefi ts for all users of Microsoft Share-
Point applications. For more information about AX Series products, refer to:

http://a10networks.com/products/axseries.php
http://a10networks.com/resources/solutionsheets.php
http://a10networks.com/resources/casestudies.php
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