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8. In the Health Monitor (HM) drop-down list for the port, select the configured TCP health moni-
tor “exchg-smtps”

9. Click Add to add the port to the port list for the server

10. Click OK. The real server appears in the server table

11. Repeat this procedure for each of the Exchange servers

Figure 5.2 SMTP Real Server Configuration
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Configuring SMTP Service Group

A service group contains a set of real servers from which the AX device can select to service client
requests. A service group allows you to virtually support multiple real servers. Following steps are to
configure SMTPS service group:

To configure a service group:

Select Config Mode > Service > SLB

Select Service Group on the menu bar

Click Add. The Service Group section appears

In Name field, enter name of service group. In this example, the name is “Exchg-SMTPS”

ok wbd =

In the Algorithm drop-down list, select the preferred load-balancing method. You can control
the load on each server by selecting the appropriate type of load balancing methods. For this
configuration, Round Robin is used

In the Server section, select a configured real server from the drop-down list

In the port field, enter the port “587”

Click Add. Repeat steps 6-8 for each real server

© ©® N o

Click OK. The new group appears in the service group table

|
1 Wirtual Server Service Group ‘ Server Template Global
SLB == Senvice Group == Exchg-SMTPS
Service Group
Name: ' Exchg-SMTPS
Type: TCP
Algorithm: [ Round Robin ~|
Health Monitor: | v
Min Active Members: O
Description:
0 Server
IPvAIPVE: @ipve COipve
Server: [WinExchg @] Port: ]
Server Port Template{SPT): | default s | Priority:
] Server Port SPT Priority
[ | [win-Exchy 587 default 1

Figure 5.3 SMTP Service Group Configuration
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Creating Template for SMTP

For SMTP, the TCP template is used for the service. AX device has a default TCP template and you can
also configure your own TCP template on the AX. In this configuration we configure our TCP template
with a timeout of 1200 seconds.

To configure TCP Template:
1. Select Config Mode> Service > Template

2. Select L4 > TCP on the top menu bar and drop down

3. Click Add

4. Enter a name for the template in the Name field, in this example we use "Exchg-TCP-
SMTPS”

5. Inthe Idle Timeout field, we used “1200” seconds

6. Click OK. The new template appears in the TCP template table

i
1 Application Caonnection Reuse L4 | Fersistent

Template == TCP == Exchg-TCP-SMTPS

TCP
Mame: ' Exchg-TCP-SMTPS
ldle Timeout: 11200 | Seconis

Initial Window Size: | |

Reset Forwardl: O Enabled & Disabled
Reset Receive: CEnabled & Disabled
o 0K | X cancel |

Figure 5.4 TCP Template Configuration for SMTP

Configuring SMTPS Virtual Server

The next step is to configure virtual server for SMTPS. The TCP type virtual server is used for SMTPS.
To configure a virtual server:

Select Config Mode > Service > SLB
Select Virtual Server on the top menu bar
Click Add. The General section appears

N~

In the Name field, enter a name for the virtual server. In this example, the name is “Exchg-
SMTPS”
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5. Inthe IP Address field, enter the IP address that clients will request. In this example IP ad-

dress is “192.168.141.20"

1 Virtual Setver I Ee‘r\;ﬂce Eﬁuup Ee‘ﬁe‘r‘ '%erh‘prg?e gGl%%aﬂ'

SLB > = Virtual Server > > Create

General

Name: ' [Exchg SMTPS | O wildcard

IP Address: ' | 1192.168.141.20 | @ipva Oipve
Status: . @ Enabled O Disabled

ARP Status: @enanled O Disabled

Figure 5.5 SMTPS Virtual Server Configuration

6. Inthe Port section, click Add. The Virtual Server Port section appears
7. Inthe Type drop down use the default type of TCP

8. Inthe Port field, enter port number for the service on the virtual server. In this example enter

port “587” for SMTPS service

9. Inthe Service Group drop-down list, select the service group. In this example, select service

group “Exchg-SMTPS”

I e
1 Yirtual Server | Semice Group Semer Template Glohal

SLB == Virtual Server == Port > > 587

Virtual Server Port

Hame:
Twpe: *
Port: *

Sepvice Group:

Exchg-SMTPS
TCP
har

| Exchg-ShATPS v

Figure 5.6 SMTPS Virtual Server Port Configuration

10. In TCP Template drop down, select configured “Exchg-TCP-SMTPS” template from drop-
down list. (The screen shot is not listed for this step)
11. Click OK. The port appears in the Port section list as follows
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| winuaisener | senicesioup | Sewer | Template | olobal |
SLB == \irtual Server = > Create
General
Name: * [Exchg-SMTPS | O wildcara
IP Address: ° [192.168.141.20 | @ipva Opve
Status: & Enabled O pisabled
ARP Status: ® Enabled O pisabled
HA Group: | 4 |
Virtual Server Template: | default b
Description:
o Port
[] |status Port Type Service Group
O 587 TGP Exchg-SMTPS

Figure 5.7 SMTPS Virtual Server after Port Creation

12. Click OK. The virtual server appears in the virtual server table
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B Summary and Conclusion

The configuration steps described above show how to set up the AX device for Exchange Server. By us-
ing the AX device to load balance Exchange services, the following key advantages can be achieved:

» Transparent application load sharing
o Multiple Exchange services can be pooled together without any changes to how users ac-
cess the applications.
* Availability of applications
o Obtain higher availability when Exchange servers fail so that there is no direct impact to how
users access the applications.
» Performance
o Achieve higher connection throughput and faster end user responsiveness by offloading
security processing to the AX device.

The AX Series Advanced Traffic Manager provides significant benefits for all users of Microsoft Ex-
change services. For more information about AX Series products, refer to:

http://a10networks.com/products/axseries.php

http://a10networks.com/resources/solutionsheets.php
http://a10networks.com/resources/casestudies.php
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About A10 Networks

A10 Networks was founded in 2004 with a mission to provide innovative networking and
security solutions. A10 Networks makes high-performance products that help organiza-
tions accelerate, optimize and secure their applications. A10 Networks is headquartered
in Silicon Valley with offices in the United States, Europe, Japan, China, Korea and Tai-

wan. For more information, visit

www.a10networks.com.
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AX Series Advanced Traffic
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San Jose, CA 95131
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